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* * * First Change * * * *

5.2
Mobility Services

5.2.1

Location Management Procedures

5.2.1.1

Update Location
5.2.1.1.1
General
The Update Location Procedure shall be used between the MME and the HSS and between the SGSN and the HSS to update location information in the HSS. The procedure shall be invoked by the MME or SGSN and is used:
-
to inform the HSS about the identity of the MME or SGSN currently serving the user, and optionally in addition;
-
to update MME or SGSN with user subscription data;
-
to provide the HSS with other user data, such as Terminal Information.
This procedure is mapped to the commands Update-Location-Request/Answer (ULR/ULA) in the Diameter application specified in chapter 7. 

Table 5.2.1.1.1/1 specifies the involved information elements for the request.

Table 5.2.1.1.1/2 specifies the involved information elements for the answer.

Table 5.2.1.1.1/1: Update Location Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Name
(See IETF RFC 3588 [4])
	User-Name
	M
	This information element shall contain the permanent identity of the user, i.e. the IMSI. See 3GPP TS 23.003 [3].

	Supported Features

(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Terminal Information 

(See 7.3.3)
	Terminal-Information
	O
	This information element shall contain information about the user’s mobile equipment. 



	Supported RAT Types

(See 7.3.6)
	Supported-RAT-Type
	M
	All RAT Types that the source node (MME, SGSN, or combined MME/SGSN) supports shall be indicated.


	ULR Flags

(See 7.3.7)
	ULR-Flags
	M
	This Information Element contains a bit mask. See 7.3.7 for the meaning of the bits.

	Visited PLMN Id 
(See 7.3.9)
	Visited-PLMN-Id
	M
	This IE shall contain the MCC and the MNC, see 3GPP TS 23.003[3]. It may be used to apply roaming based features.



	RAT Type

(See 7.3.13)
	RAT-Type
	M
	This Information Element contains the radio access type the UE is using. See section 7.3.13 for details.


Table 5.2.1.1.1/2: Update Location Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Result

(See 7.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for S6a/S6d errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable:

- User Unknown 

- Unknown EPS Subscription
- RAT Not Allowed

- Roaming Not Allowed

	ULA-Flags

(See 7.3.8)
	ULA-Flags
	M
	This Information Element contains a bit mask. See 7.3.8 for the meaning of the bits 

Editor’s note: The ULA flag “Separation Indication” is not needed if interworking to pre-Rel8 HSS is forbidden by SA1/3.

	Subscription Data

(See 7.3.2)
	Subscription-Data
	C
	This Information Element contains the subscription profile of the user. It shall be present if success is reported, unless an explicit "skip subscriber data" indication was present in the request.


5.2.1.1.2
Detailed behaviour of the MME and the SGSN
The MME shall make use of this procedure to update the MME identity stored in the HSS (e.g. at initial attach, inter MME tracking area update or radio contact after HSS reset).
The SGSN shall make use of this procedure to update the SGSN identity stored in the HSS (e.g. at initial attach, inter SGSN routing area update or radio contact after HSS reset).

If the Update Location request is to be sent due to an inter node (SGSN to MME) update and the previous SGSN does not support Idle Mode Signalling Reduction, the MME shall set the "Single-Registration-Indication" flag in the ULR-Flags information element in the request.
A combined MME/SGSN shall set the "Skip Subscriber Data" flag in the ULR-Flags if subscriber data are already available due to a previous location update.

When receiving an Update Location response from the HSS the MME or SGSN shall check the result code. If it indicates success the MME or SGSN shall store the received subscription profile (if any).
5.2.1.1.3
Detailed behaviour of the HSS
When receiving an Update Location request the HSS shall check whether the IMSI is known.

If it is not known, a Result Code of DIAMETER_ERROR_USER_UNKNOWN is returned.

If it is known, but the subscriber has no EPS subscription, the HSS may (as an operator option) return a result code of DIAMETER_ERROR_UNKNOWN_EPS_SUBSCRIPTION.

The HSS shall check whether at least one of the supported RAT types received in the request is allowed for the subscriber. If it is not, a Result Code of DIAMETER_ERROR_RAT_NOT_ALLOWED is returned.

The HSS shall check whether the roaming is not allowed in the VPLMN due to ODB or RAT Access Restriction. If so a result code of DIAMETER_ERROR_ROAMING_NOT_ALLOWED is returned.

If the Update Location Request is received over the S6a interface, the HSS shall send a Cancel Location Request (CLR; see chapter 7.2.7) to the previous MME (if any) and replace the stored MME-Identity with the received value (the MME-Identity is received within the Origin-Host-AVP). The HSS shall reset the "UE purged in MME" flag.
If the Update Location Request is received over the S6d interface, the HSS shall send a Cancel Location Request (CLR; see chapter 7.2.7, or MAP Cancel Location) to the previous SGSN (if any) and replace the stored SGSN-Identity with the received value (the SGSN-Identity is received within the Origin-Host-AVP). The HSS shall reset the "UE purged in SGSN" flag.
If the "Single-Registration-Indication" flag was set in the received request, the HSS shall send a MAP Cancel Location message to the SGSN, delete the stored SGSN address and SGSN number and set the "MS purged in SGSN" flag. 
If no result code has been sent to the MME or SGSN so far, the HSS shall include the subscription data in the ULA command, unless an explicit "skip subscriber data" indication has been received in the request, taking into account the supported/unsupported features of the MME or SGSN and return a result code of DIAMETER_SUCCESS. 

If a Result-Code of DIAMETER_SUCCESS is returned, the HSS shall set the Separation Indication in the response. 
5.2.1.2
Cancel Location
5.2.1.2.1
General
The Cancel Location Procedure shall be used between the HSS and the MME and between the HSS and the SGSN to delete a subscriber record from the MME or SGSN. The procedure shall be invoked by the HSS and is used:

-
to inform the MME or SGSN about the subscriber’s subscription withdrawal or

-
to inform the MME or SGSN about an ongoing update procedure i.e. MME or SGSN change.

This procedure is mapped to the commands Cancel-Location-Request/Answer (CLR/CLA) in the Diameter application specified in chapter 7. 

Table 5.2.1.2.1/1 specifies the involved information elements for the request.

Table 5.2.1.2.1/2 specifies the involved information elements for the answer.

Table 5.2.1.2.1/1: Cancel Location Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Name
(See IETF RFC 3588 [4])
	User-Name
	M
	This information element shall contain the permanent identity of the user, i.e. the IMSI. See 3GPP TS 23.003 [3].

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Cancellation Type

(See 7.3.24)
	Cancellation-Type
	M
	Defined values that can be used are:

- MME-Update Procedure, 

- SGSN-Update Procedure,

- Subscription Withdrawal.


Table 5.2.1.2.1/2: Cancel Location Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Supported Features

(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Result

(See 7.4)
	Result-Code / Experimental-Result
	M
	The result of the operation.

The Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.


5.2.1.2.2
Detailed behaviour of the MME and the SGSN
When receiving a Cancel Location request the MME or SGSN shall check whether the IMSI is known.

If it is not known, a result code of DIAMETER_SUCCESS is returned.

If it is known, the MME or SGSN shall check the Cancellation Type and act accordingly. For details see 3GPP TS 23.401[2] and 3GPP TS 23.060[12]. Also in this case a result code of DIAMETER_SUCCESS is returned.

When a UE is served by a single combined MME/SGSN for both E-UTRAN and non-E-UTRAN access, the combined MME/SGSN shall check the Cancellation-Type. If it indicates Subscription Withdrawal, the CLR is processed both in the MME part and in the SGSN part of the combined node. Otherwise, the CLR is processed only in the affected part of the combined node and subscription data are kept for the not affected part.

5.2.1.2.3
Detailed behaviour of the HSS
The HSS shall make use of this procedure when the subscriber’s subscription is withdrawn by the HSS operator and when the HSS detects that the UE has moved to a new MME or SGSN area.

The HSS shall include a cancellation type of "Subscription Withdrawal" if the subscriber’s subscription is withdrawn by the operator and shall include a cancellation type of "MME Update Procedure" if the UE moved to a new MME area and shall include a cancellation type of "SGSN Update Procedure" if the UE moved to a new SGSN area.

5.2.1.3
Purge UE
5.2.1.3.1
General

The Purge UE Procedure shall be used between the MME and the HSS and between the SGSN and the HSS to indicate that the subscriber’s profile has been deleted from the MME or SGSN either by an MMI interaction or automatically, e.g. because the UE has been inactive for several days.

This procedure is mapped to the commands Purge-UE-Request/Answer (PUR/PUA) in the Diameter application specified in chapter 7. 

Table 5.2.1.3.1/1 specifies the involved information elements for the request.

Table 5.2.1.3.1/2 specifies the involved information elements for the answer.

Table 5.2.1.3.1/1: Purge UE Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Name
(See IETF RFC 3588 [4])
	User-Name
	M
	This information element shall contain the permanent identity of the user, i.e. the IMSI. See 3GPP TS 23.003 [3].

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


Table 5.2.1.3.1/2: Purge UE Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Result

(See 7.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used to indication success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for S6a/S6d errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable:

- User Unknown

	PUA-Flags

(See 7.3.48)
	PUA-Flags
	M
	This Information Element shall contain a bit mask. See section 7.3.48 for the meaning of the bits.


5.2.1.3.2
Detailed behaviour of the MME and the SGSN
The MME shall make use of this procedure to set the "UE Purged in the MME" flag in the HSS when the subscription profile is deleted from the MME database due to MMI interaction or after long UE inactivity.

The SGSN shall make use of this procedure to set the "UE Purged in SGSN" flag in the HSS when the subscription profile is deleted from the SGSN database due to MMI interaction or after long UE inactivity.

When receiving a Purge UE response from the HSS the MME shall check the Result Code. If it indicates success, the MME shall check the PUA flag "freeze M-TMSI", and if set freeze the M-TMSI i.e. block it for immediate re-use.

When receiving a Purge UE response from the HSS the SGSN shall check the Result Code. If it indicates success, the SGSN shall check the PUA flag "freeze P-TMSI", and if set freeze the P-TMSI i.e. block it for immediate re-use.

5.2.1.3.2
Detailed behaviour of HSS
When receiving a Purge UE request the HSS shall check whether the IMSI is known.

If it is not known, a result code of DIAMETER_ERROR_USER_UNKNOWN shall be returned.

If it is known, the HSS shall set the result code to DIAMETER_SUCCESS and compare the received Source Node-Identity with the stored MME-Identity and with the stored SGSN-Identity. If they are identical the HSS shall set the PUA flags "freeze M-TMSI" and/or "freeze P-TMSI" in the answer message and set the flag "UE purged in MME" and/or set the flag "UE purged in SGSN"; otherwise it shall clear the PUA flags "freeze M-TMSI" and "freeze P-TMSI..
5.2.2

Subscriber Data Handling Procedures

5.2.2.1

Insert Subscriber Data
5.2.2.1.1
General
The Insert Subscriber Data Procedure shall be used between the HSS and the MME and between the HSS and the SGSN for updating certain user data in the MME or SGSN in the following situations:

· due to administrative changes of the user data in the HSS and the user is now located in an MME or SGSN, i.e. if the user was given an subscription and the subscription has changed;

· the operator has applied, changed or removed Operator Determined Barring for this user.

This procedure is mapped to the commands Insert Subscriber Data-Request/Answer (IDR/IDA) in the Diameter application specified in chapter 7. 

Table 5.2.2.1.1/1 specifies the involved information elements for the request.

Table 5.2.2.1.1/2 specifies the involved information elements for the answer.

Table 5.2.2.1.1/1: Insert Subscriber Data Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	 Description

	User Name
(See IETF RFC 3588 [4])
	User-Name
	M
	This information element shall contain the permanent identity of the user, i.e. the IMSI. See 3GPP TS 23.003 [3].

	Supported Features

(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Subscription Data

(See 7.3.2)
	Subscription-Data 
	M
	This Information Element shall contain the part of the subscription profile that either is to be added to the subscription profile stored in the MME or SGSN or is replacing a part of the subscription profile stored in the MME or SGSN.




Table 5.2.2.1.1/2: Insert Subscriber Data Answer
	Information element name 
	Mapping to Diameter AVP 
	Cat.
	 Description

	Supported Features

(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Result

(See 7.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

Result-Code AVP shall be used to indicate success / errors defined in the Diameter Base Protocol.
The Experimental-Result AVP shall be used for S6a/S6d errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable in this case:

- User Unknown


	IDA-Flags 
(See 7.3.47)
	IDA-Flags
	C
	This Information Element shall contain a bit mask. See 7.3.47 for the meaning of the bits.


5.2.2.1.2
Detailed behaviour of the MME and the SGSN
When receiving an Insert Subscriber Data request the MME or SGSN shall check whether the IMSI is known.

If it is not known, a result code of DIAMETER_ERROR_USER_UNKNOWN shall be returned.

If it is known, the MME or SGSN shall replace the specific part of the stored subscription data with the received data, or shall add the received data to the stored data, and acknowledge the Insert Subscriber Data message by returning an Insert Subscriber Data Answer. If the addition or update of the subscription data succeeds in the MME or SGSN, the Result-Code shall be set to DIAMETER_SUCCESS.

In addition, if due to regional subscription restrictions or access restrictions the entire MME area is restricted, MME shall report it to the HSS by returning the "MME Area Restricted" indication within the IDA flags.
In addition, if due to regional subscription restrictions or access restrictions the entire SGSN area is restricted, SGSN shall report it to the HSS by returning the "SGSN Area Restricted" indication within the IDA flags.
If the MME or SGSN cannot fulfil the received request due to other reasons, e.g. due to a database error, it shall set Result-Code to DIAMETER_UNABLE_TO_COMPLY. In this case the MME or SGSN shall mark the subscription record "Subscriber to be restored in HSS".

5.2.2.1.3
Detailed behaviour of HSS
The HSS shall make use of this procedure to replace a specific part of the user data stored in the MME or SGSN with the data sent, or to add a specific part of user data to the data stored in the MME or SGSN. 

The behaviour of the HSS when receiving an Insert Subscriber Data answer with "MME Area Restricted" is FFS. 
When receiving an Insert Subscriber Data answer with "SGSN Area Restricted" the HSS shall set the MNRG flag (FFS).

5.2.2.2
Delete Subscriber Data
5.2.2.2.1
General
This procedure shall be used between the MME and the HSS and between the SGSN and the HSS, to remove some or all data of the HSS user profile stored in the MME or SGSN. The procedure shall be invoked by the HSS and it corresponds to the functional level operation Delete Subscriber Data (see 3GPP TS 23.401[2]).

It shall be used to remove:

-
all or a subset of the EPS subscription data (APN Configuration Profile) for the subscriber from the MME or SGSN;

-
the regional subscription;

-
the subscribed charging characteristics;

-
Session Transfer Number for SRVCC.

This procedure is mapped to the commands Delete-Subscriber-Data-Request/Answer (DSR/DSA) in the Diameter application specified in chapter 7. 
Table 5.2.2.2.1/1 specifies the involved information elements for the request.

Table 5.2.2.2.1/2 specifies the involved information elements for the answer.

Table 5.2.2.2.1/1: Delete Subscriber Data Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Name
(See IETF RFC 3588 [4])
	User-Name
	M
	This information element shall contain the permanent identity of the user, i.e. the IMSI. See 3GPP TS 23.003 [3].

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	DSR Flags 
(See 7.3.25)
	DSR-Flags
	M
	This Information Element shall contain a bit mask. See 7.3.25 for the meaning of the bits.

	Context Identifier
(See 7.3.27)
	Context-Identifier
	C
	This parameter shall identify the PDN subscription context that shall be deleted.
This element shall be present only if the "PDN subscription contexts Withdrawal" bit is set in the DSR-Flags.


Table 5.2.2.2.1/2: Delete Subscriber Data Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Supported Features

(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Result

(See 7.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for S6a/S6d errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	DSA Flags 
(See 7.3.26)
	DSA-Flags
	C
	This Information Element shall contain a bit mask. See 7.3.26 for the meaning of the bits.


5.2.2.2.2
Detailed behaviour of the MME and the SGSN
When receiving a Delete Subscriber Data request, the MME or SGSN shall check whether the IMSI is known.

If it is not known, a result code of DIAMETER_ERROR_USER_UNKNOWN shall be returned.

If it is known, the MME or SGSN shall delete the corresponding data according to the indication as sent in the request, and acknowledge the Delete Subscriber Data message by returning a Delete Subscriber Data Answer. 
If the deletion of the subscription data succeeds in the MME or SGSN, the Result-Code shall be set to DIAMETER_SUCCESS. 

If the Regional Subscription is deleted from the subscription data, the MME shall check its tracking areas to see whether they are allowed or not. If the entire MME area is restricted, MME shall report it to the HSS by returning the "MME Area Restricted" indication within the DSA flags.
If the Regional Subscription is deleted from the subscription data, the SGSN shall check for its routing areas whether they are allowed or not. If the entire SGSN area is restricted, SGSN shall report it to the HSS by returning the "SGSN Area Restricted" indication within the DSA flags.
If the EPS Subscription Data is deleted from the subscription data, the MME shall check whether all EPS Subscription Data for the subscriber is deleted or if only a subset of the stored EPS Subscription Data for the subscriber is deleted, the MME or SGSN may then deactivate the associated affected active EPS bearers.
If the Subscribed Charging Characteristics are deleted from the subscription data, the MME or SGSN shall replace the Subscribed Charging Characteristics by a local default value or delete the Subscribed Charging Characteristics in the MME or SGSN.

If the MME or SGSN cannot fulfil the received request for other reasons, e.g. due to a database error, it shall set the Result-Code to DIAMETER_UNABLE_TO_COMPLY. In this case, the MME or SGSN shall mark the subscription record "Subscriber to be restored in HSS".
5.2.2.2.3
Detailed behaviour of the HSS
The HSS shall make use of this procedure to remove deleted subscription data from the MME or SGSN. 

The behaviour of the HSS when receiving a Delete Subscriber Data Answer with "MME Area Restricted" is FFS.
When receiving a Delete Subscriber Data Answer with "SGSN Area Restricted" the HSS shall set the MNRG flag (FFS).

5.2.3

Authentication Procedures

5.2.3.1
Authentication Information Retrieval
5.2.3.1.1
General
The Authentication Information Retrieval Procedure shall be used by the MME and by the SGSN to request Authentication Information from the HSS.

This procedure is mapped to the commands Authentication-Information-Request/Answer (AIR/AIA) in the Diameter application specified in chapter 7. 

Table 5.2.3.1.1/1 specifies the involved information elements for the request.

Table 5.2.3.1.1/2 specifies the involved information elements for the answer.

Table 5.2.3.1.1/1: Authentication Information Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Name

(See IETF RFC 3588 [4])
	User-Name
	M
	This information element shall contain the permanent identity of the user, i.e. the IMSI. See 3GPP TS 23.003 [3].

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Requested E-UTRAN Authentication Info

(See 7.3.11)
	Requested-EUTRAN-Authentication-Info
	C
	This information element shall contain the information related to authentication requests for E-UTRAN.

	Requested UTRAN/GERAN Authentication Info

(See 7.3.12)
	Requested-UTRAN-GERAN Authentication-Info
	C
	This information element shall contain the information related to authentication requests for UTRAN or GERAN.

	Visited PLMN ID

(See 7.3.9)
	Visited-PLMN-ID
	M
	This IE shall contain the MCC and the MNC of the visited PLMN, see 3GPP TS 23.003 [3].

	Requesting Node Type
(See 7.3.61)
	Requesting-Node-Type
	M
	This AVP shall indicate the type of requested vector and it shall have 3 possible values:

1) MME (this shall indicate that the requesting node is a stand alone MME)

2) SGSN (this shall indicate that the requesting node is a stand alone SGSN)

3) MME/SGSN (this indicate that the requesting node is a combined MME/SGSN node and the requested vector is for E-UTRAN and UTRAN/GERAN authentication)




Table 5.2.3.1.1/2: Authentication Information Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 7.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

This IE shall contain the Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for S6a/S6d errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable in this case:

- User Unknown

- Unknown EPS Subscription

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Authentication Info

(See 7.3.17)
	Authentication-Info
	C
	This IE shall contain the Authentication Vectors.


5.2.3.1.2
Detailed behaviour of the MME and the SGSN
The MME or SGSN shall make use of this procedure in order to retrieve the Authentication Vectors from the HSS.

If the request is triggered by a synchronization failure, the MME or SGSN shall include the Re-Synchronization Information in the request. 
A stand alone MME shall include the Requested-EUTRAN-Authentication-Info AVP and shall not include the Requested-UTRAN-GERAN-Authentication-Info AVP in the request.

A stand alone SGSN shall not include the Requested-EUTRAN-Authentication-Info AVP and shall include the Requested-UTRAN-GERAN-Authentication-Info AVP in the request.

A combined MME/SGSN may include both the Requested-EUTRAN-Authentication-Info AVP and the Requested-UTRAN-GERAN-Authentication-Info AVP in the request. If so, not both AVPs shall have the Immediate-Response-Preferred AVP present.

When receiving an Authentication Information response from the HSS, the MME or SGSN shall check the Result Code. If it indicates success and Authentication Information is present in the result, the MME or SGSN shall use the received vectors. For details see 3GPP TS 33.401 [5].

5.2.3.1.3
Detailed behaviour of the HSS
When receiving an Authentication Information request the HSS shall check whether the IMSI is known.

If it is not known, a result code of DIAMETER_ERROR_USER_UNKNOWN is returned. If it is known, but the subscriber has no EPS or GPRS subscription, the HSS may (as a configuration option) return a result code of DIAMETER_ERROR_UNKNOWN_SUBSCRIPTION.

The HSS shall then request the AuC to generate the corresponding requested Authentication Vectors (AVs). Subject to load considerations, less AVs than the requested number of AVs may be generated. 

If the Immediate Response Preferred parameter has been received, the HSS needs to determine the number of Authentication Vectors that need be requested from the AuC. 

When receiving AVs from the AuC, the HSS shall generate the KASME before sending the response to the MME. For details see 3GPP TS 33.401 [5]. KASME generation is not performed before sending the response to the SGSN. Before sending the response to a combined MME/SGSN, the HSS needs to determine whether KASME generation is to be performed based on the Immediate Response Preferred parameter.

The HSS shall then return the result code DIAMETER_SUCCESS and the generated AVs (if any) to the MME or SGSN.

If the Requested-Node-Type AVP value is set to "MME", then the E-UTRAN authentication vectors are downloaded. If the Requested-Node-Type AVP value is set to "SGSN", then the GERAN or UTRAN authentication vectors are downloaded. If the Requested-Node-Type AVP value is set to "MME/SGSN", then both the E-UTRAN and the GERAN or UTRAN authentication vectors are downloaded.

If the Immediate Response Preferred parameter has been received for E-UTRAN or UTRAN/GERAN the HSS needs to determine the number of authentication vectors to be requested to the AuC. 

5.2.4

Fault Recovery Procedures

5.2.4.1
Reset
5.2.4.1.1
General
The Reset Procedure shall be used by the HSS, after a restart, to indicate to the MME and to the SGSN that a failure has occurred.  

This procedure is mapped to the commands Reset-Request/Answer (RSR/RSA) in the Diameter application specified in chapter 7. 

Table 5.2.4.1.1/1 specifies the involved information elements for the request.

Table 5.2.4.1.1/2 specifies the involved information elements for the answer.

Table 5.2.4.1.1/1: Reset Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Id List

(See 7.3.50)
	User-Id 
	O
	This IE shall contain a list of User-Ids where a User-Id comprises the leading digits of a User Name (i.e. MCC, MNC, leading digits of MSIN) and it shall identify the set of subscribers whose user names begin with the User-Id. The HSS may include this information element if the occurred failure is limited to subscribers identified by one or more User-Ids.

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


Table 5.2.4.1.1/2: Reset Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Result

(See 7.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for S6a/S6d errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


5.2.4.1.2
Detailed behaviour of the MME and the SGSN
When receiving a Reset message the MME or SGSN shall mark all impacted subscriber records "Subscriber to be restored in HSS". The MME or SGSN shall make use of the received HSS-Address and may make use of the received User-Id-List (if any) in order to determine which subscriber records are impacted.

At the next authenticated radio contact with the UE concerned, if the subscriber is marked as "subscriber to be restored in HSS", the restoration procedure shall be triggered. 

5.2.4.1.3
Detailed behaviour of the HSS
The HSS shall make use of this procedure in order to indicate to the MME and SGSN that the HSS has restarted and may have lost the current MME-Identity and SGSN-Identity of some of its subscribers who may be currently roaming in the MME area and SGSN-Identity, and that the HSS, therefore, cannot send a Cancel Location messages or Insert Subscriber Data messages when needed. 
The HSS optionally may include a list of Ids identifying a subset of subscribers served by the HSS, if the occurred failure is limited to those subscribers.

5.2.5

Notification Procedures

5.2.5.1
Notification
5.2.5.1.1
General
The Notification Procedure shall be used between the MME and the HSS and between the SGSN and the HSS when an inter MME or SGSN location update does not occur but the HSS needs to be notified about

-
an update of terminal information;

The Notification Procedure shall also be used between the MME and the HSS and between the SGSN and the HSS to notify the HSS about:
-
an assignment/change of PDN GW for an APN;
The Notification Procedure shall be used between the MME and the HSS when an inter MME location update does not occur but the HSS needs to be notified about
-
the need to send a Cancel Location to the current SGSN (which does not support ISR).

This procedure is mapped to the commands Notify-Request/Answer (NOR/NOA) in the Diameter application specified in chapter 7. 

Table 5.2.5.1.1/1 specifies the involved information elements for the request.

Table 5.2.5.1.1/2 specifies the involved information elements for the answer.

Table 5.2.5.1.1/1: Notify Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Name

(See IETF RFC 3588 [4])
	User-Name
	M
	This information element shall contain the permanent identity of the user, i.e. the IMSI. See 3GPP TS 23.003 [3].

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Terminal Information

(See 7.3.3)
	Terminal-Information
	C
	This information element shall contain information about the user’s mobile equipment. 

When notifying the HSS about any change of Terminal Information, the MME or SGSN shall include the new Terminal Information in the request.

	PDN GW Identity

(See 7.3.45)
	PDN-GW-Identity
	C
	This IE shall contain the address of the selected PDN GW for an APN. It shall be present if a new PDN-GW has been selected and the subscriber is allowed handover to non 3GPP access. 

When notifying the HSS about a newly selected PDN GW, the MME or SGSN shall include the PDN-GW-Identity in the request.

	APN

(See IETF RFC 4005 [6])
	Called-Station-Id
	C
	This IE shall contain the APN for the selected PDN GW. It shall be present if the selected PDN-GW is present and is particular for one specific APN and not common to all the APNs.

	NOR Flags

(See 7.3.49)
	NOR-Flags
	C
	This Information Element shall contain a bit mask. See 7.3.49 for the meaning of the bits. Absence of this information element shall be interpreted as all bits set to 0.

When notifying the HSS about the need to send cancel location to the current SGSN, the MME shall set the "Single-Registration-Indication" flag in the NOR-Flags. 

When notifying the HSS about the “restricted” status of the current MME area, the MME shall set the "MME area restricted" flag in the NOR-Flags. 

When notifying the HSS about the “restricted” status of the current SGSN area, the SGSN shall set the "SGSN area restricted" flag in the NOR-Flags.


Table 5.2.5.1.1/2: Notify Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 7.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for S6a/S6d errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable in this case:

- User Unknown 

	Supported Features
(See 3GPP TS 29.229 [9])
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.


5.2.5.1.2
Detailed behaviour of the MME and the SGSN
The MME or SGSN shall include conditional AVPs in NOR according to the description given in table 5.2.5.1.1/1.

When receiving a Notify response from the HSS, no special action in the MME or SGSN is needed.

5.2.5.1.3
Detailed behaviour of the HSS
When receiving a Notify request the HSS shall check whether the IMSI is known.

If it is not known, a result code of DIAMETER_ERROR_USER_UNKNOWN is returned.

If it is known, the HSS shall set the result code to DIAMETER_SUCCESS and

-
store the new terminal information if present in the request;

-
store the new PDN GW for an APN if present in the request;

-
mark the location area as "restricted" if so indicated in the request;

-
send Cancel Location to the current SGSN if so indicated in the request;

and then send the response to the MME or SGSN.

* * * End of Change * * * *
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