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1. Introduction

The GTPv2 command message is acknowledged by request message. This introduces the risk of message sequence number conflicts for the same UE on a GTP processing entity. To reduce the risk, the GTPv2 entity shall be able to differentiate the initial request message with the request message triggered by a command message. 

The contribution proposes to use the sequence number of a GTP-C Command Message also for the Request Message triggered by that Command Message, and for the associated Response Message. In order to avoid potential random clashes due to the different nodes selecting the sequence number, it is proposed that Command messages always select sequence numbers with the most siginifcant bit set to 1, while Request Messages not triggered by a Command Messages shall select sequence numbers with the most significant bit set to 0.
2. Reason for Change

A mechanism to indicate to a receiving node that a Request Message has been triggered by a previously received Command message is needed for the handling of potential loses of Command messages.

It has been agreed in GTPv2 that each path maintains a queue with signalling messages to be sent to the peer. If the signalling message is a request for which a response has been defined, shall be sent with a Sequence Number, and shall be held in a path list until a response is received. The Sequence Number is used as a transaction identity for signalling messages having a response message defined for a request message and it is copied from the request to the response message header.
While in EPS system, there are a few procedures which are initiated by either UE or MME/SGSN to send a GTP request to PDN GW to initiate another procedure. This applies for procedures defined in both TS23.401 and R8 TS 23.060. Examples of such scenarios are:

-
UE requested bearer resource allocation procedure is triggered by Allocate bearer resource command

-
UE requested bearer resource release procedure is triggered by Release TFT filter command

-
MME initiated dedicated bearer deactivation procedure is triggered by Deactivate bearer command

-
HSS initiated Subscribed QoS modification procedure is triggered by Modify bearer command

In such case, the command GTP message is responded with another request unless there is a failure in the procedure. These scenarios are cases which doesn't follow the rules of pairing messages. The command messages are implicit responded by the request message. 

4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.274 v1.1.0.

* * * First Change * * * *

7.5
Reliable Delivery of Signaling Messages

Each path maintains a queue with signaling messages to be sent to the peer. The message at the front of the queue, if it is a request for which a response has been defined, shall be sent with a Sequence Number, and shall be held in a path list until a response is received. The same provision is applicable to notification messages with an associated acknowledge message. Each path has its own list. The Sequence Number shall be unique for each outstanding request message sourced from the same IP/UDP endpoint. A node running GTP may have several outstanding requests while waiting for responses. A single request shall be answered with a single response, regardless whether it is per UE, per APN, or per bearer. A single message shall only have one sequence number.
The Sequence Number shall be unique for each outstanding notification message sourced from the same IP/UDP endpoint. A node running GTP may have several outstanding notifications while waiting for acknowledge messages. A single notification shall be answered with a single acknowledge, regardless whether it is per UE, per APN, or per bearer. A single message shall only have one sequence number.
In the specific case of GTP Command Messages which do not have an explicit response, but which trigger a Request Message, the sequence number used by Command Message shall be unique for all three messages: the Command, the triggered Request and the corresponding Response messages.

A sequence number used for a Command Message and associated messages shall have the most significant bit set to 1. A sequence number used for a Request Message not triggered by a Command Message shall have the most significant bit set to 0.

NOTE:
This setting of the most significant bit of the sequence number is done to avoid potential clashes between the sequence number selected for a Command Message, and the sequence number selected by a GTP peer for a Request Message which was not triggered by the mentioned Command Message.
A timer shall be started when a signaling request message (for which a response has been defined) is sent. A signaling message request or response has probably been lost if a response has not been received before the timer expires. 
A timer shall be started when a notification message (for which an acknowledge messages has been defined) is sent. A notification or acknowledge message has probably been lost if a response has not been received before the timer expires.

A timer shall be started when a command message is sent. A command or request message has probably been lost if a request has not been received before the timer expires.
Editor's Note: it is FFS how many response timers are needed and how the timers shall be handled.

Once a timer expires, the request is then retransmitted if the total number of request attempts is less than N3‑REQUESTS times. The timer shall be implemented in the control plane application as well as user plane application for Echo Request / Echo Response. The timers and the number of retries (N3-REQUESTS) shall be configurable per procedure. 
All received request messages shall be responded to and all response messages associated with a certain request shall always include the same information. Duplicated response messages shall be discarded. A response message without a matching outstanding request should be considered as a duplicate.

If a GTPv2 node is not successful with the transfer of a signaling message, e.g. a Create Bearer Context Request message, it shall inform the upper layer of the unsuccessful transfer so that the controlling upper entity may take the necessary measures.







































