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1. Introduction:

This contribution is an update of Tdoc C1-082539 presented at CT1#54 which addresses the PS domain aspects.

3GPP CN#14 Plenary approved CR 24.008-521r4 (R99) (and the mirror ones 524r4 (Rel-4) and 527r4 (Rel-5)) (Tdoc NP-010700) on the handling of Location Updating Reject causes #13 (‘roaming not allowed in this location area’) and #15 (‘no suitable cells in this location area’). 
With this CR, in the case of: location update, routing area update and service request, upon reception of reject cause #13 or #15, the LAI, TMSI, ciphering key sequence number and RAI, P-TMSI, P-TMSI signature and GPRS ciphering key sequence number have not to be deleted (which they were prior to the CR). The reason for that change was the possibility to maintain the activated PDP contexts, if any, and avoid new authentication and the signalling load due to their reactivation. This, however, is out of the scope of this document. Note: upon receipt of cause #13 (or #15), the UE looks for a new cell to camp on in another (or respectively, the same) PLMN.
In CS domain, one issue of not deleting the LAI and TMSI in the UE is that the UE will not trigger immediately a location update request when coming back in its former Location Area (the one kept stored in the UE) and the MT calls will not be delivered until the next MO call or periodic location update.
In the PS domain, a similar issue exists, which has impact on MT activity in PS domain. 

The present document details the issues related to CS and PS domains and proposes a solution to improve the MT “call” delivery.
2. Problem description
2.0
Preliminary discussion on UE behaviour

Extract from TS 23.122 v.8.2.0:
"4.5.2
Initiation of Location Registration

An LR request indicating Normal Updating is made when, in idle mode,

-
the MS changes cell while being in the update state NOT UPDATED; (for MS capable of GPRS and non-GPRS services when at least one of both update states is NOT UPDATED) 

-
the MS detects that it has entered a new registration area, i.e., when the received registration area identity differs from the one stored in the MS, and the LAI or the PLMN identity is not contained in any of the lists of "forbidden LAs for roaming", "forbidden LAs for regional provision of service", "forbidden PLMNs for GPRS service" or "forbidden PLMNs" respectively, while being in one of the following update states:

-
UPDATED;

-
NOT UPDATED;

-
ROAMING NOT ALLOWED.

-
the Periodic Location Updating Timer expires while being in the non-GPRS update state NOT UPDATED (triggers Location Updating);

-
the Periodic Routing Area Update timer expires while being in the GPRS update state NOT UPDATED (triggers Routing Area Update);

-
a manual network reselection has been performed, an acceptable cell of the selected PLMN is present, and the MS is not in the UPDATED state on the selected PLMN.

…..
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Table 2: LR Process States and Allowed Actions

	Location registration
	New LR request when


	Normal Calls
	Paging responded

	task state
	Changing Cell
	Changing registration area
	Changing PLMN
	Other
	Supported (1)
	to

	Null (4)
	No
	Yes
	Yes
	No
	No
	No

	Updated, (5)
	No
	Yes
	Yes
	(2)
	Yes
	Yes

	Idle, No IMSI (7)
	No
	No
	No
	No
	No
	No

	Roaming not allowed:
	
	
	
	
	
	

	a) Idle, PLMN not allowed
	No
	No
	Yes
	No
	No
	Optional if with IMSI

	b) Idle, LA not allowed
	No
	Yes(6)
	Yes
	No
	No
	Optional if with IMSI

	c) Idle, Roaming not allowed in this LA
	No
	Yes(6)
	Yes
	No
	No
	Optional if with IMSI

	d) No Suitable Cells In Location Area
	No
	Yes(6)
	Yes
	No
	No
	Optional if with IMSI

	Not updated
	Yes
	Yes
	Yes
	(2)&(3)
	(3)
	Yes if with IMSI

	1):
Emergency calls may always be made, subject to access control permitting it.

2):
A new LR is made when the periodic registration timer expires.

3):
If a normal call request is made, an LR request is made. If successful the updated state is entered and the call may be made.

4):
The MS is in the null state from switch on until it has camped on a cell and either made an LR attempt or decided that no LR attempt is needed.

5):
In this state, IMSI detach is performed if the MS is deactivated and the BCCH indicates that IMSI attach/detach shall be used. An LR request indicating IMSI attach is performed if the MS is activated in the same registration area in which it was deactivated while being in this state.

6):
A MS shall not perform a new LR when the new routing area is part of a LA contained in any of the lists "forbidden LAs for roaming", or "forbidden LAs for regional provision of service".

7):
The GPRS registration status "Idle, no IMSI" is entered when LR is rejected with cause "GPRS not allowed". The non-GPRS registration status "Idle, no IMSI" is entered when the cause "IMSI unknown in HLR" is received. 


….."
Extract from TS 24.008 v.8.2.0:
"19.3 LIMITED SERVICE


Valid subscriber data are available, update status is U3, and a cell is selected, which is known not to be able to provide normal service. Only emergency services are offered.

4.2.2.3
Service State, LIMITED SERVICE

When in state MM IDLE and service state LIMITED SERVICE the mobile station shall:

-
not perform periodic updating;

-
not perform IMSI detach;

-
reject any requests from CM entities for MM connections except for emergency calls;

-
perform normal location updating when a cell is entered which may provide normal service (e.g. location area not in one of the forbidden LAI lists.);

-
it may respond to paging (with IMSI).

In addition, mobile stations supporting VGCS listening or VBS listening shall:

-
indicate notifications to the GCC or BCC sublayer for which a channel description has been received in the notification by the RR sublayer;

-
reject requests of the GCC or BCC sublayer to respond to notifications for which no channel description has been received in the notification by the RR sublayer;

-
request the RR sublayer to receive a voice group or broadcast call if the GCC or BCC sublayer requests the reception of a voice group or broadcast call for which a channel description has been received in the notification by the RR sublayer and then go to the service state RECEIVING GROUP CALL (LIMITED SERVICE)."
It is understood that the UE will try out all allowed options first before giving up and entering limited service state.
TS 23.122 defines, "that the MS has entered a new registration area" as, "when the received registration area identity differs from the one stored in the MS". If the mobile is in a location area that matches the one stored in the MS, there is no requirement for the MS to make the location update; with this definition, 24.008 (4.2.2.3) matches 23.122. Clearly, the requirement to the mobile is more formal in 23.122 than in 24.008 (4.2.2.3). However, we could also understand the 24.008 text above as, “the MS enters a new cell whose LA is not forbidden, whatever the stored registration area”, which would contradict 23.122.
It seems that UEs from some vendors perform the location updating when going back to and allowed location area, regardless of the stored LAI.
Considering the following extract from TS 24.008, we may also understand that the mobile should not perform the location updating, if the selected LA matches the stored LAI:
"4.2.3
Service state when back to state MM IDLE from another state

When returning to MM IDLE, e.g., after a location updating procedure, the mobile station selects the cell as specified in 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98]. With one exception, this is a normal cell selection.

If this return to idle state is not subsequent to a location updating procedure terminated with reception of cause "Roaming not allowed in this location area" the service state depends on the result of the cell selection procedure, on the update status of the mobile station, on the location data stored in the mobile station and on the presence of the SIM/USIM:
-
if the selected cell is in the location area where the MS is registered, then the state is NORMAL SERVICE; it shall be noted that this also includes an abnormal case described in subclause 4.4.4.9;

-
if the selected cell is in a location area where the mobile station is not registered but in which the MS is allowed to attempt a location update, then the state is LOCATION UPDATE NEEDED;

-
if the selected cell is in a location area where the mobile station is not allowed to attempt a location update, then the state is LIMITED SERVICE;

In case of a return from a location updating procedure to which was answered "Roaming not allowed in this location area", the service state PLMN SEARCH is entered as specified in subclause 4.2.1.2."
The conclusion is that at very least, the current specifications are ambiguous on UE behaviour and our proposal would be that TS 23.122 and 24.008 be clarified so that a common understanding for all manufacturers would be achieved on this matter.
2.1
CS Domain

Case 1: CR not implemented on the UE:
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Figure 1
1.1 MS entering LA1 coverage (allowed); authentication and registration in MSC/VLR1, with HLR update (MSC/VLR1 address stored); LAI1 and TMSI stored on the mobile after LU completion.
MT calls can be delivered to MSC/VLR1.
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Figure 2
1.2 MS moving to LA2; MS authentication and HLR update (MSC/VLR2 address stored in HLR); LA2 not allowed => LA not allowed indicator set in MSC/VLR2 and LU Reject (cause #13 or #15) sent to the MS; LAI1 and TMSI deleted on the MS.
MT calls addressed to MSC/VLR2 but PRN error (Absent Subscriber) sent to HLR because of LA not allowed indicator; Call Forwarding may be invoked in HLR/GMSC.
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Figure 3
1.3 MS moving back to LA1; no LAI stored on the MS => location updating triggered with authentication and HLR update (same as 1.1).

MT calls can be delivered to MSC/VLR1 (HLR updated with MSC/VLR1 address). 
Even when LA1 and LA2 belong to the same MSC/VLR, HLR is always updated and the authentication is performed. This is because MSC/VLR does not know where the mobile was before due to the lack of LAI in the mobile. The existence of an earlier subscriber record in the MSC/VLR does not suffice to consider the new location update as an intra-VLR location update because the MAP Cancel Location may have been lost when the mobile moved to other MSC/VLR.
Case 2: CR implemented on the UE:

2.1: LA1 and LA2 are controlled by the same MSC/VLR.
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Figure 4
2.1.1 MS on LA1 coverage; same as 1.1.
2.1.2 MS moving to LA2 (not allowed); no HLR update (intra-VLR LU); MSC/VLR address still in HLR; LA not allowed set in MSC/VLR; on receipt of LU Reject (cause #13/#15) LAI1 & TMSI not deleted on the MS.
MT calls addressed to MSC/VLR but PRN error (Absent Subscriber) sent to HLR because of LA not allowed indicator; Call Forwarding may be invoked in HLR/GMSC.
2.1.3 If the MS is moving back to LA1, as LAI1 is stored on the MS, no location updating is triggered (see §2.0 above).

MT calls addressed to MSC/VLR; PRN error (Absent Subscriber) as LA not allowed still set in VLR; Call Forwarding may be invoked in HLR/GMSC.
The MT calls can not be delivered to the mobile until the next MO call or the (periodic) location update.

2.2: LA1 and LA2 are controlled by different MSC/VLRs.
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Figure 5
2.2.1 MS on LA1 coverage; same as 1.1.
2.2.2 MS moving to LA2 (not allowed); MS authentication and HLR update (inter-VLR LU); MSC/VLR2 address in HLR; LA not allowed set in MSC/VLR2; on receipt of LU Reject (cause #13/#15) LAI1 & TMSI are not deleted on the MS.

MT calls addressed to MSC/VLR2 but PRN error (Absent Subscriber) sent to HLR because of LA not allowed indicator; Call Forwarding may be invoked in HLR/GMSC.

2.2.3 If the MS is moving back to LA1, as LAI1 is stored on the MS, no location updating is triggered (see §2.0 above).
MT calls wrongly addressed to MSC/VLR2 until the next MO call or the (periodic) location update; PRN error (Absent Subscriber) as LA not allowed still set in VLR2; Call Forwarding may be invoked in HLR/GMSC.

Also:

a) when the mobile performs the MO call or the (periodic) location update from LA1, HLR is not updated if the Cancel Location was lost when MS moved from LA1 to LA2; the MT calls cannot be delivered to the mobile.
2.3: MS moving from LA1 (allowed) to LA2 (not allowed) to LA3 (allowed) in different MSC/VLRs
The following issues are also to be considered if the TMSI/LAI and KSI/CKSN are not deleted in the MS when the location registration is denied in MSC/VLR2 with cause #13/#15:

a) when the mobile roams from LA2 to LA3, the previous LA1 in the location update request points to a wrong previous VLR (VLR1 has already received a Cancel Location when MS tried to register to LA2 and may have re-allocated the TMSI to another MS). Old TMSI may be mapped to a wrong IMSI.

b) Roaming restrictions in VLR2 are normally checked after HLR update. If the authentication is performed a KSI/CKSN is sent to the MS. That KSI/CKSN is provided with TMSI1/LAI1 in the location updating request to MSC/VLR3. If the current security context (Kc, CKSN)/(KSI, CK, IK) obtained from VLR1 is taken into account by VLR3 it should not correspond to that present in the MS and ciphering will fail.
Also, if LA3=LA1 and if Cancel Location was lost, KSI/CKSN collision may occur and the ciphering will fail.
The old TMSI may also be mapped to a wrong IMSI.

2.2
PS Domain

Case 2.2.1: RA1 and RA2 controlled by the same SGSN.
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Figure 6
If the MS is moving back to RA1, as RAI1 is stored on the MS, no Routing Area updating is triggered. This is similar to the CS domain case of figure 4. The “RA not allowed” flag is set. 

It is not indicated in TS 23.060 whether the MM context and the PDP contexts are kept in the SGSN (assumed yes); this should be clarified.
MT activities will fail, in particular MT SMS cannot be delivered to the MS via PS domain (due to RA not allowed flag), nor via CS domain either (due LA not allowed flag, see figure 4).
Case 2.2.2: RA1 and RA2 controlled by different SGSNs.
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Figure 7
The MS has moved to RA2. Per TS 23.060 (not detailed here) new SGSN2 sends a SGSN Context request to old SGSN1 to get the MM and PDP contexts (2). Security functions (MS authentication and ciphering) should be performed by SGSN2 if P-TMSI signature is not validated by SGSN1 (3). A timer is started in SGSN1 and the MM and PDP contexts are kept in SGSN1 during that timer (even when Cancel Location (7’) is received). SGSN1 sends the packets (5) to SGSN2 on Ack message (4) of SGSN2. PDP contexts are updated in GGSN(s) (6). HLR Update (7) is done. Roaming restriction is detected after HLR update and RAU reject is sent to the MS. According to TS 23.060: "In the case of a rejected routeing area update operation, due to regional subscription, roaming restrictions, access restrictions (see TS 23.221 [80] and TS 23.008 [79]) or because the SGSN cannot determine the HLR address to establish the locating updating dialogue,… the new SGSN shall not construct an MM context", so, the PDP contexts received from SGSN1 are not kept in SGSN2.
If the MS is moving back to RA1, as RAI1 is stored on the MS, no Routing Area updating is triggered. This is similar to the CS domain case of figure 4.
MT activities will fail, in particular MT SMS are wrongly addressed to SGSN2 (SGSN address in HLR) and cannot be delivered. They cannot be delivered via CS domain either.
If the MM and PDP contexts are still present in SGSN1 when the MS is back in RA1/SGSN1 (i.e. timer still running) it is assumed that they are still valid if MO activity is initiated. Also to be noted that, if Cancel Location was lost then HLR update should be done (contrarily to CS domain case) as, per TS 23.060, on receipt of the SGSN Context Request: “The old SGSN marks in its context that the MSC/VLR association and the information in the GGSNs and the HLR are invalid. This triggers the MSC/VLR, the GGSNs, and the HLR to be updated if the MS initiates a routeing area update procedure back to the old SGSN before completing the ongoing routeing area update procedure.”
If the MS is moving from RA1 (allowed) to RA2 (not allowed) and to RA3 (allowed) in different SGSNs, the issues described in section2.1 (point 2.3, (a) and (b) on P-TMSI collision and wrong security context provision) are questionable on PS domain knowing that the old SGSN performs a P-TMSI signature check to authenticate the MS (tbc).

3. Proposed solution

3.1
CS domain aspects

MSC/VLR should allocate a TMSI within the restricted LAI2 before it sends "Roaming not allowed in this location area" (#13) or "No Suitable Cells In Location Area" (#15) in Location Updating Reject message to the mobile. The mobile will delete the old LAI1 and store LAI2.
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Figure 8
If LA1 and LA2 are controlled by the same MSC/VLR we have the following scenario:
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Figure 9
When the MS is moving back to LA1, as LAI2 is stored on the MS, location updating is triggered (intra-VLR LU). The “LA (not) allowed” flag on MSC/VLR is updated correctly.
If LA1 and LA2 are controlled by different MSC/VLR’s we have the following scenario:
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Figure 10
When the MS is moving back to LA1, as LAI2 is stored on the MS, location updating is triggered (inter-VLR LU). MSC/VLR1 and HLR are is updated correctly.
In the case 2.2.3 a) above (when the mobile performs the MO call or the (periodic) location update from LA1, HLR is not updated if the Cancel Location was lost when MS moved from LA1 to LA2), in order to force the HLR update the following solution could be proposed: the previous VLR, on receipt of MAP Send Identification, should set the “Location Information Confirmed in HLR” to “Not Confirmed”. Currently, according to 3GPP TS 23.007, this is only performed if the VLR is in a Super-Charged network.
3.2
PS domain aspects

The following changes are proposed.

Based on TS 24.008, section 4.7.5.1.5, “If the MS receives a P-TMSI REALLOCATION REQUEST message before the routing area updating procedure has been completed, the P-TMSI reallocation procedure shall be aborted and the routing area updating procedure shall be progressed.”

So, currently, the SGSN cannot allocate a P-TMSI (with P-TMSI signature) within the restricted RAI2 before it sends "Roaming not allowed in this location area" (#13) or "No Suitable Cells In Location Area" (#15) in RA Update Reject message to the mobile. 
Changes are required on the UE and the SGSN to make an explicit P-TMSI reallocation during RA Update procedure and have it accepted by the UE. The following is proposed:

The UE should include in ROUTING AREA UPDATE REQUEST a new indicator to support P-TMSI REALLOCATION COMMAND during the RAU procedure. P-TMSI REALLOCATION COMMAND should include indicator that it is being sent during the RAU procedure and this is not a race condition.
With these changes the PS solution will be similar to that proposed for CS domain. On receipt of the new P-TMSI/RAI the mobile will delete the old RAI1 and store RAI2.
In case of inter-SGSN RA update, the new SGSN should construct the MM context (with active PDP contexts) as received from the old SGSN (as in the RA Update successful case).
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Figure 11
(1): the MM and PDP contexts and packets will be kept in SGSN2 until expiry of timer normally started at receipt of a SGSN Context Request from a new SGSN (e.g. SGSN1/SGSN3) or, if not, until receipt of Cancel Location from HLR.
In case of RA1 and RA2 controlled by the same SGSN we should have the following scenario:
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Figure 12
When the MS is moving back to RA1, as RAI2 is stored on the MS, RA update is triggered (intra-SGSN RAU). The “RA (not) allowed” flag on SGSN is updated correctly. The MM and PDP contexts and packets, kept in the SGSN after the previous intra-RAU to RA2 rejection, can be reused.

In case of RA1 and RA2 controlled by the different SGSNs we should have the following scenario:
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Figure 13
When the MS is moving back to RA1, as RAI2 is stored on the MS, RA update is triggered (inter-SGSN RAU). Based on RAI2 and P-TMSI, MM and PDP contexts and packets can be retrieved from SGSN2. PDP contexts are updated in GGSN. SGSN1 and HLR are updated correctly.
Note: In case of MO activity when back in RA1, if the Cancel Location was lost when the MS moved from RA1 to RA2 then the HLR should be updated as, per TS 23.060, on receipt of the SGSN Context Request [from SGSN2], “The old SGSN [= SGSN1] marks in its context that the MSC/VLR association and the information in the GGSNs and the HLR are invalid. This triggers the MSC/VLR, the GGSNs, and the HLR to be updated if the MS initiates a routeing area update procedure back to the old SGSN before completing the ongoing routeing area update procedure.”

If the MS is moving from RA2 (not allowed) to RA3 (allowed) controlled by SGSN2 then MM and PDP contexts and packets are already present and no context update is needed in GGSN.
If the MS is moving from RA2 (not allowed) to RA3 (allowed) controlled by SGSN3 then MM and PDP contexts and packets are correctly retrieved from SGSN2 and context update is done in GGSN.

Conclusion
3GPP CT1 & CT4 are asked to discuss the updated proposal, in particular for PS domain aspects.
For PS domain aspects, if the principle of UE changes is agreed, the proposed changes should be presented to 3GPP SA2 with the corresponding CR to TS 23.060.

The following changes are proposed (for 3GPP Rel-8):

· to clarify UE behaviour such that it is clear that it will issue a new LU/RAU when entering the allowed LA/RA after having received cause #13 or #15.
· changes to TS 23.122 and 24.008

· to include the proposed optional CS workaround to handle properly legacy UEs (i.e. <Rel-8-) that would not issue LU : a MSC may initiate a TMSI reallocation procedure before rejecting a LU with cause #13 or #15.
· change to TS 23.012

· to modify the behaviour in old MSC upon receipt of MAP Send Identification: “Location information not confirmed in HLR” flag setting independent of support of supercharger

· change to 23.007.
· to include the proposed PS workaround to handle properly legacy UEs (i.e. <Rel-8) that would not issue RAU : a SGSN may initiate a P-TMSI re-allocation procedure before rejecting a RAU with cause #13 or #15, in which case it should keep the MM and PDP contexts and packets.
· change to TS 24.008 and 23.060
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