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1. Overall Description:

SA3 thank SA1, CT1 and CT4 for their LSs on SAE interworking with Pre-Rel-8 system. 
SA3 understands that the primary use case is the one when an operator makes a stepwise upgrade of HSS/AUC to Rel-8 EPS to its own PLMN, and the secondary use case is the roaming use case. However, SA3 was not entirely sure that all involved parties have fully appreciated the fact that, whatever solution is chosen to support migration from pre-Rel-8 HLRs/HSSs, all HLRs/HSSs in a given network will have to be modified according to the chosen migration solution before the first user can access an E-UTRAN network. This applies to the primary use case as well as to the secondary use case. SA3 would also like to note that SA3 struggled with SA1’s statement that the "no impact"/"limited impact" requirement for the primary use case did no longer apply as, in the absence of restrictions on complexity, a single step to full Rel-8 functionality would be the straightforward approach, in contrast to the requirement to enable a stepwise upgrade.
As requested by SA1, SA3 has revisited earlier discarded solutions in the current SA3 meeting. 
As SA1 indicated that they have relaxed the "no impact"/"limited impact" requirement for the primary use case, SA3 has discussed the security and complexity/impact of all previous solutions again and narrowed down the choice to solutions 1b, 4 and 6b. It should be noted that the solutions 4 and 6b have somewhat changed due to the relaxed requirement from SA1. The current solutions are briefly summarized below:
Solution 1b: 
Dynamic setting of AMF bit in Authentication Centre and K_ASME derivation in HLR and MAP/DIAMETER protocol conversion in IWF in HPLMN. This solution is identical to the full Rel-8 solution from a security point of view. (NOTE: This solution has not changed since it was first presented in the LS S3a071030 sent in Dec 2007 to CT4, cc to CT6, SA1, SA2). 
Solution 4:
Static setting of AMF bit in Authentication Centre. K_ASME derivation and MAP/DIAMETER protocol conversion in IWF in HPLMN or VPLMN.  (NOTE: Solution 4 has changed as the IWF can now also be in the HPLMN due to the relaxed complexity requirements for the primary use case.)
Solution 6b:
Static setting of AMF bit in Authentication Centre.  K_ASME derivation and MAP/DIAMETER protocol conversion in IWF in HPLMN or VPLMN. The functionality needed in addition to solution 4 is the following:  handling of the HI bit in the ME and blocking of authentication vectors with AMF separation bit equal to 1 in the IWF. (NOTE: Solution 6b has changed as the IWF can be now also in the HPLMN due to the relaxed complexity requirements for the primary use case.)
SA3 believes that a solution with correct balance of security and complexity/impact should be chosen. Therefore, an analysis of security, but also complexity/impact, is provided below.  SA3 requests CT1 and CT4 to take this analysis into account when discussing/deciding on the solutions.
Security considerations 
Solution 1b is the most secure as it provides EPS security also for the migration period as, from a security point of view, there is no migration, but a single step from pre-Rel-8 to Rel-8 functionality. Solutions 4 and 6b provide UMTS level security for the migration period.  It should be noted that SA1 has accepted UMTS level security for a limited migration period, if necessary. 

As already noted in the exchanged LSs before, solution 4 has a certain security drawback that the user, or applications on the UE, cannot know when the HLR/HSS is upgraded from UMTS level security to EPS level security. This drawback is avoided by solution 6b, where the HI bit in the ME indicates when the HLR/HSS has started to use EPS level security. From the LS S3-080489 sent to CT4, cc to CT1, SA1: “SA3 agrees with CT4 that solution 6b is preferred over solution 4 from a security point of view due to the false sense of security, which solution 4 may give to the user or applications on the UE. However, SA3 also believes that this security disadvantage of solution 4 is not so significant as to completely rule out solution 4. If solution 6b should be found unacceptable for reasons other than security, e.g. the reasons mentioned in the previous paragraph, then solution 4 would also be acceptable to SA3.” This assessment by SA3 has not changed. 
NOTE: SA3 believes that it would useful to explain what the difference of EPS security and UMTS security is in this context. In practice EPS security level means that the UE is able to authenticate the serving network to which it is attached. Otherwise it offers similar security as UMTS.  
Complexity/impact considerations 

The impacts that the solutions have are summarized on the first page of the LS.It should be noted that solution 6b would need to be implemented by all EPS capable MEs regardless of whether the MEs would be used in a migration scenario or not. However, it was also remarked by several companies in SA3 that the impact of adding the HI bit functionality to the ME was considered small.
The impacts of the proposed solutions 4 and 6b to SA3 specification TS 33.401 are described in the two attached alternative CRs S3-080883 and S3-080884. It should be noted that solution 1b does not require any changes to TS 33.401 as it is identical to the full Rel-8 security solution. 

There may be need for further CRs if the location of the IWF in the VPLMN causes problems.

The CRs have been conditionally agreed by SA3 in the sense that SA3 leaves the decision on the final solution to CT1 and CT4. The CR corresponding to the solution chosen by CT1 and CT4 shall be presented to the next SA plenary. This procedure is proposed so as to comply with the requirement expressed in the LS from SA1 that there should be no additional delay of the Rel-8 work due to the repeated review of solutions requested by SA1. 
Conclusion
SA3 believes that a solution with correct balance of security and complexity/impact should be chosen. 
The order of preference from a security point of view is: first solution 1b, then solution 6b, then solution 4.

SA3 leaves it to CT1 and CT4 to assess the complexity of these solutions.
Solution 1b does not provide an intermediate migration step from a security point of view, but a single step to Rel-8. The only difference to the full Rel-8 solution that SA3 is aware of is the MAP/DIAMETER protocol conversion. It was noted in SA3 that the Pre-Rel-8 HLR might require also non-security related modifications in order to interwork with an EPS network. In this case, the security related impacts, e.g. due to solution 1b, should be evaluated together with non-security impacts to get the correct view of the total impact. However, SA3 is not currently aware of such non-security related impacts to Pre-Rel-8 HLR.

If there is a need for making a decision between solutions 4 and 6b, a trade-off between the certain security drawback of solution 4 and the added complexity in the ME of solution 6b has to be made.  As expressed in a previous LS, SA3 prefers solution 6b over solution 4 from a security point of view, but solution 4 would also be acceptable.

Therefore, SA3 kindly asks CT1/CT4 to take the above analysis into account and make a decision on a migration solution. 
As there is time to finalise stage 3 of Rel-8 until end of 2008, SA3 assumes that the stage 3 details of the selected migration solution can be agreed in the coming CT1/CT4 meetings.  
2. Actions:

To CT1, CT4
SA3 would like to ask CT1 and CT4 groups to take the above into consideration and make a joint decision on a migration solution with correct balance of security and complexity/impact.
SA3 would like to CT1 and CT4 groups to inform SA3 on their decision.

SA3 would also like to request feedback whether the location of the IWF in VPLMN causes any problems.
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