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1. Introduction
This contribution introduces the ME Identity Check Procedure to the Diameter S13 application.
2. Reason for Change
Finalize the specification work of S13.
3. Conclusions

None
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.272 v1.0.0.
* * * First Change * * * *
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* * * Next Change * * * *

6.2.2
Command-Code values

This section defines Command-Code values for the S6a interface application and S13 interface application.

Every command is defined by means of the ABNF syntax IETF RFC 2234 [7], according to the rules in IETF RFC 3588 [4]. In case the definition and use of an AVP is not specified in this document, the guidelines in IETF RFC 3588 [4] shall apply.

The following Command Codes are defined in this specification:

Table 6.2.1/1: Command-Code values for S6a
	Command-Name
	Abbreviation
	Code
	Section

	Update-Location-Request
	ULR
	tbd
	6.2.3

	Update-Location-Answer
	ULA
	tbd
	6.2.4

	Authentication-Information-Request
	AIR
	tbd
	6.2.5

	Authentication-Information-Answer
	AIA
	tbd
	6.2.6

	Cancel-Location-Request
	CLR
	tbd
	6.2.7

	Cancel-Location-Answer
	CLA
	tbd
	6.2.8

	Insert-Subscriber-Data-Request
	IDR
	tbd
	6.2.9

	Insert-Subscriber-Data-Answer
	IDA
	tbd
	6.2.10

	Delete-Subscriber-Data-Request
	DSR
	tbd
	6.2.11

	Delete-Subscriber-Data-Answer
	DSA
	tbd
	6.2.12

	Purge-UE-Request
	PUR
	tbd
	6.2.13

	Purge-UE-Answer
	PUA
	tbd
	6.2.14

	Reset-Request
	RSR
	tbd
	6.2.15

	Reset-Answer
	RSA
	tbd
	6.2.16

	Notify-Request
	NOR
	tbd
	6.2.17

	Notify-Answer
	NOA
	tbd
	6.2.18


Editor’s note: the command codes for the S6a interface application are to be assigned by IANA. 
Editor’s note: the Application-ID field for these commands, i.e. application identifier of the S6a interface application, is to be assigned by IANA.
Table 6.2.1/1: Command-Code values for S13
	Command-Name
	Abbreviation
	Code
	Section

	ME-Identity-Check-Request
	ECR
	tbd
	6.2.xx

	ME-Identity-Check-Answer
	ECA
	tbd
	6.2.yy


Editor’s note: the command codes for the S13 interface application are to be assigned by IANA. 
Editor’s note: the Application-ID field for these commands, i.e. application identifier of the S13 interface application, is to be assigned by IANA.
* * * Next Change * * * *

6.2.xx
ME-Identity-Check-Request (ECR) Command

The ME-Identity-Check-Request (ECR) command, indicated by the Command-Code field set to tbd and the ‘R’ bit set in the Command Flags field, is sent from MME to EIR. 

Message Format

< ME-Identity-Check-Request > ::=


< Diameter Header: tbd, REQ, PXY, tbd >


< Session-Id >


{ Vendor-Specific-Application-Id }

{ Origin-Host }

{ Origin-Realm }

{ Destination-Host }

{ Destination-Realm }

{ Terminal-Information }
[ User-Name ]
[ MSISDN ]
*[ AVP ]


*[ Proxy-Info ]

*[ Route-Record ]
6.2.yy
ME-Identity-Check-Request (ECA) Command

The ME-Identity-Check-Request (ECA) command, indicated by the Command-Code field set to tbd and the ‘R’ bit cleared in the Command Flags field, is sent from EIR to MME. 

Message Format

< ME-Identity-Check-Answer> ::=


< Diameter Header: tbd, PXY, tbd >


< Session-Id >


{ Vendor-Specific-Application-Id }
[ Result-Code ]

[ Experimental-Result ]
{ Origin-Host }

{ Origin-Realm }

[ Equipment-Status ]
*[ AVP ]
*[ Failed-AVP ]

*[ Proxy-Info ]

*[ Route-Record ]
* * * Next Change * * * *

6.3.1 
General
The following table describes the Diameter AVPs defined for the S6a interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 6.3/1: Diameter S6a and S13 AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Subscription-Data
	tbd
	6.3.2
	Grouped
	M, V
	
	
	
	

	Terminal-Information
	tbd
	6.3.3
	Grouped
	M, V
	
	
	
	No

	IMEI
	tbd
	6.3.4
	UTF8String
	M, V
	
	
	
	No

	Software-Version
	tbd
	6.3.5
	UTF8String
	M, V
	
	
	
	No

	Supported-RAT-Type
	tbd
	6.3.6
	UTF8String
	M, V
	
	
	
	No

	ULR-Flags
	tbd
	6.3.7
	Unsigned32
	M, V
	
	
	
	No

	ULA-Flags
Editor’s note: The ULA flag "Separation Indication" is not needed if interworking to pre-Rel8 HSS is forbidden by SA1/3.
	tbd
	6.3.8
	Unsigned32
	M, V
	
	
	
	No

	Visited PLMN Id
	tbd
	6.3.9
	OctetString
	M, V
	
	
	
	No

	Supported-Features
	628
	6.3.10
	Grouped
	V
	M
	
	
	No

	Feature-List-ID
	629
	6.3.11
	Unsigned32
	V
	
	
	M
	No

	Feature-List
	630
	6.3.12
	Unsigned32
	V
	
	
	M
	No

	Requested-Authentication-Info
	tbd
	6.3.13
	Grouped
	M, V
	
	
	
	No

	Number-Of-Requested-Vectors
	tbd
	6.3.14
	Unsigned32
	M, V
	
	
	
	No

	Re-Synchronization-Info
	tbd
	6.3.15
	OctetString
	M, V
	
	
	
	No

	
	
	
	
	
	
	
	
	

	Immediate-Response-Preferred
	tbd
	6.3.16
	Unsigned32
	M, V
	
	
	
	No

	Authentication-Info
	tbd
	6.3.17
	Grouped
	M, V
	
	
	
	No

	EPS-Vector
	tbd
	6.3.18
	Grouped
	M, V
	
	
	
	No

	RAND
	tbd
	6.3.19
	OctetString
	M, V
	
	
	
	No

	XRES
	tbd
	6.3.20
	OctetString
	M, V
	
	
	
	No

	AUTN
	tbd
	6.3.21
	OctetString
	M, V
	
	
	
	No

	KASME
	tbd
	6.3.22
	OctetString
	M, V
	
	
	
	No

	Item-Number
	tbd
	6.3.23
	Unsigned32
	M, V
	
	
	
	No

	Cancellation-Type
	tbd
	6.3.24
	Enumerated
	M, V
	
	
	
	No

	DSR-Flags
	tbd
	6.3.25
	Unsigned32
	M, V
	
	
	
	No

	DSA-Flags
	tbd
	6.3.26
	Unsigned32
	M, V
	
	
	
	No

	Context-Identifier
	tbd
	6.3.27
	Unsigned32
	M, V
	
	
	
	No

	MSISDN
	tbd
	6.3.28
	OctetString
	M,V
	
	
	
	No

	Subscriber Status
	tbd
	6.3.29
	Enumerated
	M,V
	
	
	
	No

	Operator-Determined-Barring
	tbd
	6.3.30
	Enumerated
	M,V
	
	
	
	No

	Access-Restriction-Data
	tbd
	6.3.31
	UTF8String
	M,V
	
	
	
	No

	APN-OI-Replacement
	tbd
	6.3.32
	UTF8String
	M,V
	
	
	
	No

	Charging-Characteristics
	tbd
	6.3.33
	OctetString
	M,V
	
	
	
	No

	APN-Configuration-Profile
	tbd
	6.3.34
	Grouped
	M,V
	
	
	
	No

	APN-Configuration
	tbd
	6.3.35
	Grouped
	M,V
	
	
	
	No

	Served-Party-IP Address
	848
	6.3.36
	Address
	M,V
	
	
	
	No

	EPS-Subscribed-QoS-Profile
	tbd
	6.3.37
	Grouped
	M,V
	
	
	
	No

	VPLMN-Dynamic-Address-Allowed
	tbd
	6.3.38
	Enumerated
	M,V
	
	
	
	No

	QoS-Class-Identifier
	1028
	6.3.39
	Enumerated
	M,V
	
	
	
	No

	ARP
	tbd
	6.3.40
	Unsigned32
	M,V
	
	
	
	No

	AMBR
	tbd
	6.3.41
	Grouped
	M,V
	
	
	
	No

	Max-Requested-Bandwith-DL
	515


	6.3.42
	Unsigned32
	M,V
	
	
	
	No

	Max-Requested-Bandwith-UL
	516
	6.3.43
	Unsigned32
	M,V
	
	
	
	No

	PDN-GW-Allocation-Type
	tbd
	6.3.44
	Enumerated
	M,V
	
	
	
	No

	PDN-GW-Identity
	tbd
	6.3.45
	FFS
	M,V
	
	
	
	No

	RAT-Frequency-Selection-Priority
	tbd
	6.3.46
	FFS
	M,V
	
	
	
	No

	IDA-Flags
	tbd
	6.3.47
	Unsigned32
	M, V
	
	
	
	No

	PUA-Flags
	tbd
	6.3.48
	Unsigned32
	M, V
	
	
	
	No

	NOR-Flags
	tbd
	6.3.49
	Unsigned32
	M, V
	
	
	
	No

	User-Id
	tbd
	6.3.50
	OctetString
	V
	
	
	M
	No

	Equipment-Status
	tbd
	6.3.x
	Enumerated
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [4].


* * * Next Change * * * *

6.3.x
Equipment-Status
The Equipment-Status AVP is of type Enumerated, and contains the status of the mobile equipment. The following values are defined:

WHITELISTED (0)

BLACKLISTED (1)
GREYLISTED (2)
* * * Next Change * * * *

6.4
Error Codes

6.4.1
Introduction
This section defines new result code values which must be supported by all Diameter implementations to be conform to this specification. When one of the result codes defined here is included in a response, it shall be inside an Experimental-Result AVP and the Result-Code AVP shall be absent.
6.4.2

DIAMETER_ERROR_USER_UNKNOWN (xxxx)

This Result-Code is sent by the HSS to indicate that the user identified by the User Name is unknown

6.4.3

DIAMETER_ERROR_UNKNOWN_EPS_SUBSCRIPTION (xxxx)

This Result-Code is sent by the HSS to indicate that no EPS subscription is associated with the IMSI.

6.4.4

DIAMETER_ERROR_RAT_NOT_ALLOWED (xxxx)

This Result-Code is sent by the HSS to indicate that all RATs supported by the MME are not allowed for the IMSI.

6.4.5

DIAMETER_ERROR_ROAMING_NOT_ALLOWED (xxxx)

This Result-Code is sent by the HSS to indicate that the subscriber is not allowed to roam within the MME area.
6.4.x

DIAMETER_ERROR_EQUIPMENT_UNKNOWN (xxxx)

This result code is sent by the EIR to indicate that the mobile equipment is not known in the EIR.
* * * Next Change * * * *

7
MME – EIR (S13)

7.1

Introduction
S13 interface enables ME Identity check procedure between the MME and the EIR as described in the TS 23.401 [2].
7.2

ME Identity Check Procedures
Editor’s note: This section will include parameters and detailed behaviour of ME Identity Check procedure between MME and EIR.

7.2.x
ME Identity Check
7.2.x.1
General
This Mobile Equipment Identity Check Procedure is used between the MME and the EIR to check the Mobile Equipment's identity (e.g. to check that it has not been stolen, or, to verify that it does not have faults). 

This procedure is mapped to the commands ME-Identity-Check-Request/Answer (ECR/ECA) in the Diameter application specified in chapter 6. 

Table 7.2.x.1/1 details the involved information elements for the request.

Table 7.2.x.1/2 delails the involved information elements for the answer.

Table 7.2.x.1/1: ME Identity Check Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Terminal Information 

(See 6.3.3)
	Terminal-Information
	M
	This information element contains information about the used mobile equipment. 



	User Name
See IETF RFC 3588 [4]
	User-Name
	O
	This information element contains the permanent identity of the user, i.e. the IMSI. See 3GPP TS 23.003 [3].
Editor’s note: The usage of this information needs to be clarified by stage 2.

	MSISDN
	MSISDN
	O
	See 3GPP TS 23.003 [3].

Editor’s note: The usage of this information needs to be clarified by stage 2.


Table 7.2.x.1/2: ME Identity Check Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 6.4)
	Result-Code / Experimental-Result
	M
	Result of the operation.

Result-Code AVP shall be used for success / errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for S13 errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable:

- unknown equipment

	Equipment Status(See 6.4.x)
	Equipment-Status
	C
	This information element contains the status of the requested mobile equipment as defined in 3GPP TS 22.016 [xx]. 

It shall be present if the result of the ME Identity Check is DIAMETER_SUCCESS.


7.2.x.1
Detailed behaviour of MME
The MME shall make use of this procedure to check the ME identity if the MME is configured to check the IMEI against the EIR.
When receiving the ME Identity Check answer from the EIR the MME shall check the result code and the equipment status. Dependent upon the result, the MME decides its subsequent actions (e.g. sending an Attach Reject if the EIR indicates that the Mobile Equipment is unknown or blacklisted).
7.2.x.2
Detailed behaviour of EIR
When receiving ME Identity Check request the EIR shall check whether the mobile equipment is known.

If it is not known, a result code of DIAMETER_ERROR_ EQUIPMENT_UNKNOWN is returned.
If it is known, the EIR shall return DIAMETER_SUCCESS with the equipment status.
* * * End of Change * * * *
