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1. Introduction
This contribution introduces the Authentication Information Retrieval Procedure to the Diameter S6a application.

This is an update of C4-080746 which was submitted to CT4#38bis. In this update signalling optimization for combined MME/SGSNs have been removed.

2. Reason for Change
see WID
3. Conclusions

none
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.272 version 0.1.0.
* * * First Change * * * *
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5.2.3

Authentication Procedures

Editor’s note: This section will include parameters and detailed behaviour of Authentication information handling procedures such as Send Authentication Info.
5.2.3.1
Authentication Information Retrieval
5.2.3.1.1
General
The Authentication Information Retrieval Procedure is used by the MME to request Authentication Information from the HSS.

This procedure is mapped to the commands Authentication-Information-Request/Answer (AIR/AIA) in the Diameter application specified in chapter 6. 

Table 5.2.3.1.1/1 details the involved information elements for the request.

Table 5.2.3.1.1/2 details the involved information elements for the answer.

Table 5.2.3.1.1/1: Authentication Information Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Name

(See IETF RFC 3588 [4])
	User-Name
	M
	This information element contains the permanent identity of the user, i.e. the IMSI. See 3GPP TS 23.003 [3].

	Supported Features
(See 6.3.11)
	Supported-Features
	O
	If this AVP is present it informs the destination host about the features that the origin host supports.

	Requested Authentication Info
(See 6.3.x)
	Requested-Authentication-Info
	M
	This information element contains the information related to authentication requests for E-UTRAN.

	Visited PLMN ID

(See 6.3.x)
	Visited-PLMN-ID
	M
	MCC and MNC, see 3GPP TS 23.003[3]


Table 5.2.3.1.1/2: Authentication Information Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result

(See 6.4.x)
	Result-Code / Experimental-Result
	M
	Result of the operation.

Result-Code AVP shall be used for success / errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for S6a errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable:

· User unknown

· unknown EPS subscription

	Supported Features
(See 6.3.11)
	Supported-Features
	O
	If this AVP is present it informs the destination host about the features that the origin host supports.

	Authentication Info

(See 6.3.x)
	Authentication-Info
	C
	Authentication Vectors.


5.2.3.1.2
Detailed behaviour of MME
The MME shall make use of this procedure in order to retrieve Authentication Vectors from the HSS.

If the request is triggered by a synchronization failure, the MME shall include Re-Synchronization Information in the request.

When receiving an Authentication Information response from the HSS, the MME shall check the Result Code. If it indicates success and Authentication Information is present in the result, the MME uses the received vectors. For details see 3GPP TS 33.401 [x].
5.2.3.1.3
Detailed behaviour of HSS
When receiving an Authentication Information request the HSS shall check whether the IMSI is known.

If it is not known, a result code of Unknown Subscriber is returned.If it is known, but the subscriber has no EPS subscription, the HSS may (as an operator option) return a result code of Unknown EPS Subscription.

The HSS shall then request the AuC to generate the corresponding requested AVs. Subject to load considerations less AVs than the requested number of AVs may be generated. 

If the Immediate Response Preferred parameter has been received, the HSS needs to determine the number of authentication vectors to be requested to the AuC. 

When receiving AVs from the AuC, the HSS shall generate the Kasme before sending the response to the MME. For details see 3GPP TS 33.401 [x]
The HSS shall then return the result code DIAMETER_SUCCESS and the generated AVs (if any) to the MME. 

* * * Next Change * * * *

6.2.1

Command-Code values

The following Command Codes are defined in this specification:

Table 6.2.1/1: Command-Code values

	Command-Name
	Abbreviation
	Code
	Section

	Update-Location-Request
	ULR
	tbd
	6.2.2

	Update-Location-Answer
	ULA
	tbd
	6.2.3

	Authentication-Information-Request
	AIR
	tbd
	6.2.x

	Authentication-Information-Answer
	AIA
	tbd
	6.2.y

	
	
	
	

	
	
	
	


* * * Next Change * * * *

6.2.x
Authentication-Information-Request (AIR) Command

The Authentication-Information-Request (AIR) command, indicated by the Command-Code field set to tbd and the ‘R’ bit set in the Command Flags field, is sent from MME to HSS. 

Message Format

< Authentication-Information-Request> ::=
< Diameter Header: tbd, REQ, PXY, tbd >

< Session-Id >

{ Vendor-Specific-Application-Id }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]

{ Destination-Realm }

{ User-Name }
*[Supported-Features]

{ Requested-Authentication-Info }
{ Visited-PLMN-Id }

*[ AVP ]

*[ Proxy-Info ]

*[ Route-Record ]
6.2.y
Authentication-Information-Answer (AIA) Command

The Authentication-Information-Answer (AIA) command, indicated by the Command-Code field set to tbd and the ‘R’ bit cleared in the Command Flags field, is sent from HSS to MME. 

Message Format

< Authentication-Information-Answer> ::=


< Diameter Header: tbd, PXY, tbd >

< Session-Id >

{ Vendor-Specific-Application-Id }
[ Result-Code ]

[ Experimental-Result ]
{ Origin-Host }

{ Origin-Realm }

* [Supported-Features] 
[ Authentication-Info ]

*[ AVP ]
*[ Failed-AVP ]
*[ Proxy-Info ]

*[ Route-Record ]
* * * Next Change * * * *

6.3
Information Elements

Editor’s note: AVP codes and content description will be listed here.

The following table describes the Diameter AVPs defined for the S6a interface protocol, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).

Table 6.3/1: Diameter S6a AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	Terminal-Information
	tbd
	6.3.3
	Grouped
	M, V
	
	
	
	No

	IMEI
	tbd
	6.3.4
	UTF8String
	M, V
	
	
	
	No

	Software-Version
	tbd
	6.3.5
	UTF8String
	M, V
	
	
	
	No

	Supported-RAT-Type
	tbd
	6.3.6
	UTF8String
	M, V
	
	
	
	No

	ULR-Flags
	tbd
	6.3.7
	Unsigned32
	M, V
	
	
	
	No

	MME-Number
	tbd
	6.3.8
	UTF8String
	M, V
	
	
	
	No

	HSS-Number
	tbd
	6.3.9
	UTF8String
	M, V
	
	
	
	No

	
	
	
	
	
	
	
	
	

	ULA-Flags
	tbd
	6.3.10
	Unsigned32
	M, V
	
	
	
	No

	Supported-Features
	628
	6.3.11
	Grouped
	V
	M
	
	
	No

	Feature-List-ID
	629
	6.3.12
	Unsigned32
	V
	
	
	M
	No

	Feature-List
	630
	6.3.13
	Unsigned32
	V
	
	
	M
	No

	Subscription-Data
	tbd
	6.3.2
	FFS
	M, V
	
	
	
	

	Requested-Authentication-Info
	tbd
	6.3.x
	Grouped
	M, V
	
	
	
	No

	Number-Of-Requested-Vectors
	tbd
	6.3.x
	Unsigned32
	M, V
	
	
	
	No

	Re-Synchronization-Info
	tbd
	6.3.x
	OctetString
	M, V
	
	
	
	No

	Visited PLMN-Id
	tbd
	6.3.x
	OctetString
	M, V
	
	
	
	No

	Immediate-Response-Preferred
	tbd
	6.3.x
	Unsigned32
	M, V
	
	
	
	No

	Authentication-Info
	tbd
	6.3.x
	Grouped
	M, V
	
	
	
	No

	EPS-Vector
	tbd
	6.3.x
	Grouped
	M, V
	
	
	
	No

	RAND
	tbd
	6.3.x
	OctetString
	M, V
	
	
	
	No

	XRES
	tbd
	6.3.x
	OctetString
	M, V
	
	
	
	No

	AUTN
	tbd
	6.3.x
	OctetString
	M, V
	
	
	
	No

	KASME
	tbd
	6.3.x
	OctetString
	M, V
	
	
	
	No

	Item-Number
	tbd
	6.3.x
	Unsigned32
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [4].


* * * Next Change * * * *

6.3.x
Requested-Authentication-Info
The Requested-E-UTRAN-Authentication-Info is of type Grouped. It contains the information related to the to authentication requests for E-UTRAN.

AVP format

Requested-Authentication-Info ::= <AVP header: XXX XXXX>

[ Number-Of-Requested-Vectors]

[ Immediate-Response-Preferred ]

[ Re-synchronization-Info ]
*[AVP]
6.3.x
Number-Of-Requested-Vectors
The Number-Of-Requested-Vectors AVP is of type Unsigned32. This AVP contains the number of AVs the MME is prepared to receive.

6.3.x
Re-Synchronization Info
The Re-Synchronization-Info AVP is of type OctetString. It contains the concatenation of RAND and AUTS.

6.3.x
Visited PLMN Id
The Visited-PLMN-Id AVP is of type OctetString. It contains the concatenation of MCC and MNC. 

6.3.x Immediate-Response-Preferred

The Immediate-Response-Preferred AVP is of type Unsigned32. This parameter indicates whether the AV is requested for immediate use in the  MME. It may be used by the HSS to determine the number of vectors to be obtained from the AuC.
6.3.x
Authentication Info
The Authentication-Info AVP is of type Grouped. This AVP contains Authentication Vectors.

AVP format:
Authentication-Info ::= <AVP header: tbd 10415>

*[ EPS-Vector ]

*[AVP]

6.3.x
EPS Vector

The EPS-Vector AVP is of type Grouped. This AVP contains an EPS Vector.

AVP format:
EPS-Vector ::= <AVP header: tbd 10415>

[ Item-Number ]

{ RAND }
{ XRES }

{ AUTN }

{ KASME }
*[AVP]

6.3.x
RAND
The RAND AVP is of type OctetString. This AVP contains the RAND. See 3GPP TS 33.401 [x].
6.3.x
XRES
The XRES AVP is of type OctetString. This AVP contains the XRES. See 3GPP TS 33.401 [x].
6.3.x
AUTN
The AUTN AVP is of type OctetString. This AVP contains the AUTN. See 3GPP TS 33.401 [x].
6.3.x
KASME
The KASME AVP is of type OctetString. This AVP contains the K_ASME. See 3GPP TS 33.401 [x].
6.3.x
Item Number
The Item-Number AVP is of type Unsigned32. If more than one EPS Vector is included within one Authentication-Info AVP, the Item-Number AVP shall be present within each EPS Vector. Vectors with lower Item Number should be used before Vectors with higher Item Number are used in the MME. The Item Number is used to order Vectors received within one request. For Vectors received within different requests those received by the earlier request should be used before those received by the later request.

