
3GPP TSG CT WG4 Meeting #38bis
C4-080814
Jeju Island, SOUTH KOREA, 7th – 11th April 2008

Source:
Ericsson
Title:
Pseudo-CR on UDP Source Port IE in GTP Error Indication
Spec:
3GPP TS 29.274 v0.1.0; Evolved GPRS Tunnelling Protocol for EPS
Agenda item:
6.1.3
Document for:
Decision

1. Introduction
BACKGROUND / PROBLEM DESCRIPTION:

According to TS 29.060 v8.2.0 Clause 7.3.7, a GSN/RNC shall send an Error Indication to the other GSN or RNC if no active PDP context, MBMS Bearer Context, or RAB exists for a received G-PDU. Following Information Elements constitue an Errror Indication message:  

· (Mandatory)  TEID Data I, which is fetched from the G-PDU that triggered the this procedure,

· (Mandatory ) GSN Addresss, which is the destination IP address fetched from the original user data message that triggered this procedure,  

· (Optional) Private Extension 

TEID field in an Error Indication message is set to all zeros as specified in TS 29.060 v8.2.0 Clause 9.3.1.

TS 29.060 v8.2.0 Clause 10.1.1.4 also specfies that the UDP destination port for the Error Indication shall be the user plane UDP port , i.e. 2152.  
The node receiving a GTP Error Indication message first needs to uniquely identify the related tunnel (or associated PDP context) by using the TEID and IP Address pair.  This means that, depending on the implementation, all remote TEID and IP Address pairs in the node may need to be looked up to find the correct tunnel for the packet. In other words, considering also the fact that Error Indication is sent to the common GTP-U port, it may result in very costly   node implementation (e.g. CPU load, required memory) to trace back to the associated tunnels with the provided IEs, in some distributed environment implementations (with multiple GTP-C and GTP-U processors/boards). 

The problem described above can become a bigger concern for the nodes who have higher number of destination TEID/IP Address pairs (i.e. tunnels) and/or who have higher frequency of tunnel up and down (e.g. as in the case of  GGSN with direct user plane tunnels). 
ALTERNATIVE / PROPOSED SOLUTIONS:

This known potential limitation of existing GTPv1 specification is also applicable to GTP-based nodes in EPS and LTE unless the Error Indication handling is updated to address it in GTPv2 specification. In order to ease the cost of handling GTP Error Indication in the receiving node, the Error Indication message needs to provide some kind of additional pointer/identifier about the tunnel such that the receiving node can at least locate the tunnel, e.g. at a processor or a board level, in the node based on this additional information. 
To address the problem, following ideas have been thought of:

1. Sending one of the identifiers below in the GTP Error Indication message body:

a. the source TEID of the original G-PDU that triggered the procedure.  Source TEID has to be sent in the GTPv2 header of each G-PDU. 
b. some kind of cookie, which has to be assigned by the node sending G-PDU and has to be communicated in the header of every G-PDU packet. In case a G-PDU error scenario occurs, the value of the cookie has to be sent back to the sender of the G-PDU in Error Indication message body. 
2. Sending Error Indication to the UDP source port of the original G-PDU that triggered the procedure.  Note that, as indicated above, according to GTPv1 specification the Error Indication is sent to default GTP-U port 2152.

3. Sending the UDP source port of the original G-PDU as a new IE in the GTP Error Indication message.  

4. Sending a portion of the offending G-PDU (i.e. IP/UDP/GTP Header + a portion of the user data) within the GTP Error Indication message. This is similar to ICMP messages specified in RFC 792, and RFC 4483.  The node receiving the Error Indication can use UDP source port as an identifier to trace back the tunnel. 
Basically, while Options 1-a and 1-b make use of source TEID and a 'cookie', respectively, as an identier to trace back the tunnel in the node; Options 2, 3 and 4 utilize the UDP Source port of the offending G-PDU.  
Options 1-a and 1-b require some changes in the GTP Header format.  Obviously these options introduce additional protocol overhead.  Considering the ongoing GTPv2 header discussions in CT WG4, one may consider these two options more complicated to introduce in GTPv2 compared to the other three options (i.e. 2, 3 and 4). Therefore, Options 1-a and 1-b are not proposed.

Option 2 sounds to be a good option as it does not require introduction of a new IE. However, if one may want to align the UDP destination port usage in GTPv1 and GTPv2 (in other words keep using 2152), this may not be considered to be preferred alternative.
Options 3 and 4 are considered to be almost equally costly as both introduces a new IE. Option 3 has a lower packet size than Option 4.  However, the extra info in Option 4 may help in network diagnostics.  
Among the options 2 to 4 listed above, Option 3 is proposed in this contribution.
2. Reason for Change
As GTP version shall be stepped up as a part of EPS standardization, this is an opportunity to reduce the complexity of node implementation that is potentially exist when handling the GTP Error Indication messages.   
3. Conclusions

4. Proposal

As per the discussion in the Introduction section, it is proposed to agree the following changes to 3GPP TS 29.274 v0.1.0.
* * * First Change * * (1)* *

2
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3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[Q]
3GPP TS 23.003: "Numbering, addressing and identification".

* * * Next Change * * (2)* *

5.2.1
Usage of the GTP-U Header
 Editor's Note: FFS … When the GTP header is specified, any specific usage of GTP-U header fields for GTP-U messages shall be specified in this clause.
For the Error Indication message the Tunnel Endpoint Identifier field shall be set to all zeros.
* * * Next Change * * (3)* *

6.1
Message Formats

Editor's Note:  This clause and the table below shall be updated as new Message types are specified.

Table 6.1: Messages in GTP
	Message Type value (Decimal)
	Message
	Reference
	GTP-C
	GTP-U

	FFS
	Error Indication
	8.2.x
	
	X

	
	
	
	
	


* * * Next Change * * (4)* *

8.2.x
Error Indication

A node in the GTP User Plane path shall send an Error Indication to the other node if there is no active EPS bearer exists for a received G-PDU.
Editor's Note:  It is FFS what actions the node receiving Error Indication shall take. 
The information element Tunnel Endpoint Identifier UP shall be the TEID fetched from the G-PDU that triggered this procedure.

The information element Tunnel End Point IP Address shall be the destination address fetched from the original user data message that triggered this procedure. A Tunnel End Point IP Address can be a PDN GW, Serving GW, eNodeB, SGSN or RNC address. 
The information element GTP Source Port Number shall be UDP source port number of the original user data message that triggered the procedure.
The optional Private Extension contains vendor or operator specific information.

Table 8.2.x: Information Elements in an Error Indication

	Information element
	Presence requirement
	Reference

	Tunnel Endpoint Identifier UP
	Mandatory
	Tunnel Endpoint Identifier  9.x

	Tunnel Endpoint IP Address
	Mandatory
	IP Address 9.y

	GTP Source Port Number
	Mandatory
	Port Number 9.z

	Private Extension
	Optional
	9.v


* * * Next Change * * (5)* *

9
Information Elements
Editor's Note: FFS… General information on the structure of IEs needs to be specified.
Editor's Note: The Information Elements table below need to be populated as new IEs are specified.
Table 9: Information Elements

	IE Type Value
	Information Element
	Reference

	FFS
	Tunnel Endpoint Identifier
	9.x

	FFS
	IP Address
	9.y

	FFS
	Port Number
	9.z

	FFS
	Private Extension
	9.v

	
	
	


9.x
Tunnel Endpoint Identifier
The Tunnel Endpoint Identifier information element contains the Tunnel Endpoint Identifier of a GTP node. Depending on the GTP message type, this IE contains either Control Plane TEID or User Plane TEID. 
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 
	Type = FFS

	

	
	2 - 3
	Length

	

	
	4 - 7
	Tunnel Endpoint Identifier

	

	
	
	
	

	
	
	
	


Figure 9.x: Tunnel Endpoint Identifier Information Element
Editor's Note:  Here a generic TEID "Tunnel Endpoint Identifier" has been specified so that the same IE can be used for both UP and CP.  It is FFS whether there is a need to have separate TEID IEs for GTP UP and CP as in TS 29.060.  
9.y
IP Address
The IP Address information element contains the IP address of a node. The format of IP address is defined in 3GPP TS 23.003 [Q] as 'GSN Address'.  The Address Type and Address Length fields from 3GPP TS 23.003 [Q] are not included in the IP Address field of the information element.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 
	Type = FFS

	

	
	2 - 3
	Length

	

	
	4 - n
	IP Address

	

	
	
	
	

	
	
	
	


Figure 9.y: GSN Address Information Element

9.z
Port Number
The Port Number information element contains the port number of a node that is used in User Datagram Protocol (UDP) transport. The UDP port number is two-octets long as specified in RFC 768.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 
	Type = FFS

	

	
	2 - 3
	Length

	

	
	4 - 5
	Port Number

	

	
	
	
	

	
	
	
	


Figure 9.z: Port Number Information Element

9.v
Private Extension
The Private Extension information element contains vendor specific information. The Extension Identifier is a value defined in the Private Enterprise number list in the most recent "Assigned Numbers" issued by the Internet Assigned Numbers Authority (IANA).

This is an optional information element that may be included in any GTP Signalling message. A signalling message may include more than one information element of the Private Extension type.
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 
	Type = FFS

	

	
	2 - 3
	Length

	

	
	4 - 5
	Extension Identifier

	

	
	6 - m
	Extension Value

	

	
	
	
	

	
	
	
	


Figure 9.v: Private Extension Information Element

* * * End of Changes * * * *
