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Introduction: 
During the discussion on where to generate the nonce for IMS SIP Digest Authentication in CT1’s and CT4’s joint meeting (Vienna 21st August)  it has been argued that the password may change at any time in the HSS, therefore there was a need for the S-CSCF to contact the HSS anyhow whenever the password (H(A1)) is needed, and as a result the response that was to be sent anyway could also carry the nonce.  Furthermore it was argued that additional Cx load could be avoided by sending a batch of nonces within one message.  
Discussion: 
The first argument above (password may change) has been brought forward to show that the additional Cx load for proxy authenticate non-register messages in the HSS solution (nonce generated in HSS) is not an argument in favour of the S-CSCF solution (nonce generated in S-CSCF).
The second argument (batch of nonces) has been brought forward  to show that in the HSS solution additional Cx load can be avoided.

Both arguments seem to be contradicting: In the HSS solution you either save (some of) the additional Cx load by using the stored H(A1) and one of the nonces from the batch (if there is still one unused nonce available) or you query the HSS for the possibly changed password (H(A1)) and nonce. In the S-CSCF solution you either save (all of) the additional load by using the stored H(A1) and generating a new nonce or you query the HSS for the possibly changed password.
The analysis above shows that both solutions will benefit from a password push mechanism.  A password push mechanism effectuates that the up to date password (H(A1)) is available at the S-CSCF at any time and additional HSS queries are not needed at all (S-CSCF solution) or only if no unused nonce from the batch is available (HSS solution).
Proposal:

It is therefore proposed to standardize a password push mechanism independently from the chosen solution for nonce generation. The existing Cx command  PPR is proposed to be extended with the SIP-Auth-Data-Item AVP and the HSS is proposed to send PPR with this AVP whenever a password change occured. 
The necessary CRs to 29.228 and 29.229 are provided in tdocs C4-071418 and C4-071419. It must be noted that although both solutions (nonce generation in S-CSCF, nonce generation in HSS) may benefit from a password push mechansim, the proposed CRs in tdocs C4-071418 and C4-071419 are based on the assumption that the S-CSCF solution is chosen and must be revised if the HSS solution is chosen. Furthermore the indicated dependencies are “one way” that is neither the S-CSCF solution CRs nor the HSS-solution CRs depend on approval of the CRs in C4-071418 and C4-071419 or revisions thereof.
