3

3GPP TSG CT WG4 Meeting #36
C4-071243
Vienna, Austria, 20th – 24th August 2007.
Source:
Qualcomm EUROPE 

Title:
S6c and S6d requirements
Agenda item:
6.1
Document for:
APPROVAL 

This paper introduces some requirements for S6c and S6d reference points.
1. Discussion
The S6c reference point is defined in TS 23.402 as the following:
S6c:
It is the reference point between PDN Gateway in HPLMN and 3GPP AAA server for mobility related authentication if needed. This reference point may also be used to retrieve and request storage of mobility parameters.

The main purpose of this reference point is to authenticate and authorize the IP mobility protocol signalling. This functionality applies to client-based mobility (either MIPv4 or MIPv6) as the UE sets up a Security Association with the PDN GW in order to secure MIP signalling messages. It is not yet agreed if this reference point is involved also in Proxy Mobile IPv6 authentication and authorization. The main reason is because the security association used to protect Proxy Mobile IPv6 signalling is not tied to the UE but it is a shared security association between the node acting as MAG and the node acting as LMA. Based on these considerations, this document identifies only the requirements for client-based mobility. Requirements for network-based mobility are FFS.
Depending on the security model used for MIPv6 and MIPv4, the information carried over S6c reference point may differ and this may impact some requirements. As the security model for MIPv4 and MIPv6 are not yet agreed in SA2 and SA3, the exact list of requirements for S6c reference point cannot be identified. 
However some general requirements can still be identified:

- the AAA server shall authenticate the credentials provided by the UE for Mobile IP. Depending on the security model agreed, this step may involve a check of a shared key or running an EAP method (i.e. EAP-AKA). In the latter case the S6c protocol shall support the transport of EAP packets;
- the AAA server shall explicitly authorize the usage of client-based mobility for a given UE. This may happen at the first registration message sent by the UE or before the actual MIP registration, during the security association establishment;

- the AAA server can request the PDN GW to terminate the Mobile IP session and disconnect the UE from the PDN GW. 
In the roaming case the serving GW in the VPLMN may also act as a Mobile IP HA as it may terminate S2a and S2c reference point. For this purpose S6d reference point has been defined between the visited Serving GW and the AAA Proxy in the VPLMN. The following is the definition of S6d reference point from TS 23.402:
S6d:
It is the reference point between Serving Gateway in VPLMN and 3GPP AAA Proxy for mobility related authentication if needed.  This reference point may also be used to retrieve and request storage of mobility parameters.
It is clear that the purpose of this reference point is the same as S6c reference point. This implies that the requirements identified for S6c are applicable also to S6d reference point. As discussed for S6c, other requirements may be needed, depending on the security model agreed for Mobile IP.
2. Proposal

Based on the discussion in section 1, it is proposed to introduce the requirements identified for S6c and S6d reference points in the respective sections of TR 29.803.
*** Start of 1st change ***

6.2.4 hPDN Gateway – 3GPP AAA Server (S6c) Interface

6.1.4.1 Requirements

6.1.4.1.0 General

The following list of requirements applies to the S6c interface:

-  Authentication of the UE  in order to set up the Security Association to protect MIPv4 FA mode or DS-MIPv6 signalling;
-  Authorization of the UE to use client-based mobility;

Editor's note:
This requirement applies to DS-MIPv6. It is FFS if this requirement applies also to MIPv4 FA mode.


Editor's note:
This list is not exhaustive as some requirements depend on the security model agreed for  DS-MIPv6 and MIPv4 FA Mode.
6.1.4.2 Candidates

6.1.4.3 Analysis

6.2.4.4 Conclusions

*** End of 1st change ***

*** Start of 2nd change ***
6.2.5 vServing Gateway – 3GPP AAA Proxy (S6d) Interface

6.2.5.1 Requirements
6.1.4.1.0 General

The following list of requirements applies to the S6d interface:

-  Authentication of the in order to set up the Security Association to protect MIPv4 FA mode or DS-MIPv6 signalling;
-  Authorization of the UE to use client-based mobility;
Editor's note:
This requirement applies to DS-MIPv6. It is FFS if this requirement applies also to MIPv4 FA mode.


Editor's note:
This list is not exhaustive as some requirements depend on the security model agreed for DS-MIPv6 and MIPv4 FA Mode.
6.2.5.2 Candidates

6.2.5.3 Analysis

6.2.5.4 Conclusions

*** End of 2nd change ***
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