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Annex F (informative):
SAML authentication context definitions for GBA 

F.1
Introduction

This clause describes the GBA Authentication Context definition that an Identity Provider (IdP) uses to describe GBA parameters to a Service Provider (SP). SAML authentication contexts are further discussed in the SAML Authentication Context specification [19].

F.2
GBA authentication context declaration data model

Similarly to Liberty (cf. Annex E), a SAML authentication context declaration captures characteristics of the processes, procedures, and mechanisms by which the authentication authority verified the subject before issuing an identity, protects the secrets on which subsequent authentications are based, and the mechanisms used for this authentication (identification, technical protection, operational protection, authentication method and governing agreements) [19].

Compared to the SAML authentication context declaration data model [19], the GBA authentication context declaration data model extends the SAML model by adding a description of which GBA mechanism was used during bootstrapping with the BSF, and at the same time restricts the SAML model in a number of respects specific to GBA (only shared secret as authenticator type, only HTTP or SSL as authenticator transport protocol, secret key activation by PIN, only mobile device or smartcard as key storage medium). 
The authentication contexts classes specific to mobile terminals specified by SAML are:

-
MobileOneFactorUnregistered, 

-
MobileTwoFactorUnregistered, 

-
MobileOneFactorContract, and 

-
MobileTwoFactorContract. 

The GBA authentication context classes introduced herein correspond to the above ones and are:

-
GBAOneFactorUnregistered, 

-
GBATwoFactorUnregistered, 

-
GBAOneFactorContract, and 

-
GBATwoFactorContract. 

The GBA authentication context classes are derived from the corresponding SAML authentication context classes by means of the following patterns:

-
The GBA mechanism (corresponding to ME-based GBA, UICC-based GBA, 2G GBA, etc.) is added to the authentication method type for all the four classes.

-
A set of GBA-specific restrictions (only shared secret as authenticator type, only HTTP or SSL as authenticator transport protocol, only mobile device or smartcard as key storage medium) is applied to all the four classes.

-
For the “OneFactor” classes (GBAOneFactorUnregistered and GBAOneFactorContract), there is no more difference (compared to the corresponding SAML class) in addition to the two changes described above.

-
For the “TwoFactor” classes (GBATwoFactorUnregistered and GBATwoFactorContract), the key activation by means of PIN is mandatory in secret key protection.

Given the above patterns, the rest of this annex is expected to be understood without further detailed explanations.

F.3
GBA authentication context declaration types

This section lists the type definitions common to all the four GBA authentication context declaration classes. It adds the GBA mechanism elements (and the necessary type definitions) to the SAML types.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema">

  <xs:annotation>

    <xs:documentation>

      These types are intended to be used in the definition of

      the authentication context classes in 3GPP and 3GPP2 Generic

      Bootstrapping Architecture (GBA). The new authentication

      context classes are defined separately.

    </xs:documentation>

  </xs:annotation>

  <!-- SAML authentication context types -->

  <xs:include schemaLocation="http://docs.oasis-open.org/security/saml/v2.0/saml-schema-authn-context-types-2.0.xsd"/>

  <!-- new type definitions for different GBA procedures -->

  <xs:complexType name="GBAMechanismTypeType">

    <xs:annotation>

      <xs:documentation>

        GBA mechanism used in the bootstrapping procedure.

      </xs:documentation>

    </xs:annotation>

  </xs:complexType>

  <xs:element name="LegacyGBA" type="GBAMechanismTypeType">

    <xs:annotation>

      <xs:documentation>

        Legacy GBA where existing old authentication

        frameworks are used for bootstrapping such 

        2G GBA in 3GPP, and CDMA 1x and CDMA 1xEvDo

        in 3GPP2.

      </xs:documentation>

    </xs:annotation>

  </xs:element>

  <xs:element name="GBAMobileMobile" type="GBAMechanismTypeType">

    <xs:annotation>

      <xs:documentation>

        GBA using AKA as specified in 3GPP and 3GPP2.

        The shared secret is derived in the mobile and 

        used in the mobile.

      </xs:documentation>

    </xs:annotation>

  </xs:element>

  <xs:element name="GBAUICCMobile" type="GBAMechanismTypeType">

    <xs:annotation>

      <xs:documentation>

        GBA_U using AKA as specified in 3GPP and 3GPP2.

        The shared secret is derived in the UICC and used

        in the mobile.

      </xs:documentation>

    </xs:annotation>

  </xs:element>

  <xs:element name="GBAUICCUICC" type="GBAMechanismTypeType">

    <xs:annotation>

      <xs:documentation>

        GBA_U using AKA as specified in 3GPP and 3GPP2.

        The shared secret is derived in the UICC and used

        in the UICC.

      </xs:documentation>

    </xs:annotation>

  </xs:element>

  <xs:complexType name="GBAMechanismType">

    <xs:choice>

      <xs:element ref="LegacyGBA"/>

      <xs:element ref="GBAMobileMobile"/>

      <xs:element ref="GBAUICCMobile"/>

      <xs:element ref="GBAUICCUICC"/>

    </xs:choice>

  </xs:complexType>

  <!-- new element for GBA authentication context classes -->

  <xs:element name="GBAMechanism" type="GBAMechanismType"/>

</xs:schema>
F.4
GBA authentication context declaration classes
F.4.1
GBAOneFactorUnregistered

This class reflects that there were no mobile customer registration procedures and an authentication of the UE is done without requiring explict end-user interaction. 
F.4.1.1
Associated 3GPP URI

urn:3gpp:gba:ac:saml:2007-08:classes:GBAOneFactorUnregistered

F.4.1.2
Class schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema

  xmlns:xs=http://www.w3.org/2001/XMLSchema
  xmlns="urn:3gpp:gba:ac:saml:2007-08:classes:GBAOneFactorUnregistered"

  targetNamespace="urn:3gpp:gba:ac:saml:2007-08:classes:GBAOneFactorUnregistered"

  finalDefault="extension"

  version="1.0">

  <xs:redefine schemaLocation="3gpp-gba-saml-authn-context-types-1.0.xsd">

    <xs:annotation>

      <xs:documentation>

        The GBA authentication context class comparable to

        the SAML MobileOneFactorUnregistered class.

        Id: 3gpp-gba-saml-authn-context-gbaonefactor-unreg-1.0.xsd

      </xs:documentation>

    </xs:annotation>

    <xs:complexType name="AuthnContextDeclarationBaseType">

      <xs:complexContent>

        <xs:restriction base="AuthnContextDeclarationBaseType">

          <xs:sequence>

            <xs:element ref="Identification" minOccurs="0"/>

            <xs:element ref="TechnicalProtection" minOccurs="0"/>

            <xs:element ref="OperationalProtection" minOccurs="0"/>

            <xs:element ref="AuthnMethod"/>

            <xs:element ref="GoverningAgreements" minOccurs="0"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

          <xs:attribute name="ID" type="xs:ID" use="optional"/>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

    <xs:complexType name="AuthnMethodBaseType">

      <xs:complexContent>

        <xs:extension base="AuthnMethodBaseType">

          <xs:sequence>

            <xs:element ref="GBAMechanism" minOccurs="0"/>

          </xs:sequence>

        </xs:extension>

      </xs:complexContent>

      <!-- difference compared to SAML: GBAMechanism -->

    </xs:complexType>

    <xs:complexType name="AuthenticatorBaseType">

      <xs:complexContent>

        <xs:restriction base="AuthenticatorBaseType">

          <xs:sequence>

            <xs:choice>

              <xs:element ref="SharedSecretChallengeResponse"/>

            </xs:choice>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only shared secret -->

    </xs:complexType>

    <xs:complexType name="AuthenticatorTransportProtocolType">

      <xs:complexContent>

        <xs:restriction base="AuthenticatorTransportProtocolType">

          <xs:sequence>

            <xs:choice>

              <xs:element ref="HTTP"/>

              <xs:element ref="SSL"/>

            </xs:choice>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only HTTP (Digest) or SSL (PSK TLS) -->

    </xs:complexType>

    <xs:complexType name="OperationalProtectionType">

      <xs:complexContent>

        <xs:restriction base="OperationalProtectionType">

          <xs:sequence>

            <xs:element ref="SecurityAudit"/>

            <xs:element ref="DeactivationCallCenter"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

    <xs:complexType name="TechnicalProtectionBaseType">

      <xs:complexContent>

        <xs:restriction base="TechnicalProtectionBaseType">

          <xs:sequence>

            <xs:choice>

              <xs:element ref="SecretKeyProtection"/>

            </xs:choice>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only secret key (no private key) -->

    </xs:complexType>

    <!-- no PrivateKeyProtectionType -->

    <xs:complexType name="SecretKeyProtectionType">

      <xs:complexContent>

        <xs:restriction base="SecretKeyProtectionType">

          <xs:sequence>

            <xs:element ref="KeyStorage"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

    <xs:complexType name="KeyStorageType">

      <xs:complexContent>

        <xs:restriction base="KeyStorageType">

          <xs:attribute name="medium" use="required">

            <xs:simpleType>

              <xs:restriction base="mediumType">

                <xs:enumeration value="MobileDevice"/>

                <xs:enumeration value="smartcard"/>

                <!-- MobileDevice: GBA_ME Ks_NAF, GBA_U Ks_ext_NAF -->

                <!-- smartcard: GBA_U Ks_int_NAF -->

              </xs:restriction>

            </xs:simpleType>

          </xs:attribute>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only mobile dev, smartcard -->

    </xs:complexType>

    <xs:complexType name="SecurityAuditType">

      <xs:complexContent>

        <xs:restriction base="SecurityAuditType">

          <xs:sequence>

            <xs:element ref="SwitchAudit"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

    <xs:complexType name="IdentificationType">

      <xs:complexContent>

        <xs:restriction base="IdentificationType">

          <xs:sequence>

            <xs:element ref="GoverningAgreements"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

          <xs:attribute name="nym">

            <xs:simpleType>

              <xs:restriction base="nymType">

                <xs:enumeration value="anonymity"/>

                <xs:enumeration value="pseudonymity"/>

              </xs:restriction>

            </xs:simpleType>

          </xs:attribute>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

  </xs:redefine>

</xs:schema>
F.4.2
GBATwoFactorUnregistered

This class reflects that there were no mobile customer registration procedures and a two-factor based authentication of the UE is done requiring an explicit end-user interaction during authentication procedure (e.g., a PIN needs to be typed). 
F.4.2.1
Associated 3GPP URI

urn:3gpp:gba:ac:saml:2007-08:classes:GBATwoFactorUnregistered

F.4.2.2
Class schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema

  xmlns:xs=http://www.w3.org/2001/XMLSchema
  xmlns="urn:3gpp:gba:ac:saml:2007-08:classes:GBATwoFactorUnregistered"

  targetNamespace="urn:3gpp:gba:ac:saml:2007-08:classes:GBATwoFactorUnregistered"

  finalDefault="extension"

  version="1.0">

  <xs:redefine schemaLocation="3gpp-gba-saml-authn-context-types-1.0.xsd">

    <xs:annotation>

      <xs:documentation>

        The GBA authentication context class comparable to

        the SAML MobileTwoFactorUnregistered class.

        Id: 3gpp-gba-saml-authn-context-gbatwofactor-unreg-1.0.xsd

      </xs:documentation>

    </xs:annotation>

    <xs:complexType name="AuthnContextDeclarationBaseType">

      <xs:complexContent>

        <xs:restriction base="AuthnContextDeclarationBaseType">

          <xs:sequence>

            <xs:element ref="Identification" minOccurs="0"/>

            <xs:element ref="TechnicalProtection" minOccurs="0"/>

            <xs:element ref="OperationalProtection" minOccurs="0"/>

            <xs:element ref="AuthnMethod"/>

            <xs:element ref="GoverningAgreements" minOccurs="0"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

          <xs:attribute name="ID" type="xs:ID" use="optional"/>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

    <xs:complexType name="AuthnMethodBaseType">

      <xs:complexContent>

        <xs:extension base="AuthnMethodBaseType">

          <xs:sequence>

            <xs:element ref="GBAMechanism" minOccurs="0"/>

          </xs:sequence>

        </xs:extension>

      </xs:complexContent>

      <!-- difference compared to SAML: GBAMechanism -->

    </xs:complexType>

    <xs:complexType name="AuthenticatorBaseType">

      <xs:complexContent>

        <xs:restriction base="AuthenticatorBaseType">

          <xs:sequence>

            <xs:choice>

              <xs:element ref="SharedSecretChallengeResponse"/>

            </xs:choice>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only shared secret -->

    </xs:complexType>

    <xs:complexType name="AuthenticatorTransportProtocolType">

      <xs:complexContent>

        <xs:restriction base="AuthenticatorTransportProtocolType">

          <xs:sequence>

            <xs:choice>

              <xs:element ref="HTTP"/>

              <xs:element ref="SSL"/>

            </xs:choice>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only HTTP (Digest) or SSL (PSK TLS) -->

    </xs:complexType>

    <xs:complexType name="OperationalProtectionType">

      <xs:complexContent>

        <xs:restriction base="OperationalProtectionType">

          <xs:sequence>

            <xs:element ref="SecurityAudit"/>

            <xs:element ref="DeactivationCallCenter"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

    <xs:complexType name="TechnicalProtectionBaseType">

      <xs:complexContent>

        <xs:restriction base="TechnicalProtectionBaseType">

          <xs:sequence>

            <xs:choice>

              <xs:element ref="SecretKeyProtection"/>

            </xs:choice>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only secret key (no private key) -->

    </xs:complexType>

    <!-- no PrivateKeyProtectionType -->

    <xs:complexType name="SecretKeyProtectionType">

      <xs:complexContent>

        <xs:restriction base="SecretKeyProtectionType">

          <xs:sequence>

            <xs:element ref="KeyActivation"/>

            <xs:element ref="KeyStorage"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: storage, activation mandatory -->

    </xs:complexType>

    <xs:complexType name="KeyActivationType">

      <xs:complexContent>

        <xs:restriction base="KeyActivationType">

          <xs:sequence>

            <xs:element ref="ActivationPin"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- not explicitely redefined by corresponding class in SAML -->

    </xs:complexType>

    <xs:complexType name="KeyStorageType">

      <xs:complexContent>

        <xs:restriction base="KeyStorageType">

          <xs:attribute name="medium" use="required">

            <xs:simpleType>

              <xs:restriction base="mediumType">

                <xs:enumeration value="MobileDevice"/>

                <xs:enumeration value="smartcard"/>

                <!-- MobileDevice: GBA_ME Ks_NAF, GBA_U Ks_ext_NAF -->

                <!-- smartcard: GBA_U Ks_int_NAF -->

              </xs:restriction>

            </xs:simpleType>

          </xs:attribute>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only mobile dev, smartcard -->

    </xs:complexType>

    <xs:complexType name="SecurityAuditType">

      <xs:complexContent>

        <xs:restriction base="SecurityAuditType">

          <xs:sequence>

            <xs:element ref="SwitchAudit"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

    <xs:complexType name="IdentificationType">

      <xs:complexContent>

        <xs:restriction base="IdentificationType">

          <xs:sequence>

            <xs:element ref="GoverningAgreements"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

          <xs:attribute name="nym">

            <xs:simpleType>

              <xs:restriction base="nymType">

                <xs:enumeration value="anonymity"/>

                <xs:enumeration value="pseudonymity"/>

              </xs:restriction>

            </xs:simpleType>

          </xs:attribute>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

  </xs:redefine>

</xs:schema>
F.4.3
GBAOneFactorContract

This class reflects that mobile customer registration procedures have taken place and an authentication of the UE is done without requiring explicit end-user interaction. 
F.4.3.1
Associated 3GPP URI

urn:3gpp:gba:ac:saml:2007-08:classes:GBAOneFactorContract

F.4.3.2
Class schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema

  xmlns:xs=http://www.w3.org/2001/XMLSchema
  xmlns="urn:3gpp:gba:ac:saml:2007-08:classes:GBAOneFactorContract"

  targetNamespace="urn:3gpp:gba:ac:saml:2007-08:classes:GBAOneFactorContract"

  finalDefault="extension"

  version="1.0">

  <xs:redefine schemaLocation="3gpp-gba-saml-authn-context-types-1.0.xsd">

    <xs:annotation>

      <xs:documentation>

        The GBA authentication context class comparable to

        the SAML MobileOneFactorContract class.

        Id: 3gpp-gba-saml-authn-context-gbaonefactor-reg-1.0.xsd

      </xs:documentation>

    </xs:annotation>

    <xs:complexType name="AuthnContextDeclarationBaseType">

      <xs:complexContent>

        <xs:restriction base="AuthnContextDeclarationBaseType">

          <xs:sequence>

            <xs:element ref="Identification" minOccurs="0"/>

            <xs:element ref="TechnicalProtection" minOccurs="0"/>

            <xs:element ref="OperationalProtection" minOccurs="0"/>

            <xs:element ref="AuthnMethod"/>

            <xs:element ref="GoverningAgreements" minOccurs="0"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

          <xs:attribute name="ID" type="xs:ID" use="optional"/>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

    <xs:complexType name="AuthnMethodBaseType">

      <xs:complexContent>

        <xs:extension base="AuthnMethodBaseType">

          <xs:sequence>

            <xs:element ref="GBAMechanism" minOccurs="0"/>

          </xs:sequence>

        </xs:extension>

      </xs:complexContent>

      <!-- difference compared to SAML: GBAMechanism -->

    </xs:complexType>

    <xs:complexType name="AuthenticatorBaseType">

      <xs:complexContent>

        <xs:restriction base="AuthenticatorBaseType">

          <xs:sequence>

            <xs:choice>

              <xs:element ref="SharedSecretChallengeResponse"/>

            </xs:choice>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only shared secret -->

    </xs:complexType>

    <xs:complexType name="AuthenticatorTransportProtocolType">

      <xs:complexContent>

        <xs:restriction base="AuthenticatorTransportProtocolType">

          <xs:sequence>

            <xs:choice>

              <xs:element ref="HTTP"/>

              <xs:element ref="SSL"/>

            </xs:choice>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only HTTP (Digest) or SSL (PSK TLS) -->

    </xs:complexType>

    <xs:complexType name="OperationalProtectionType">

      <xs:complexContent>

        <xs:restriction base="OperationalProtectionType">

          <xs:sequence>

            <xs:element ref="SecurityAudit"/>

            <xs:element ref="DeactivationCallCenter"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

    <xs:complexType name="TechnicalProtectionBaseType">

      <xs:complexContent>

        <xs:restriction base="TechnicalProtectionBaseType">

          <xs:sequence>

            <xs:choice>

              <xs:element ref="SecretKeyProtection"/>

            </xs:choice>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only secret key (no private key) -->

    </xs:complexType>

    <!-- no PrivateKeyProtectionType -->

    <xs:complexType name="SecretKeyProtectionType">

      <xs:complexContent>

        <xs:restriction base="SecretKeyProtectionType">

          <xs:sequence>

            <xs:element ref="KeyStorage"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

    <xs:complexType name="KeyStorageType">

      <xs:complexContent>

        <xs:restriction base="KeyStorageType">

          <xs:attribute name="medium" use="required">

            <xs:simpleType>

              <xs:restriction base="mediumType">

                <xs:enumeration value="MobileDevice"/>

                <xs:enumeration value="smartcard"/>

                <!-- MobileDevice: GBA_ME Ks_NAF, GBA_U Ks_ext_NAF -->

                <!-- smartcard: GBA_U Ks_int_NAF -->

              </xs:restriction>

            </xs:simpleType>

          </xs:attribute>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only mobile dev, smartcard -->

    </xs:complexType>

    <xs:complexType name="SecurityAuditType">

      <xs:complexContent>

        <xs:restriction base="SecurityAuditType">

          <xs:sequence>

            <xs:element ref="SwitchAudit"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

    <xs:complexType name="IdentificationType">

      <xs:complexContent>

        <xs:restriction base="IdentificationType">

          <xs:sequence>

            <xs:element ref="GoverningAgreements"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

          <xs:attribute name="nym">

            <xs:simpleType>

              <xs:restriction base="nymType">

                <xs:enumeration value="anonymity"/>

                <xs:enumeration value="verinymity"/>

                <xs:enumeration value="pseudonymity"/>

              </xs:restriction>

            </xs:simpleType>

          </xs:attribute>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

  </xs:redefine>

</xs:schema>

F.4.4
GBATwoFactorContract

This class reflects that mobile customer registration procedures have taken place and a two-factor based authentication of the UE is done requiring an explicit end-user interaction during authentication procedure (e.g., a PIN needs to be typed). 
F.4.4.1
Associated 3GPP URI

urn:3gpp:gba:ac:saml:2007-08:classes:GBATwoFactorContract

F.4.4.2
Class schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema

  xmlns:xs=http://www.w3.org/2001/XMLSchema
  xmlns="urn:3gpp:gba:ac:saml:2007-08:classes:GBATwoFactorContract"

  targetNamespace="urn:3gpp:gba:ac:saml:2007-08:classes:GBATwoFactorContract"

  finalDefault="extension"

  version="1.0">

  <xs:redefine schemaLocation="3gpp-gba-saml-authn-context-types-1.0.xsd">

    <xs:annotation>

      <xs:documentation>

        The GBA authentication context class comparable to

        the SAML MobileTwoFactorContract class.

        Id: 3gpp-gba-saml-authn-context-mobiletwofactor-reg-1.0.xsd

      </xs:documentation>

    </xs:annotation>

    <xs:complexType name="AuthnContextDeclarationBaseType">

      <xs:complexContent>

        <xs:restriction base="AuthnContextDeclarationBaseType">

          <xs:sequence>

            <xs:element ref="Identification" minOccurs="0"/>

            <xs:element ref="TechnicalProtection" minOccurs="0"/>

            <xs:element ref="OperationalProtection" minOccurs="0"/>

            <xs:element ref="AuthnMethod"/>

            <xs:element ref="GoverningAgreements" minOccurs="0"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

          <xs:attribute name="ID" type="xs:ID" use="optional"/>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

    <xs:complexType name="AuthnMethodBaseType">

      <xs:complexContent>

        <xs:extension base="AuthnMethodBaseType">

          <xs:sequence>

            <xs:element ref="GBAMechanism" minOccurs="0"/>

          </xs:sequence>

        </xs:extension>

      </xs:complexContent>

      <!-- difference compared to SAML: GBAMechanism -->

    </xs:complexType>

    <xs:complexType name="AuthenticatorBaseType">

      <xs:complexContent>

        <xs:restriction base="AuthenticatorBaseType">

          <xs:sequence>

            <xs:choice>

              <xs:element ref="SharedSecretChallengeResponse"/>

            </xs:choice>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only shared secret -->

    </xs:complexType>

    <xs:complexType name="AuthenticatorTransportProtocolType">

      <xs:complexContent>

        <xs:restriction base="AuthenticatorTransportProtocolType">

          <xs:sequence>

            <xs:choice>

              <xs:element ref="HTTP"/>

              <xs:element ref="SSL"/>

            </xs:choice>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only HTTP (Digest) or SSL (PSK TLS) -->

    </xs:complexType>

    <xs:complexType name="OperationalProtectionType">

      <xs:complexContent>

        <xs:restriction base="OperationalProtectionType">

          <xs:sequence>

            <xs:element ref="SecurityAudit"/>

            <xs:element ref="DeactivationCallCenter"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

    <xs:complexType name="TechnicalProtectionBaseType">

      <xs:complexContent>

        <xs:restriction base="TechnicalProtectionBaseType">

          <xs:sequence>

            <xs:choice>

              <xs:element ref="SecretKeyProtection"/>

            </xs:choice>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only secret key (no private key) -->

    </xs:complexType>

    <!-- no PrivateKeyProtectionType -->

    <xs:complexType name="SecretKeyProtectionType">

      <xs:complexContent>

        <xs:restriction base="SecretKeyProtectionType">

          <xs:sequence>

            <xs:element ref="KeyActivation"/>

            <xs:element ref="KeyStorage"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: storage, activation mandatory -->

    </xs:complexType>

    <xs:complexType name="KeyActivationType">

      <xs:complexContent>

        <xs:restriction base="KeyActivationType">

          <xs:sequence>

            <xs:element ref="ActivationPin"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- not explicitely redefined by corresponding class in SAML -->

    </xs:complexType>

    <xs:complexType name="KeyStorageType">

      <xs:complexContent>

        <xs:restriction base="KeyStorageType">

          <xs:attribute name="medium" use="required">

            <xs:simpleType>

              <xs:restriction base="mediumType">

                <xs:enumeration value="MobileDevice"/>

                <xs:enumeration value="smartcard"/>

                <!-- MobileDevice: GBA_ME Ks_NAF, GBA_U Ks_ext_NAF -->

                <!-- smartcard: GBA_U Ks_int_NAF -->

              </xs:restriction>

            </xs:simpleType>

          </xs:attribute>

        </xs:restriction>

      </xs:complexContent>

      <!-- difference compared to SAML: only mobile dev, smartcard -->

    </xs:complexType>

    <xs:complexType name="SecurityAuditType">

      <xs:complexContent>

        <xs:restriction base="SecurityAuditType">

          <xs:sequence>

            <xs:element ref="SwitchAudit"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

    <xs:complexType name="IdentificationType">

      <xs:complexContent>

        <xs:restriction base="IdentificationType">

          <xs:sequence>

            <xs:element ref="GoverningAgreements"/>

            <xs:element ref="Extension" minOccurs="0" maxOccurs="unbounded"/>

          </xs:sequence>

          <xs:attribute name="nym">

            <xs:simpleType>

              <xs:restriction base="nymType">

                <xs:enumeration value="anonymity"/>

                <xs:enumeration value="verinymity"/>

                <xs:enumeration value="pseudonymity"/>

              </xs:restriction>

            </xs:simpleType>

          </xs:attribute>

        </xs:restriction>

      </xs:complexContent>

      <!-- no difference compared to SAML -->

    </xs:complexType>

  </xs:redefine>

</xs:schema>
************************* end change ****************************
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