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1. Introduction

3GPP TSG‑CT WG4 (CT4) has noticed that the current text in 3GPP TSG-SA3 specification 3GPP TS33.234 sub-clause 6.4.3 effectively restricts the efficient use of fast re-authentication identities. CT4 interpretation of the note in the 3GPP TS33.234 sub-clause 6.4.3 does not allow using realms returned from the 3GPP AAA Server along with the fast re-authentication identity that are different from the realms used with permanent user identities:
“NOTE:
A WLAN temporary user identity is formed as a NAI with the pseudonym

 or re-athentication identity as the username part and the same realm part as the

permanent user identity).”
The above restriction would not allow the WLAN UE to use the possibly returned specific realm from the 3GPP AAA server. This could have implications in deployments with multiple 3GPP AAA Servers. If the AAA Server that created the fast re-authentication identity cannot indicate exact realm pointing to it, the next authentication using fast re-authentication identity might be forwarded to a different 3GPP AAA Server. Thus the authentication would fall back to full authentication. More detailed discussion about this case is described in C4-061250.
The above case could be avoided if 3GPP AAA Servers are able to share fast re-authentication related information between each other. This is, however, not specified in 3GPP Interworking WLAN or IETF specifications. Alternatively the feature specified for EAP-SIM/AKA (IETF RFC4186 and RFC4187) could be used, that allows the EAP-Server (here the 3GPP AAA Server) to return an explicit realm pointing to it as a part of the fast re-authentication identity (a fast re-authentication identity containing also the realm part is referred here as the fast re-authentication NAI). However, based on the CT4 interpretation of the 3GPP TS33.234 using different realms during fast re-authentication might not be possible.
CT4 has identified that use of fast re-authentication NAIs could be beneficial in certain deployment. For the completeness of all I-WLAN related identities CT4 has also documented the format of the fast re-authentication NAI in their respective numbering, addressing and identification CT4 document 3GPP TS23.003.
2. Actions:

CN4 kindly asks 3GPP TSG-SA WG3 to:
· Review the note concerning the re-authentication and the use of realms in 3GPP TS33.234 sub-clause 6.4.3, and preferably allow using realms returned along with fast re-authentication identities. This would also mean relaxing the restriction and preferably removing the note in 3GPP TS33.234 sub-clause 6.4.3
3. Date of Next 3GPP TSG-CT WG4:
CT4#33
30th October – 3rd November 2006
Virginia, US
CT4#34
5th February – 9td February 2007
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