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START OF CHANGE IN CLAUSE 7.1.1
7.1.1
Defining a new feature

The base functionality for the Cx is the 3GPP Rel-5 standard and a feature is an extension to that functionality. A feature is a functional entity that has a significant meaning to the operation of a Diameter application i.e. a single new parameter without a substantial meaning to the functionality of the Diameter endpoints should not be defined to be a new feature. If the support for a feature is defined mandatory in a post-Rel-5 versions of this specification, the feature concept enables interworking between Diameter endpoints regardless of whether they support all, some or none of the features of the application. Features should be defined so that they are independent from one another. 

The content of a feature shall be defined as a part of the specification of the affected application messages. If new AVPs are added to the commands because of the new feature, the new AVPs shall have the ‘M’ bit cleared and the AVP shall not be defined mandatory in the command ABNF. The support for a feature may be defined to be mandatory behaviour of a node.

The following table of features shall apply to the Cx interface. 
Table 7.1.1: Features of Feature-List-ID 1 used in Cx

	Feature bit
	Feature
	M/O
	Description

	0
	SiFC
	O
	Shared iFC sets

This feature is applicable for the SAR/SAA and PPR/PPA command pairs.

If both the HSS and the S-CSCF support this feature, subsets of Initial Filter Criteria may be shared by several service profiles and the HSS shall download the shared iFC sets implicitly by downloading the unique identifiers of the shared iFC sets to the S-CSCF. By means of a locally administered database, the S-CSCF then maps the downloaded identifiers onto the shared iFC sets.

If the S-CSCF does not support this feature, the HSS shall not download identifiers of shared iFC sets. Instead as a default behavior the HSS shall (by means of a locally administered database) download the iFCs of a shared iFC set explicitly. 

If the HSS does not support this feature, no special default behaviour is required for the S-CSCF.

Note: In using this feature option, the network operator is responsible for keeping the local databases in the S-CSCFs and HSSs consistent. 



	Tbd
	HTTP_DIGEST_MD5
	O
	NGN extensions for HTTP Digest authentication



	Feature bit: The order number of the bit within the Supported-Features AVP, e.g. “1”.

Feature: A short name that can be used to refer to the bit and to the feature, e.g. “MOM”.

M/O: Defines if the implementation of the feature is mandatory (“M”) or optional (“O”). 

Description: A clear textual description of the feature.


The origin host may discover the supported features of the destination host with the dynamic discovery mechanism defined in 7.2 or via local O&M interfaces.

END OF CHANGE IN CLAUSE 7.1.1
START OF CHANGE IN CHAPTER ANNEX A and ANNEX B

Annex A (informative): Cx additional support for HTTP Digest authentication

This clause provides the additional Cx capabilities needed for supporting HTTP Digest authentication over the Cx interface.

A.1
Information elements and signalling flows for HTTP Digest authentication

The authentication procedure is mapped to the commands Multimedia-Auth-Request/Answer in the Diameter application. 

Tables 6.3.1 – 6.3.5 of [1] are applicable with the following exceptions:

· Table 6.3.1 is applicable with the clarification that Table A.1.1 provides a description of the contents of the Authentication Data information element,

· Table 6.3.2 and Table 6.3.3 are not applicable

· Table 6.3.4 is applicable with the clarification that Table A.1.2 provides a description of the contents of the Authentication Data information element,

· Table 6.3.5 is not applicable

The following tables are added:

Table A.1.1: Authentication Data content – Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Scheme

(See 7.9.2 of [1])
	SIP-Authentication-Scheme
	M
	This information element indicates the authentication scheme. It shall contain “HTTP_DIGEST_MD5”.

	ETSI- Authorization Information (See subclause A.2)
	ETSI-SIP-Authorization (NOTE)
	C
	This information element shall be present under the conditions specified in draft-ietf-aaa-diameter-sip-app-10 [3]. See subclause A.2.

	NOTE – An "ETSI-" prefix is added to the ETSI vendor-specific AVP which have an equivalent AVP being defined in draft-ietf-aaa-diameter-sip-app-10 [3]. 


Table A.1.2: Authentication Data content – Response for HTTP Digest Authentication

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Scheme (See 7.9.2 of [1])
	SIP-Authentication-Scheme
	M
	This information element indicates the authentication scheme. It shall contain “HTTP_DIGEST_MD5”.

	ETSI Authentication Information

(See subclause A.2)
	ETSI-SIP-Authenticate

(NOTE 1)
	M
	See subclause A.2.

	ETSI-Authentication Info Information

(See subclause A.2) 
	ETSI-SIP-Authentication-Info
(NOTE 1)
	O
	See subclause A.2.

	NOTE 1 – An "ETSI-" prefix is added to the ETSI vendor-specific AVP which have an equivalent AVP being defined in draft-ietf-aaa-diameter-sip-app-10 [3].

NOTE 2 – HTTP Digest authentication requires the generation of a nonce in either the UPSF or the S-CSCF. In this version of the specification the UPSF shall generate nonces and the S-CSCF shall not generate nonces, as part of the HTTP Digest authentication process.


A.2
Diameter protocol extensions supporting HTTP Digest authentication

The following table describes the Diameter AVPs defined for the Cx interface protocol in support of HTTP Digest, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-Id header of all AVPs defined in this specification shall be set to ETSI (13019). 

Table A.2.1: Diameter Multimedia Application AVPs for HTTP Digest
	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	ETSI-SIP-Authenticate
	501
	-
	Grouped
	V
	
	
	M
	No

	ETSI-SIP-Authorization
	502
	-
	Grouped
	V
	
	
	M
	No

	ETSI-SIP-Authentication-Info
	503
	-
	Grouped
	V
	
	
	M
	No

	ETSI-Digest-Realm
	504
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Nonce
	505
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Domain
	506
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Opaque
	507
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Stale
	508
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Algorithm
	509
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-QoP
	510
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-HA1
	511
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Auth-Param
	512
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Username
	513
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-URI
	514
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Response
	515
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-CNonce
	516
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Nonce-Count
	517
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Method
	518
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Entity-Body-Hash
	519
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Nextnonce
	520
	-
	UTF8String
	V
	
	
	M
	No

	ETSI-Digest-Response-Auth
	521
	-
	UTF8String
	V
	
	
	M
	No

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [5].

NOTE 2:
Depending on the concrete command.


The SIP-Auth-Data-Item AVP is modified compared to 3GPP TS.29.229 [2] as follows:

The SIP-Auth-Data-Item is of type Grouped, and contains the authentication and/or authorization information for the Diameter client.

AVP format

SIP-Auth-Data-Item :: = < AVP Header : 612 10415 >

[ SIP-Item-Number ]

[ SIP-Authentication-Scheme ]

[ SIP-Authenticate ]

[ SIP-Authorization ]

[ SIP-Authentication-Context ]

[Confidentiality-Key]

[Integrity-Key]
[ ETSI-SIP-Authorization ]

[ ETSI-SIP-Authenticate ]

[ ETSI-SIP-Authentication-Info ]

*[AVP]
Add the following AVP syntax:

The ETSI-SIP-Authenticate is of type Grouped, and contains a reconstruction of either the SIP WWW-Authenticate or Proxy-Authentication header fields specified in RFC 2617 [4]. Additionally, the AVP may include a Digest-HA1 AVP that contains H(A1) (as defined in RFC 2617 [4]).

AVP format

ETSI-SIP-Authenticate ::= < AVP Header: 501 13019 >

{ ETSI-Digest-Realm }
{ ETSI-Digest-Nonce }
[ ETSI-Digest-Domain ] 

[ ETSI-Digest-Opaque ] 

[ ETSI-Digest-Stale ] 

[ ETSI-Digest-Algorithm ] 

[ ETSI-Digest-QoP ] 

[ ETSI-Digest-HA1] 

*[ ETSI-Digest-Auth-Param ] 

*[ AVP ] 

The ETSI-SIP-Authorization is of type Grouped, and contains a reconstruction of either the SIP Authorization or Proxy-Authorization header fields specified in RFC 2617 [4].

AVP format

ETSI-SIP-Authorization :: = < AVP Header : 502 13019 >

{ ETSI-Digest-Username }

{ ETSI-Digest-Realm }

{ ETSI-Digest-Nonce }

{ ETSI-Digest-URI }

{ ETSI-Digest-Response }

[ ETSI-Digest-Algorithm ]

[ ETSI-Digest-CNonce ]

[ ETSI-Digest-Opaque ]

[ ETSI-Digest-QoP ]

[ ETSI-Digest-Nonce-Count ]

[ ETSI-Digest-Method ]

[ ETSI-Digest-Entity-Body-Hash ]

*[ ETSI-Digest-Auth-Param ]

* [AVP]

The ETSI-SIP-Authentication-Info AVP is of type Grouped and contains a reconstruction of the SIP Authentication-Info header specified in RFC 2617 [4].
AVP format
ETSI-SIP-Authentication-Info ::= < AVP Header: 503 13019 >

{ ETSI-Digest-Nextnonce }
[ ETSI-Digest-QoP ] 

[ ETSI-Digest-Response-Auth ] 

[ ETSI-Digest-CNonce ] 

[ ETSI-Digest-Nonce-Count ] 

*[ AVP ] 

A.3
Additional Cx feature in support of HTTP Digest authentication
This feature is applicable for any command pair affected by NGN extensions for HTTP Digest authentication.

When the S-CSCF and the UPSF support this feature, both nodes are able to handle Cx messages with the extensions and/or modifications for HTTP Digest authentication.

See table 7.1.1 in the present endorsement of [2].
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