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1. 
Introduction

In order to limit the number of synchronization failures, the AuC in the HLR may allocate different SQN index values according to the authentication domains when generating authentication vectors. This contribution discusses the identification of the authentication domains by the HLR.
2. 
Discussion
2.1 Allocation of different SQN index values
Several 3GPP services such as IMS, GBA, WLAN interworking reuse UMTS authentication mechanism possibly based on the USIM and therefore use UMTS authentication vectors as CS and PS domains.

To avoid potential synchronization failure with situations where multiple nodes request authentication vectors, it is possible to allocate SQN different index values according to the domain where the authentication vector is going to be used.

This mechanism is described in the context of IMS in TS 33.203 in an informative annex G.

"The example sequence number management schemes in TS 33.102 [1] Informative Annex C can be used to ensure that the authentication failure rate due to synchronization failures to kept sufficiently low when the same sequence number mechanism and data is used for authentication in the PS/CS domains and in the IMS. This can be done by enhancing the method for the allocation of index values in the AuC so that authentication vectors distributed to different service domains shall always have different index values (i.e. separate ranges of index values are reserved for PS, CS and IMS operation). The AuC is required to obtain information about which type of service node has requested the authentication vectors."

2.2 About the need to define new authentication domains for the HLR

Currently, only two authentication domains are defined for the HLR corresponding to the MAP interfaces for CS (D interface) and PS (Gr interface) domains. In WLAN interworking, when the AAA server uses D'/Gr' MAP interface to the HLR, it is seen either as a MSC/VLR or a SGSN.

For IMS, GBA services and possibly WLAN interworking, AV requests are addressed to the HSS (which includes HLR functions according to 3GPP specifications) but a possible implementation is that the HSS forwards the AV request for a USIM to a pre-existing HLR using MAP D/Gr interface. In that case, the HSS can be seen as a MSC/VLR or as a SGSN but the HLR has not the information of the real authentication domain.
If the AuC in the HLR generates SQN index according to the authentication domain, it would be useful that the HLR can get this information. Although the procedure can be considered internal to the HSS, it may be a minimal change to add new authentication domains in the MAP interface specification.
Note : According to TS 29.230 the HSS is informed of the authentication domain IMS, GBA or WLAN according to the diameter header (Vendor-Specific-Application-Id field) which is set to different values for each interface Cx, Zn and Wx.
2.3 Addition of the new domains on the MAP interface
According to TS 29.002 §8.5.2, the authentication vector request to the HLR MAP_SEND_AUTHENTICATION_INFO includes a parameter Requesting node type which can be set to two values: vlr or sgsn. Thus, it is possible for the HLR to identify CS and PS domains.
A potential solution to ensure that the HSS has the possibility to inform the legacy HLR of the domain where the authentication vectors are going to be used is to reserve new values for the Requesting node type parameter, e.g. bsf for GBA, s-cscf for IMS, aaa-server for WLAN.
Then, the different values would be the following:
	Domain
	Requesting node type value

	CS
	vlr

	PS
	sgsn

	IMS
	s-cscf

	GBA
	bsf

	WLAN
	aaa-server


Note: A similar contribution [N4-021415] was submitted in 2002 in CN4 in the context of IMS. It proposed to reserve a node type value for s-cscf but this was rejected. However, the fact that new authentication domains have appeared since that time seems to justify that this issue is raised again.

3. 
Conclusion
It seems that it would be useful to reserve new requesting node type values on the MAP interface as they could be used internally by the HSS to indicate the authentication domain to the HLR part.
If SA3 agrees on the benefit of the approach, it is proposed to consult CT4 on the best way forward.
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