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4.3.1
WLAN Access Authentication and Authorization

This procedure is used to transport over RADIUS or Diameter, the WLAN Access (Re)Authentication and Authorization between the WLAN AN and the 3GPP AAA Proxy/Server.

……
================================== Next Modification Begin ================================

4.4.2.3
Session Termination Request and Answer AVPs

<STR> ::= < Diameter Header: 275, REQ, PXY >


< Session-Id >


{ Origin-Host }


{ Origin-Realm }


{ Destination-Realm }


{ Auth-Application-Id }


{ Termination-Cause }


[ User-Name ]

[ Destination-Host ]


* [ Class ]


[ Origin-State-Id ]


* [ Proxy-Info ]


* [ Route-Record ]


* [ AVP ]

<STA>  ::= < Diameter Header: 275, PXY >


< Session-Id >

{ Result-Code }

{ Origin-Host }

{ Origin-Realm }

[ User-Name ]

* [ Class ]

[ Error-Message ]

[ Error-Reporting-Host ]

* [ Failed-AVP ]

[ Origin-State-Id ]

* [ Proxy-Info ]

* [ AVP ]

================================== Next Modification Begin ================================

5.4.2
Immediate Purging of a User from WLAN access

This procedure is used to communicate between the 3GPP AAA Proxy and the 3GPP AAA Server that the 3GPP AAA Server has decided that a specific WLAN-UE shall be disconnected from accessing the WLAN interworking service. The procedure is Diameter or RADIUS based.

Diameter usage in Wd:

-
This procedure is mapped to the Diameter command codes Diameter-Abort-Session-Request and Diameter-Abort-Session-Answer specified in RFC 3588 [7]. Information elements are as per described in section 4.3.2.

RADIUS usage in Wd:

-
This procedure is mapped to the RADIUS messages Disconnect-Request and Disconnect-Response specified in RFC 3576 [13].

5.4.3
Ending a Session

Session termination occurs when a user de-registers from the 3GPP AAA Server. This occurs via the Session Termination Request (STR) and Session Termination Answer commands (STA), defined in the base protocol [8]. Information elements are as per described in subclause 4.3.3.

================================== Next Modification Begin ================================

5.5.3 
Session Termination Request and Answer AVPs

ABNF for the STR and STA commands on the Wd interface are identical to those on the Wa interface described in section 4.4.2.3.

================================== Next Modification Begin ================================

6.3.2.1
WLAN Registration/DeRegistration Notification

According to the requirements described in clause 6.1, Wx reference point shall enable:

-
Registration of the 3GPP AAA Server of an authorized WLAN user in the HSS.

-
Retrieval of online charging / offline charging function addresses from HSS.

-
Purge procedure between the 3GPP AAA Server and the HSS.

-
Retrieval of WLAN subscriber profile from HSS.
This procedure is used between the 3GPP AAA Server and the HSS. The procedure is invoked by the 3GPP AAA Server after a new subscriber has been authenticated by the 3GPP AAA Server:

-
To register the current 3GPP AAA Server address in the HSS for a given 3GPP user.

-
To de-register the current 3GPP AAA Server address in the HSS for a given 3GPP user. When WLAN UE has disappeared from WLAN coverage or when the OCS has initiated a disconnection, the 3GPP AAA Server informs the HSS about an ongoing disconnection process and the HSS de-registers the WLAN user.

-
To download the subscriber profile under 3GPP AAA Server demand. This procedure is invoked when for some reason the subscription profile of a subscriber is lost.
The Wx interface performs these functions based on the reuse of the existing Cx server assignment command code set (SAR/SAA), see 3GPP TS 29.228 [5] and 3GPP TS 29.229 [6]. It corresponds to the combination of the operations WLAN-Registration and WLAN-Registration-Confirm for the registration procedure, Purge_WLAN_INFO and Purge_WLAN_INFO_Ack for the de-registration procedure initiated by the 3GPP AAA server and Subscriber‑Profile‑Request (see 3GPP TS 23.234 [4]) for the profile download procedure initiated by the 3GPP AAA server.

================================== Next Modification Begin ================================

6.4.3
Registration procedure and Profile download in Wx

The Server-Assignment-Request (SAR) command, indicated by the Command-Code field set to 301 and the 'R' bit set in the Command Flags field, is sent by the 3GPP AAA Server to the HSS in order to register or deregister a WLAN user or to download the WLAN User Profile.

Message Format

< Server-Assignment-Request > ::= < Diameter Header: 301, YYY, REQ, PXY >


< Session-Id >


{ Vendor-Specific-Application-Id }


{ Auth-Session-State }


{ Origin-Host }


{ Origin-Realm }


[ Destination-Host ]


{ Destination-Realm }


{ User-Name}


{ Server-Assignment-Type }


*[ AVP ]


*[ Proxy-Info ]


*[ Route-Record ]

The Server-Assignment-Answer (SAA) command, indicated by the Command-Code field set to 301 and the 'R' bit cleared in the Command Flags field, is sent by the HSS to the 3GPP AAA Server to confirm the registration, de‑registration or user profile download procedure. The Result-Code or Experimental-Result AVP may contain one of the values defined in section 6.2 of 3GPP TS 29.229 [6] in addition to the values defined in RFC 3588 [7].

Message Format

< Server-Assignment-Answer > ::=
< Diameter Header: 301, YYY >


< Session-Id >


{ Vendor-Specific-Application-Id }


[ Result-Code ]


[Experimental-Result ]


{ Auth-Session-State }


{ Origin-Host }


{ Origin-Realm }


{ User-Name}


[ WLAN-User-Data ]


[ Charging-Information ]


*[ AVP ]


*[ Proxy-Info ]


*[ Route-Record ]


*[ Route-Record ]

================================== Next Modification Begin ================================

8.3
Procedures Description

8.3.1
Authentication Procedures

According to the requirements specified in chapter 8.1, Wm reference point shall enable:

-
Messaging for service authentication between WLAN UE and 3GPP AAA Server/Proxy.

The authentication procedure is used between the PDG and 3GPP AAA Server/Proxy.  It is invoked by the PDG, on receipt from the WLAN-UE of a "tunnel establishment request" message. This takes the form of forwarding an IKE v2 (3GPP TS 33.234 [18]) exchange with the purpose of authenticating in order to set up a Security Association (SA) between the UE and the PDG. Once the SA has been authenticated, more than one tunnel SA can be negotiated inside the IKE v2 SA. Hence additional tunnels between the UE and PDG do not need to trigger further Diameter_EAP authentication messaging to the 3GPP AAA Server.

The Wm reference point performs authentication based on the reuse of the DER/DEA command set defined in Diameter_EAP (3GPP TS 33.234 [18]).
……
8.3.2
Authorization Procedures

According to the requirements stated in subclause 8.1, Wm reference point shall enable:

-
Carrying messages for service authorization between PDG and 3GPP AAA Server/Proxy.

-
Allow the 3GPP AAA Server/Proxy to retrieve tunnelling attributes and WLAN UE's IP configuration parameters from/via Packet Data Gateway.
This procedure is used between the PDG and 3GPP AAA Server and Proxy. It is invoked by the PDG, on receipt from the WLAN-UE of a "tunnel establishment request" message and subsequent to the success of tunnel authentication i.e. on receipt of a DEA message from the 3GPP AAA Server with Result Code set to "Success".

The Wm reference point performs authorization download based on the reuse of the NASREQ [12] AAR-AAA command set.

Table 8.3.2.1 Wm Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.

	Request-Type
	Session-Request -Type
	M
	Type of Wm specific Diameter application request. The following values are to be used:

AUTHORIZATION REQUEST (0)


This value shall indicate the initial request for authorization of the user to the APN.

ROUTING POLICY (1)


This value shall indicate that routing policy AVP is present.

	Visited Network Identifier
	Visited-Network-Identifier
	C
	Identifier that allows the home network to identify the Visited Network.

This AVP shall be present if the PDG is not in the WLAN-UE's home network, i.e. the WLAN-UE is roaming. 

	W-APN-ID
	APN-Id
	C
	This information element contains the W-APN which the UE is requesting authorization. 

This AVP is present when Session-Request-Type AVP is set to AUTHORIZATION REQUEST.

	Routing Policy
	Routing-Policy
	C
	This AVP includes the routing policy of the tunnel set-up.

This AVP shall be present when Session-Request-Type AVP is set  to ROUTING POLICY. The exact format of this AVP is specified in section 10.1.24.




	Routing Information
	Destination-Host
	M
	The 3GPP AAA Server name is obtained from the Origin-Host AVP of a previously received message.


Table 8.3.2.2: AA-Response

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Registration Result
	Result Code/ Experimental Result Code
	M
	Result of the operation. 

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP

	Subscription-ID AVP
	Subscription-ID AVP
	C
	This AVP shall contain the MSISDN of the user. 

This AVP shall be present if the Diameter Result Code is set to DIAMETER_SUCCESS

	Max-Subscribed-Bandwidth
	Max-Requested-Bandwidth
	O
	The Max requested bandwidth AVP. Can be sent by the 3GPP AAA Server to the PDG if it is present in the user subscription info held at the 3GPP AAA Server.

	Charging Data
	Charging-Data
	C
	Charging information for the W-APN for that user.

It shall be present when Result-Code is equal to DIAMETER_SUCCESS and when the received Session-Request –Type was set to AUTHORIZATION REQUEST.

	Framed-IP-Address
	Framed-IP-Address
	O
	This AVP contains the remote IPv4 address of the WLAN UE that the 3GPP AAA Server downloaded from the HSS.

This AVP shall not be present when the 3GPP AAA Server received an authorisation request with Session-Request –Type AVP set to ROUTING POLICY.

	Framed-IP-Prefix
	Framed-IP-Prefix
	O
	This AVP contains the remote IPv6 prefix of the WLAN UE that the 3GPP AAA Server downloaded from the HSS.

This AVP shall not be present when the 3GPP AAA Server received an authorisation request with Session-Request –Type AVP set to ROUTING POLICY.


8.3.2.1
3GPP AAA Server Detailed Behaviour

The 3GPP AAA Server shall, in the following order (if there is an error in any of the steps, the 3GPP AAA Server shall stop processing and return the corresponding error code):

1)
Check that the user exists in the 3GPP AAA Server. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2)
Check the Session-Request-Type AVP:

-
If Request type is set to AUTHORIZATION REQUEST, it indicates that the WLAN-UE is attempting to access the particular W-APN at the PDG and is requesting authorization for such a W-APN access.

· The 3GPP AAA Server shall check that the user has subscription for the W-APN requested. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_NO_W-APN_SUBSCRIPTON.

· The 3GPP AAA Server shall check whether the user has access to that W-APN, otherwise Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED.

· If the user is roaming (indicated by the presence of the Visited-Network-Identifier AVP), the 3GPP AAA Server shall check if the user is allowed to access the W-APN from a VPLMN. This information is obtained from the HSS within the APN-Authorized AVP. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_ROAMING_NOT_ALLOWED.

· If the WLAN UE does not already have an active access to this W-APN, the PDG shall initiate an Access-Number counter for that W-APN and set it to one. If the Access-Number counter has already been initiated, the PDG shall increment the counter by one. The PDG shall then check the counter value against the Maximum-Number-Accesses for that W-APN from that user’s data. If the Access-Number exceeds Maximum-Number-Accesses, the 3GPP AAA Server shall use the 3GPP AAA Server initiated disconnection procedures towards the PDG with which the user has the oldest established access in order to initiate the tear down of the SA associated with that access. The 3GPP AAA Server shall update accordingly the information of active accesses for the W-APN and shall store the PDG IP address.

· The 3GPP AAA Server shall download user data relevant to the W-APN,e.g. WLAN UE remote IP address if present and the charging information as received from the HSS. The Result-Code shall be set to DIAMETER_SUCCESS.

-
If Request type is set to ROUTING POLICY, it indicates that the WLAN-UE already has an active tunnel to the given PDG and is informing the 3GPP AAA Server of the routing policy for the tunnel. The 3GPP AAA Server shall store the Routing-Policy AVP and use Wg procedures to install this policy at the WAG. If this is successful, 3GPP AAA Server shall set Result-Code AVP to DIAMETER_SUCCESS in the AAA message.  If not, Result-Code shall be set to DIAMETER_UNABLE_TO COMPLY.

Exceptions to the cases specified here shall be treated by 3GPP AAA Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY. No authorization information shall be returned.
……
8.3.4
3GPP AAA Server Initiated Tunnel Disconnect Procedure

This procedure is used between the 3GPP AAA Server and the PDG. It is invoked by the 3GPP AAA Server when the WLAN subscription for the user has been deleted/prohibited in the 3GPP AAA Server or if the particular session must be terminated for any reason and the PDG must be updated with respect to these changes.

The Wm reference point performs the disconnection of user tunnel initiated by the 3GPP AAA Server based on the use of the RFC 3588 [7] Abort-Session-Request / Answer (ASR/ASA) commands.

Table 8.3.4.1: 3GPP AAA Server Initiated Tunnel Disconnection - Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element contains the identity of the user.

	W-APN-Id

(see clause 10.1.15)
	APN-Id
	M
	W-APN Identification.

	Routing Information 
	Destination-Host
	M
	The PDG name is obtained from the Origin-Host AVP of a previous message received from the PDG e.g. included in the authentication command.


Table 8.3.4.2: 3GPP AAA Server Initiated Tunnel Disconnection - Answer

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Result
	Result-Code / Experimental-Result
	M
	Result of the operation.

Result-Code AVP shall be used for errors defined in the Diameter Base Protocol.

Experimental-Result AVP shall be used for Wm errors. This is a grouped AVP which contains the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.


================================== Next Modification Begin ================================

10.3.1.2
DIAMETER_ERROR_W-APN_UNUSED_BY_USER (5042)
A message was received for a user who has no subscription for a specified W-APN.

10.3.1.3
DIAMETER_ERROR_NO_ACCESS_INDEPENDENT_SUBSCRIPTION (5043)

A message was received requesting WLAN 3GPP IP access for a user whose subscription does not allow it if it was not previously authenticated by WLAN 3GPP direct access.

10.3.1.4
DIAMETER_ERROR_USER_NO_W-APN_SUBSCRIPTION (5044)

A message was received requesting WLAN 3GPP IP access for a user whose subscription does not allow it if it was not previously authenticated by WLAN 3GPP direct access.

================================== Next Modification Begin ================================

11.3.2.2 W-APN De-Activation Indication

According to the requirements given in clause 11.1, Pr reference point shall enable:


-
an indication of the W-APN Deactivation to the PNA.

This procedure is used between the 3GPP AAA Server and the PNA.

The procedure of W-APN Deactivation indication is invoked by the 3GPP AAA Server when a particular W-APN is deactivated.

TheW-APN Deactivation Indication Request/Response are mapped onto the Abort Session Request/Answer (ASR/ASA) messages defined in RFC 3588 [7].
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