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Introduction
In current I-WLAN system, the list of authorized visited network identifiers is stored as a part of subscriber data in HSS. It is HSS that determines whether the visited PLMN is allowed for a particular user in the case of roaming by using this parameter. HSS makes the decision whether the roaming is allowed after receiving authentication request from 3GPP AAA Server. However, in some cases this mechanism may not work well. In present discussion paper, this situation will be pointed out and some options will also be proposed.
Analysis

In current security architecture, if there is no authentication information available in 3GPP AAA Server when it begins to authenticate a user, e.g. the first authentication after the user switches on , 3GPP AAA Server will contact HSS to get authentication information. In the case of roaming, the identifier of visited PLMN which the user selects to access shall be included in the authentication request sent to HSS from 3GPP AAA Server. Then HSS shall check whether the user is allowed to roam in the visited PLMN selected by the user according to the list of authorized visited network identifiers. However, if the user re-selects a different VPLMN and initiates another authentication procedure, 3GPP AAA Server will not contact HSS if there is still an unused authentication vector available in it. In this case, HSS has no chance to validate the VPLMN re-selected by the user even if it is illegal.
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To solve the problem above and provide a reliable HSS check mechanism, some modifications should be used to enhance the current VPLMN check procedure running in HSS. Three candidates are proposed and analyzed.
Option 1: download the list to 3GPP AAA Server from HSS
It is 3GPP AAA Server that checks whether the VPLMN is allowed for a user through downloading the list to 3GPP AAA Server from HSS. The question is that if the list is delivered over Wx ref. point, it must have exact structure. However the exact structure of the list is an implementation option which brings more flexibility to operators and the exact structure should not be defined in specifications.
Option 2: authentication again if the VPLMN is changed
In this scheme, 3GPP AAA Server will always contact HSS to get authentication information if the VPLMN selected by a user is changed, even if there is still authentication information available. The merit is that this scheme is consistent with current procedure and no any modification is needed to HSS. The demerit is that it will lead to some unnecessary signalling burden on Wx ref. point.
Option 3: specific procedure to check that a VPLMN is allowed for a user
In this scheme, if the VPLMN selected by a user is changed and there is still authentication information available in it, 3GPP AAA Server will perform a specific procedure to check that the VPLMN is allowed for the user, e.g. RAR/RAA messages, instead of using authentication procedure between 3GPP AAA Server and HSS defined in section 6.3.1 of TS 29.234. There is no any impact on the current authentication procedure and this scheme keeps and enhances the current roaming-allowed check mechanism in HSS furthest.
Conclusion

Based on discussion and analysis above, it is proposed to adopt the option 3 to solve the question concerned in present paper. If agreed, Huawei would volunteer to propose a CR to TS 29.234.
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