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Introduction
Although not defined in 3GPP standards, every operator who offers GPRS roaming has a firewall protecting their GPRS network elements; nearly all of these firewalls are GTP aware. Such a firewall is usually combined with, or located behind, a Border Gateway (BG). In both cases however, it is located before any GTP node (e.g. SGSN, GGSN, PDG). This discussion paper describes an issue experienced in the "real world" in regards to such firewalls that can, and is hampering "real world" rollout of new 3GPP defined services/functionality in GTP. The aim of this paper is to raise awareness of the described issue.
Problem

It has come to Vodafone's attention that a large majority of GTP aware firewalls do not adhere to basic rules of GTP, as defined in 3GPP TS 29.060. The most notable and service affecting non‑compliance is as follows.

When a GTP message contains an IE of type TLV that is not recognised by a GTP aware firewall, such a firewall most commonly blocks the whole message and prohibits it from reaching its destined GTP node. This is the kind of behaviour that might be expected from a firewall, when confronted with an unknown IE, since firewalls are generally designed to treat anything unknown as a potential threat to the systems that they are employed to protect. However, this is in contradiction to the behaviour that 3GPP TS 29.060 expects of GTP nodes in that it states that such IEs should be silently discarded by the destination and the rest of the message processed. Such behaviour by a firewall results in PDP Context creations as well as PDP Context updates/modifications failing and therefore a subscriber's GPRS session unexpectedly terminating or failing to be established at all.

Impacts
At first sight, the impacts foreseen could be interpreted as negligible e.g. some may say that in order for a network operator to support a new service, they simply upgrade/re‑configure the firewalls. However, while an operator has the capability to upgrade/re‑configure their own firewalls, the problem is with the destination network's firewalls i.e. the roaming partner networks.
Due to lack of patch availability, money to spend, or a general unwillingness to upgrade the firewall by a roaming partner operator, a network operator most commonly has to compensate by dropping back to a version/implementation of GTP that does not contain any offending IE(s). Since GTPv1 nodes, by design of the protocol, support only one implementation of GTPv1 (i.e. one cannot configure which IEs not to send to which networks) such a fail‑safe version of GTP used is GTPv0.
However, dropping back to GTPv0 is an undesirable work‑around and has detrimental effects on such things as network timer settings (see previous Vodafone contribution N4‑031282 from CN4 #21), functionality supported, tracing capabilities, to name but a few! Most importantly though, it consequently means that any service/functionality supported in GTPv1 but not in GTPv0 will now not work. This is explained in the example below.
Network A supports IP Flow. Network B also supports IP Flow. Network A adds support for MBMS, while Network B does not yet support MBMS. When a Create PDP Context Request message is sent from a subscriber of Network A who is roaming in Network B, all is well. However, when a Create PDP Context Request messages is sent from a subscriber of Network B who is roaming in Network A, Network B's firewall drops the message because it contains IEs (relating to MBMS) which the firewall does not recognise. Network A, may then re‑try the Create PDP Context Request message using GTPv0, and the PDP Context Creation goes ahead. However, necessary information for IP Flow (content based charging in the home GGSN) is not conveyed to Network B and so the subscriber will have to be billed differently or worse, the subscriber's session cannot be billed for (and perhaps the PDP Context is torn down by the home operator, Network B, because of this!).
From the example above, it is demonstrated that when Network A wants to roll out a new service (in this case, MBMS), Network A would have to inform Network B and the rest of it's roaming partner networks to upgrade/re‑configure their firewalls to accept the new IEs in GTP messages.
Proposed Solutions
GTP mandates that unknown IEs of type TLV should be silently discarded for the same reason as MAP mandates such functionality for IEs that appear after an ellipsis i.e. it allows for optional enhancements to the protocol to be made in such a way that does not break current implementations. However, there is no point in GTP nodes having this functionality if GTP aware Firewalls do not also follow suit! In fact, such behaviour by GTP aware firewalls actually causes one important behaviour that GTP firewalls are meant to protect against, that being service disruption.
Vodafone therefore recommends that GTP aware Firewalls on the ingress (i.e. incoming from other networks) be slightly more "forgiving" with GTP messages, in one of the following ways:
· Remove all unrecognised GTP IEs (configurable as to what is "unrecognised") of type TLV and pass‑on the rest of the message to the destination GTP node behind the firewall. (medium term solution – only needed if the GTP node can't be trusted to drop unknown IEs itself!)
· Ignore all unknown GTP IEs of type TLV and pass‑on the message, leaving it up to the destination GTP node behind the firewall to "silently discard" them. (longer term solution – but preferred – that may require a more "hardened" GTP stack in the GTP node)
Extra processing overhead may be needed to support the above solutions compared to that of the current solution of simply dropping the whole GTP message when the first unknown GTP IEs is encountered. However, such functionality is needed by Firewalls if they are to be able to strike the right balance between security and future compatibility.

The only other alternative is to update GTP to state that it shall be possible to withhold the sending of optional GTP IEs to certain destinations (based on IP address of the destination). However, this goes against the current GTP philosophy, inherent since creation, of the destination node silently discarding unknown IEs. Also, this list could become quite large and require extensive O&M; in the worst case it would have to cater for all optional GTP IEs for all possible GTP destination nodes in all roaming partner networks! Therefore this solution is not recommended as a solution.
Conclusion

Due to non‑conformance to basic GTP functionality by GTP aware firewalls, network operators who want to start supporting new services/features that require sending of optional IEs of type TLV in GTP have to ask each and every one of their GPRS roaming partner network operators to upgrade/re‑configure their firewalls. With 100+ roaming partner network operators, this can not only be difficult to manage but realistically it would be impossible to wait for all such networks to perform this task before launching a new service.

Since the only immediately available work‑around for such networks with these kind of firewalls is to drop‑back to GTPv0, network timers have to be altered, billing systems may have to be altered (to allow for non‑IP Flow based charging in a believed to be IP Flow based charging capable network), tracing capability is hampered and all other GTPv1 enhancements made since GTPv0 will not be available. Also, this adversely affects the current drive by some GTP node manufacturers (and by GSMA) to support only GTPv1 across the board of all GTP nodes.

Therefore, Vodafone wishes to raise the above as an issue to the 3GPP community; mainly GTP node manufacturers, GTP aware firewall manufacturers/suppliers and fellow network operators. Vodafone hopes that by raising awareness of this issue, as well as suggesting potential solutions, GTP aware firewalls will no longer be detrimental to the success of GTP now and in the future. Also, the hard work done by 3GPP TSG‑SA WG2 and 3GPP TSG‑CT WG4 in specifying new services in a believed‑to‑be backwards compatible way is not undermined.
