Page 1



3GPP TSG-CT WG3 Meeting #98Bis
C3-186259
Vilnius, Lithuania, 15- 19 October 2018
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	29.222
	CR
	0062
	rev
	-
	Current version:
	15.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	supportedFeatures - CAPIF_Security_API

	
	

	Source to WG:
	Samsung Electronics

	Source to TSG:
	C3

	
	

	Work item code:
	CAPIF-CT
	
	Date:
	2018-10-08

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
     Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	supportedFeatures attribute to negotiate applicable optional features is not present.

	
	

	Summary of change:
	SupportedFeatures attribute is added to relevant data types.

	
	

	Consequences if not approved:
	Incomplete definition of CAPIF_Security_API

	
	

	Clauses affected:
	8.5.4.1, 8.5.4.2.2, A.6

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


Proposed changes:

*** 1st Change ***

8.5.4.1
General

This subclause specifies the application data model supported by the API.

Table 8.5.4.1-1 specifies the data types defined for the CAPIF service based interface protocol.

Table 8.5.4.1-1: Specific Data Types

	Data type
	Section defined
	Description
	Applicability

	ServiceSecurity
	8.5.4.2.2
	Details of the security method for each service API interface. When included by the API invoker, it shall indicate the preferred method of security. When included by the CAPIF core function, it shall indicate the security method to be used for the service API interface.
	

	SecurityMethod
	8.5.4.2.3
	Interface details and the security method
	

	SecurityNotificationDestination
	8.5.4.2.4
	Notification destination details
	

	SecurityNotification
	8.5.4.2.5
	Revoked authorization notification details
	


Table 8.5.4.1-2 specifies data types re-used by the CAPIF_Security_API service based interface: 

Table 8.5.4.1-2: Re-used Data Types

	Data type
	Reference
	Comments
	Applicability

	InterfaceDescription
	Subclause 8.2.4.2.3
	Details of the interface
	

	Uri
	3GPP TS 29.122 [14]
	
	

	TestNotification
	3GPP TS 29.122 [14]
	Following differences apply:

-
The SCEF is the CAPIF core function; and

-
The SCS/AS is the Subscribing functional entity.
	

	WebsockNotifConfig
	3GPP TS 29.122 [14]
	Following differences apply:

-
The SCEF is the CAPIF core function; and

-
The SCS/AS is the Subscribing functional entity.
	

	SupportedFeatures
	3GPP TS 29.571 [xx]
	Used to negotiate the applicability of optional features defined in table 8.5.6-1.
	


*** 2nd Change ***

8.5.4.2.2
Type: ServiceSecurity

Table 8.5.4.2.2-1: Definition of type ServiceSecurity

	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	securityPreferences
	array(SecurityMethod)
	O
	0..N
	API invoker's preference of the security method for a service API interface.

May be present in the HTTP POST request from the API invoker to the CAPIF core function to negotiate the security mechanism.

Shall not be present in any other HTTP request or HTTP response.
	

	selectedSecurityMethods
	array(SecurityMethod)
	C
	0..N
	Security method selected by the CAPIF core function for each service API interface. Shall be present in the HTTP POST response from the CAPIF core function to the API invoker.

Shall not be present in any other HTTP request or HTTP response.
	

	apiInvokerSecurityMethods
	array(SecurityMethod)
	O
	0..N
	Security method for each service API interface selected for the API invoker by the CAPIF core function. May be present only in the HTTP GET response from the CAPIF core function to the API exposing function.

Shall not be present in any other HTTP request or HTTP response.
	

	securityNotificationDestination
	SecurityNotificationDestination
	M
	1
	Security notification destination information provided by the API invoker. 
	

	supportedFeatures
	SupportedFeatures
	O
	0..1
	Used to negotiate the supported optional features of the API as described in subclause 7.8.

This attribute shall be provided in the HTTP POST request and in the response of successful resource creation.
	


*** 3rd Change ***

A.6
CAPIF_Security_API
openapi: 3.0.0

info:

  title: CAPIF_Security_API

  version: "1.PreR15.0.0"

servers:

  - url: '{apiRoot}/capif-security/v1'

    variables:

      apiRoot:

        default: https://demohost.com

        description: apiRoot as defined in subclause 7.5 of 3GPP TS 29.222.

paths:

  /trustedInvokers:

    post:

      requestBody:

        description: All trusted API invokers

        required: true

        content:

          application/json:

            schema:

              $ref: '#/components/schemas/ServiceSecurity'

      callbacks:

        notificationDestination:

          '{request.body#/notificationDestination}':

            post:

              requestBody: 

                required: true

                content:

                  application/json:

                    schema:

                      $ref: '#/components/schemas/SecurityNotification'

              responses:

                '204':

                  description: No Content (successful notification)

                '400':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/400'

                '401':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/401'

                '403':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/403'

                '409':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/409'

                '411':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/411'

                '412':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/412'

                '413':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/413'

                '500':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/500'

                '503':

                  $ref: 'TS29122_CommonData.yaml#/components/responses/503'

                default:

                  $ref: 'TS29122_CommonData.yaml#/components/responses/default'

      responses:

        '201':

          description: Successful created.

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/ServiceSecurity'

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '409':

          $ref: 'TS29122_CommonData.yaml#/components/responses/409'

        '411':

          $ref: 'TS29122_CommonData.yaml#/components/responses/411'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '413':

          $ref: 'TS29122_CommonData.yaml#/components/responses/413'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

  /trustedInvokers/{apiInvokerId}:

    get:

      parameters:

        - name: apiInvokerId

          in: path

          description: Identifier of an individual API invoker

          required: true

          schema:

            type: string

        - name: authenticationInfo

          in: query

          description: When set to 'true', it indicates the CAPIF core function to send the authentication information of the API invoker. Set to false or omitted otherwise.

          schema:

            type: boolean

        - name: authorizationInfo

          in: query

          description: When set to 'true', it indicates the CAPIF core function to send the authorization information of the API invoker. Set to false or omitted otherwise.

          schema:

            type: boolean

      responses:

        '200':

          description: The security related information of the API Invoker based on the request from the API exposing function.

          content:

            application/json:

              schema:

                $ref: '#/components/schemas/ServiceSecurity'

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

    delete: 

      parameters:

        - name: apiInvokerId

          in: path

          description: Identifier of an individual API invoker

          required: true

          schema:

            type: string

      responses:

        '204':

          description: No Content (Successful deletion of the existing subscription)

        '400':

          $ref: 'TS29122_CommonData.yaml#/components/responses/400'

        '401':

          $ref: 'TS29122_CommonData.yaml#/components/responses/401'

        '403':

          $ref: 'TS29122_CommonData.yaml#/components/responses/403'

        '404':

          $ref: 'TS29122_CommonData.yaml#/components/responses/404'

        '412':

          $ref: 'TS29122_CommonData.yaml#/components/responses/412'

        '500':

          $ref: 'TS29122_CommonData.yaml#/components/responses/500'

        '503':

          $ref: 'TS29122_CommonData.yaml#/components/responses/503'

        default:

          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

components:

  schemas:

    ServiceSecurity:

      type: object

      properties:

        securityPreferences:

          type: array

          items:

            $ref: '#/components/schemas/SecurityMethod'

          minimum: 0

        selectedSecurityMethods:

          type: array

          items:

            $ref: '#/components/schemas/SecurityMethod'

          minimum: 0

        apiInvokerSecurityMethods:

          type: array

          items:

            $ref: '#/components/schemas/SecurityMethod'

          minItems: 0

        securityNotificationDestination:

          $ref: '#/components/schemas/SecurityNotificationDestination'

        supportedFeatures:

          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:

        - securityNotificationDestination

    SecurityMethod:

      type: object

      properties:

        interfaceDetails:

          $ref: 'TS29222_CAPIF_Publish_Service_API.yaml#/components/schemas/InterfaceDescription'

        securityMethod:

          type: string

          description: Security method for the interface

        authenticationInfo:

          type: string

          description: Authentication related information

        authorizationInfo:

          type: string

          description: Authorization related information

      required:

        - interfaceDetails

        - securityMethod

    SecurityNotificationDestination:

      type: object

      properties:

        notificationDestination:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/Uri'

        requestTestNotification:

          type: boolean

          description: Set to true by API invoker to request the CAPIF core function to send a test notification as defined in in subclause 7.6. Set to false or omitted otherwise.

        websockNotifConfig:

          $ref: 'TS29122_CommonData.yaml#/components/schemas/WebsockNotifConfig'

      required:

        - notificationDestination

    SecurityNotification:

      type: object

      properties:

        apiInvokerId:

          type: string

          description: String identifying the API invoker assigned by the CAPIF core function 

        apiId:

          type: string

          description: Identifier of the service API

        cause:

          $ref: '#/components/schemas/Cause'

      required:

        - apiInvokerId

        - apiId

        - cause

    Cause:

      anyOf:

      - type: string

        enum:

          - OVERLIMIT_USAGE

          - UNEXPECTED_REASON
      - type: string

        description: >

          This string provides forward-compatibility with future

          extensions to the enumeration but is not used to encode

          content defined in the present version of this API.

      description: >

        Possible values are

        - OVERLIMIT_USAGE: The revocation of the authorization of the API invoker is due to the overlimit usage of the service API

        - UNEXPECTED_REASON: The revocation of the authorization of the API invoker is due to unexpected reason.
*** End of Changes ***

