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*** 1st Change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.501: " System Architecture for the 5G System; Stage 2".
[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4]
3GPP TS 23.203: "Policies and Charging control architecture; Stage 2".
[aa]
IETF RFC 4862: "IPv6 Stateless Address Autoconfiguration".
[bb]
IETF RFC 3736: "Stateless Dynamic Host Configuration Protocol (DHCP) Service for IPv6".
[cc]
IETF RFC 3315: "Dynamic Host Configuration Protocol for IPv6 (DHCPv6)".
[dd]
IETF RFC 2131: "Dynamic Host Configuration Protocol".
[ee]
IETF RFC 1542: "Clarification and Extensions for the Bootstrap Protocol".
[ff]
IETF RFC 4039: "Rapid Commit Option for the Dynamic Host Configuration Protocol version 4 (DHCPv4)".

*** 2nd Change ***
6
Interworking between the 5G System and external Data Networks (DN)
6.1
Reference Model

This clause will describe the Reference Architecture related to the interworking between the 5G system and external Data Networks.
6.1.x
General
6.1.x.1
Interworking with external DN with DHCP service
The Packet Domain may obtain IP address via external DHCP server during the PDU session establishment procedure in a 5G system. For IPv4, the SMF acts as the DHCP client towards the external DHCP server. For IPv6, the SMF acts as the DHCP server towards the UE and the DHCP client towards the external DHCP server. The UPF does not have any DHCP functionality and just forwards packets between the SMF and external server over the user plane for IPv4 or IPv6, and between the UE and the SMF over the user plane for IPv6.
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Figure 6.1.x.1-1: The architecture of 5G System interworking with external netowrk for DHCP

*** 3rd Change ***

6.3
System Procedures

This clause will analyse the System Procedures related to the interworking between the 5G system and external Data Networks.
6.3.x
IP Address Management

When interworking with IP networks, the SMF may interact with an external Data Network for UE IP Address management. It includes the support of IP address allocation, renewal and release related messages over N6 reference point.
NOTE: 
The SMF may get an IP index from the PCF to assist in selecting how the IP address is to be allocated when multiple allocation methods or multiple instances of the same method are supported.
The following methods are already considered for UE IP Address management in an external network:

· IPv4 Address allocation and IPv4 parameter configuration using DHCPv4

· /64 IPv6 prefix allocation via IPv6 stateless address autoconfiguration via DHCPv6 according to IETF RFC 4862 [aa]

· IPv6 parameter configuration via stateless DHCPv6 according to IETF RFC 3736 [bb]
6.3.x.1
IPv4 Address allocation and IPv4 parameter configuration via DHCPv4
The UE may obtain the IPv4 address and/or its configuration parameters at or after the initial access signalling (i.e. initial PDU session establishment) to the packet domain. The request for IPv4 address and/or configuration parameters from the UE may trigger the SMF acting as a DHCPv4 client to request the IPv4 address and/or configuration parameters from an external DHCPv4 server and deliver them to the UE. The DHCPv4 functions in the SMF, the UE and the external DHCPv4 server shall be compliant to IETF RFC 2131 [dd], IETF RFC 1542 [ee] and IETF RFC 4039 [ff]. 

The following system procedure describes the successful IPv4 address allocation and parameter configuration signalling flow between the SMF and the external DHCPv4 server as depicted in Figure 6.3.x1-1. For a detailed description of the DHCPv4 messages, refer to IETF RFC 2131 [dd], IETF RFC 1542 [ee] and IETF RFC 4039 [ff].
1)
The DHCPv4 client function in the SMF sends a DHCPDISCOVER as an IP limited broadcast message, i.e. the destination address 255.255.255.255, towards the external DN. If the SMF has the DHCPv4 server IP addresses configured for the DNN, the DHCPDISCOVER shall be send as unicast (or even multicast) to the external DHCPv4 servers. 
2)
Upon receiving the DHCPDISCOVER request message, the external DHCPv4 servers reply by sending a DHCPOFFER message including an offered IP address. Several DHCPOFFER messages may be received by the SMF if multiple DHCPv4 servers respond to the DHCPDISCOVER. 

3)
The DHCPv4 client function in the SMF processes the messages and sends a DHCPREQUEST towards the selected external DHCPv4 server.
NOTE: 
If the optimized signalling (Rapid Commit Option) is used as per IETF RFC 4039 [ff], the messages 2-3 can be eliminated. 
4)
Upon receiving the DHCPREQUEST message, the selected external DHCPv4 server acknowledges the address allocation by sending a DHCPACK containing the lease period (T1), the time-out time (T2) and the configuration information requested in DHCPREQUEST. The SMF stores the allocated IPv4 address, the lease timers and the configuration parameters.
NOTE: 
The SMF will further deliver the IPv4 address and the configuration parameters to the UE by SM NAS message.
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Figure 6.3.x.1-1: The signalling flow for IPv4 address allocation and parameter configuration using DHCPv4

Figure 6.3.x.1-2 is a signalling flow for IPv4 address lease renew by using DHCPv4 protocol as specified in IETF RFC 2131 [dd].

1)
The DHCPv4 client function in the SMF sends a unicast DHCPREQUEST towards the external DHCPv4 server to extend the lease period of the allocated IPv4 address.

2)
The external DHCPv4 server replies with a DHCPACK message confirming the renewed lease and the T1 and T2 timers are restarted.
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Figure 6.3.x.1-2: The signalling flow for IPv4 address lease renew using DHCPv4
6.3.x.2
IPv6 Prefix allocation via IPv6 stateless address autoconfiguration via DHCPv6
When the IPv6 prefix is allocated from the external DN, the SMF is responsible to obtain the IPv6 prefix for external DN, allocate and release the IPv6 prefix. The SMF may use DHCPv6 to obtain the IPv6 prefix from the external DN. In this context, the SMF shall act as a DHCP client as per IETF RFC 3315 [cc] towards the external DHCPv6 server.
The following system procedure describes the signalling flows for the IPv6 Stateless Address Autoconfiguration procedures for 5G system. The procedures are based on the descriptions in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3]. 
1.
UE initiates the PDU Session Establishment procedure, indicating IPv6 address is required.

2.
The AMF sends Session Management Request including the PDU Session Establishment Request to the SMF.
3.
The SMF may retrieve IPv6 prefix using DHCPv6 mechanism. This procedure is performed when an external DN allocates an IPv6 prefix, the signaling between the SMF and external DN is exchanged via UPF which is omitted in the figure.
4.
The SMF sends PDU Session Establishment Accept included in the Session Management Response to the AMF. It includes the IPv6 prefix.

5.
The AMF sends PDU Session Establishment Accept message to the UE without the IPv6 prefix. The UE shall ignore the IPv6 prefix if it receives it in the message.
6.
The UE may send a Router Solicitation to the SMF via the UPF to solicit a Router Advertisement message.

7.
The SMF sends a Router Advertisement message to the UE via the UPF, solicited or unsolicited. It shall include an IPv6 prefix in Prefix Information option field of the message. The prefix is the same as the one in the PDU Session Establishment Accept message, if it is provided during the previous PDU Session Establishment procedure.
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 Figure 6.3.x.2-2: IPv6 Stateless Address Autoconfiguration
6.3.x.3
IPv6 parameter configuration via stateless DHCPv6
A UE that has obtained an IPv6 address may use stateless DHCP to request other configuration information such as a list of DNS recursive name servers or SIP servers.
For 3GPP networks, when an external DHCPv6 server in a DN is used to obtain the requested parameters, the SMF acts as a DHCPv6 client towards the external DHCPv6 server while acting a DHCPv6 server towards the UE.

The IPv6 parameter configuration via stateless DHCPv6 function in the UE, the SMF and the external DHCPv6 Server shall be compliant to IETF RFC 3736 [bb]. The following system procedure describes the signalling flows for the IPv6 parameter configuration via stateless DHCPv6 procedures for 5G system. All messages in the following steps between the UE and the SMF are sent via the UPF.
1)
A Router Advertisement with the O-flag set, is sent from SMF to UE to indicate to it to retrieve other configuration information.

2)
The UE sends an INFORMATION-REQUEST message with the IP destination address set to the All_DHCP_Relay_Agents_and_Servers multicast address defined in the DHCPv6 IETF RFC 3315 [cc]. The source address shall be the link-local address of the UE. The DHCP relay agent in the SMF shall forward the message.

3)
DHCP servers receiving the forwarded INFORMATION-REQUEST message, reply by sending a RELAY‑REPLY message, with the "Relay Message" option including a REPLY message with the requested configuration parameters.


The UE chooses one of the possibly several REPLY messages and extracts the configuration information. 
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Figure 6.3.x.3-1: DHCPv6 Other configuration signal flow
*** End of Changes ***
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