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*** 2nd Change ***
5
T8 APIs
Editor's note: It is FFS how the actual API set is structured. Typically, when building a REST API or set thereof, one starts with builing a resource model. Then, defines operations on the resources. It appears that the MonitorinEvenAPI is not an API as such but a part of a larger API (resource structure). Further study is required how to slice this.
5.1
Introduction
The T8 APIs are a set of APIs defining the related procedures and resources for the interaction between the SCEF and the SCS/AS.
Editor's note: Typically, after the intro clause, one defines the general URI structure and the resource tree. It is recommended to do this in a separate contribution.
5.2
MonitoringEvent API
5.2.1x
Overview

Editor's note: This clause it put here to find a place for the proposed content. Once the overall resource structure has been defined, this content needs to be relocated to the appropriate clause. 
The MonitoringEvent API allows the SCS/AS to subscribe to notifications about specific events (as described in subclause 4.5.6.1 TS 23.682 [2]) in 3GPP networks and if the corresponding event is detected, allows the SCEF to report the event by sending notifications to the authorised users. 
The MonitoringEvent API follows RESTful design principles. All operations shall be performed using HTTP 1.1 (IETF RFC 7231 [aa]) over TLS (IETF RFC 5246 [bb]). The request and response body shall be encoded in JSON [dd].
The SCS/AS uses the HTTP POST method to subscribe to notifications about monitoring events via the suitable 3GPP network element. Every HTTP request results in a response message that comes back with a status code and further information in its body, if required. The HTTP request initiator waits for this response before initiating a further request.
Editor´s note: Timeout procedures are.ffs
5.2.2x
Data model
5.2.2x.1
Resource data types

5.2.2x.1.1
Introduction

This clause defines data structures to be used in resource representations, including subscription resources.

5.2.2x.1.2
Type: MonitoringEventSubscription
This type represents a subscription to monitoring events. The same structure is used in the subscription request and subscription response.

Table 5.2.2x.1.2-1: Definition of type MonitoringEventSubscription
	Attribute name
	Data type
	Cardinality
	Description

	Id
	String
	0..1
	Identifier of this subscription. Set by the SCEF.

Shall be absent when this data structure is sent in a request, and shall be present in responses.

	ExternalIdentifiers

	String
	0..N
	Each element uniquely identifies a user as defined in Clause 4.6.2 of 3GPP TS 23.682 [2].

(NOTE 1)

	Msisdns
	String
	0..N
	Each element identifies the MS internal PSTN/ISDN number allocated for a UE.

(NOTE 1)

	externalGroupId
	String
	0..1
	Identifies a user group as defined in Clause 4.6.2 of 3GPP TS 23.682 [2].

(NOTE 1)

	scsAsId
	String
	
	Identifies a SCS/AS.

	ttri
	Integer
	
	Identifies an atomic transaction

	Tltri
	Integer
	
	Identifies a long term transaction

	monitoringType
	MonitoringTypes
	
	Enumeration of monitoring types. Refer to clause 5.2.2x.4.3.

	maximumDetectionTime
	Integer
	0..1
	If "monitoring-Type" is “LOSS_OF_CONNECTIVITY”, this parameter may be included to identifiy the maximum period of time after which the UE is considered to be unreachable.

Unit: seconds.

	reachabilityType
	Enum
	0..1
	If "monitoring-Type" is “UE_REACHABILITY”, this parameter shall be included to identifiy whether the request is for “Reachability for SMS” or “Reachability for Data”, or both.

Enumeration of Reachability Type.

Permitted values:

· "SMS": The request is for “Reachability for SMS”;

· "DATA": The request is for “Reachability for Data”;

· "SMS_AND_DATA": The request is both for “Reachability for SMS” and “Reachability for Data”.

	maximumLatency
	Integer
	0..1
	If "monitoring-Type" is “UE_REACHABILITY”, this parameter may be included to identifiy the maximum delay acceptable for downlink data transfers.

Unit: seconds.

	maximumResponseTime
	Integer
	0..1
	If "monitoring-Type" is “UE_REACHABILITY”, this parameter may be included to identifiy the length of time for which the UE stays reachable to allow the SCS/AS to reliably deliver the required downlink data.

Unit: seconds.

	suggestedNumberOfDlPackets
	Integer
	0..1
	If "monitoringType" is “UE_REACHABILITY”, this parameter may be included to identifiy the number of packets that the serving gateway shall buffer in case that the UE is not reachable.

	idleStatusIndication

	Boolean
	0..1
	If "monitoringType" is set to “UE_REACHABILITY”, this parameter may be included to indicate the notification of when a UE, for which PSM is enabled, transitions into idle mode.

· "true": indicate enabling of notification

· "false": indicate no need to notify
Default: "false".

	locationType

	Enum
	0..1
	If "monitoringType" is “LOCATION_REPORTING”, this parameter shall be included to identify whether the request is for Current Location or Last known Location. 

Enumeration of Location Type.

Permitted values: 

· "CURRENT_LOCATION": The request is for “Current Location”;

· "LAST_KNOWN_LOCATION": The request is for “Last known Location”.

	accuracy

	Enum
	0..1
	If "monitoring-Type" is “LOCATION_REPORTING”, this parameter may be included to identify the desired level of accuracy of the requested location information, as described in subclause 4.9.2 of 3GPP TS 23.682 [2].

Enumeration of Accuracy.

Permitted values:

· “CGI_ECGI”: The reporting accuracy is at cell level;

· “ENODEB”: The reporting accuracy is at eNodeB level;

· “TA_/RA”: The reporting accuracy is at the TA/RA level.

	maximumNumberOfReports

	Integer
	?
	Identifies the maximum number of event reports to be generated by the HSS, MME/SGSN as specified in subclause 5.6.0 of 3GPP TS 23.682 [2].

	monitoringDuration

	Datetime
	?
	Identifies the absolute time at which the related monitoring event request is considered to expire, as specified in subclause 5.6.0 of 3GPP TS 23.682 [2].

	tltriForDeletion

	String
	?
	Identifies the transaction identified by the tltri which is deleted.

	groupReportingGuardTime
	Datetime
	?
	Identifies the time for which the SCEF can aggregate the monitoring event reports detected by the UEs in a group and report them together to the SCEF/SCS/AS, as specidifed in subclause 5.6.0 of 3GPP TS 23.682 [2].

	NOTE 1:
One of the properties “externalIds”, “msisdns” or “externalGroupId” shall be included


Editor´s note: Handling if maximumNumberOfReports is exceeded is ffs
Editor´s note: Meaning of tltriForDeletion requires futhere clarifications
5.2.2x.2
Notification data types

5.2.2x.2.1
Introduction

This clause defines data structures to be used in notifications.

5.2.2x.2.2
Type: MonitoringEventNotification
This data type represents a monitoring event notification which is sent form the SCEF to the SCS/AS. 
Table 5.2.2x.2.2-1: Definition of type MonitoringEventNotification
	Attribute name
	Data type
	Cardinality
	Description

	subscriptionId
	String
	1
	Identifier of the related subscription. 

Editor's note: It is also good practice in REST to provide inter-resource links (HATEOAS). This will be addressed in a separate contribution.

	tltri

	String
	?
	If monitoringEventReports is included, this parameter shall be included to identify a long term transaction.

	monitoringEventReports

	Structure
	?
	Monitoring reports.

	>externalId
	String
	?
	Uniquely identifies a user

	>msisdn
	String
	?
	Identifies the MS internal PSTN/ISDN number allocated for a UE

	>monitoringType
	MoitoringTypes
	?
	The monitoring type (refer to clause 5.2.2x.4.3)

	>latitude
	Number
	0..1
	If "monitoringType" is “LOCATION_REPORTING”, this parameter may be included to indicate the latitude value for the UE.

	>longitude
	Number
	0..1
	If "monitoringType" is “LOCATION_REPORTING”, this parameter may be included to indicate the longitude value for the UE.

	>roamingStatus
	Enum
	0..1
	If "monitoringType" is “ROAMING_STATUS”, this parameter shall be included to indicate whether the UE is on roaming status or not.
Enumeration of Roaming Status. 
Permitted values:
· “ROAM”: The UE is within the HPLMN;
· “NON_ROAM”: The UE is in the VPLMN;


5.2.2x.3
Referenced structured data types

None specified.
5.2.2x.4
Referenced simple data types and enumerations
5.2.2x.4.1
Introduction
This clause defines simple data types and enumerations that can be referenced from data structures defined in the previous clauses.
5.2.2x.4.2
Simple data types 

The simple data types defined in table 5.2.2x.4.2-1 shall be supported.

Table 5.2.2x.4.2-1: Simple data types

	Type name
	Description

	Datetime
	TBD

	Uri
	String formatted according to IETF RFC 3986 [ee].


5.2.2x.4.3
Enumeration: MonitoringTypes
The enumeration MonitoringTypes represents monitoring types. It shall comply with the provisions defined in table 5.2.2x.4.3-1.
Table 5.2.2x.4.3-1: Enumeration MonitoringTypes
	Enumeration value
	Description

	LOSS_OF_CONNECTIVITY
	The SCS/AS requests to be notified when the 3GPP network detects that the UE is no longer reachable for signalling or user plane communication

	UE_REACHABILITY
	The SCS/AS requests to be notified when the UE becomes reachable for sending either SMS or downlink data to the UE

	LOCATION_REPORTING
	The SCS/AS requests to be notified of the current location or the last known location of the UE

	CHANGE_OF_IMSI_IMEI_ASSOCIATION
	The SCS/AS requests to be notified when the association of an ME (IMEI(SV)) that uses a specific subscription (IMSI) is changed

	ROAMING_STATUS
	The SCS/AS queries the UE’s current roaming status and requests to get notified when the status changes

	COMMUNICATION_FAILURE
	The SCS/AS requests to be notified of communication failure events

	AVAILABILITY_AFTER_DDN_FAILURE
	The SCS/AS requests to be notified when the UE has become available after a DDN failure

	NOTE: More monitoring types can be added in the future based on stage 2.


Editor´s note differences between LOSS_OF_CONNECTIVITY and COMMUNICATION_FAILURE, as defined in TS 23.682, require further clarification.
5.2.3x
Resource structure

5.2.3x.1
General
All resource URIs of this API shall have the following root:

{apiRoot}/{apiName}/{apiVersion}/

"ApiRoot" is configured by means outside the scope of the present document. It includes the scheme ( "https"), host and optional port, and an optional prefix string. "ApiName" shall be set to "T8" for the T8 API and "apiVersion" shall be set to "v1.0" for the current version as defined in the present document. All resource URIs in the subclauses below are defined relative to the above root URI.
Editor's note: this clause needs to be expanded to include statements about general HTTP usage, content type(s) supported, HTTPS support, {apiVersion} definition.
The following resources and HTTP methods are supported for this API:

Table 5.2.3x.1-1: Resources and methods overview

	Resource name
	Resource URI
	HTTP method
	Meaning

	Monitoring events subscrptions
	subscriptions
	POST
	Create a new subscription to monitoring events

	Monitoring events notifications 
	notifications
	POST
	Send notifications about monitoring events


Editor's note: it is FFS if a pull mode for monitoring event information is needed and how to represent it as resource.

Editor's note: It is FFS whether it is required to terminate (DELETE) a subscription, to read (GET) subscriptions, and to modify (PUT/PATCH) subscriptions.
5.2.3x.2
Resource: Monitoring Events Subscription
5.2.3x.2.1
Introduction
This resource allows the SCS/AS to subscribe to notifications about monitoring events at the SCEF.  
5.2.3x.2.2
Resource definition

Resource URI: {apiRoot}/{apiName}/v1/subscriptions
This resource shall support the resource URI variables defined in table 5.2.3x.2.2-1.

Table 5.2.3x.2.2-1: Resource URI variables for resource "Subscriptions to Monitoring events"
	Name
	Definition

	apiRoot
	See clause 5.2.3x.1

	apiName
	See clause 5.2.3x.1


5.2.3x.2.3
Resource methods

5.2.3x.2.3.1
GET

Not supported.
5.2.3x.2.3.2
PUT
Not supported.

5.2.3x.2.3.3
PATCH
Not supported.

5.2.3x.2.3.4
POST
The POST method creates a new subscription. It is initiated by the SCS/AS and answered by the SCEF. 
This method shall support the URI query parameters, request and response data structures, and response codes, as specified in the tables 5.2.3x.2.3.4-1 and 5.2.3x.2.3.4-2.

Table 5.2.3x.2.3.4-1: URI query parameters supported by the POST method on this resource 
	Name
	Data type
	Cardinality
	Remarks

	none specified
	
	
	


Table 5.2.3x.2.3.4-2: Data structures supported by the POST request/response by the resource

	Request body
	Data type
	Cardinality
	Remarks

	
	MonitoringEventSubscription
	1
	Parameters to register a subscription to notifications about monitoring events with the SCEF.

	Response body
	Data type
	Cardinality
	Response

codes
	Remarks

	
	MonitoringEventSubscription
	1
	201 Created
	The subscription was created successfully. 

The SCEF shall return a data structure of type "MonitoringEventSubscription" in the response payload body.

On success, the HTTP response shall include a "Location" HTTP header that points to the created resource.

	
	FFS
	FFS
	401 Unauthorized
	Upon receipt of the HTTP POST request from the SCS/AS, the SCEF will check whether the SCS/AS is authenticated and authorized to create services as described in clause 6. If the authorization fails, the SCEF shall send a 401 message.
Editor's note: The existence and format of the payload body depends on the authorization framework used and is FFS.

	
	ProblemDetails
	0..1
	404 Not Found
	The resource URI was incorrect.

More information may be provided in the "detail" attribute of the "ProblemDetails" structure (see IETF RFC 7807 [ff]).

	
	ProblemDetails
	0..1
	400 Bad Request
	Incorrect parameters were passed to the request.

More information should be provided in the "detail" attribute of the "ProblemDetails" structure (see IETF RFC 7807 [ff]).

	
	ProblemDetails
	0..1
	403 Forbidden
	The operation is not allowed given the current status of the resource. 

More information should be provided in the "detail" attribute of the "ProblemDetails" structure (see IETF RFC 7807 [ff]).

	NOTE: In addition to the above response codes, the SCEF can also send other valid HTTP response codes, if applicable. The list of all valid HTTP response codes can be found in [i.x].


5.2.3x.2.3.5
DELETE
Not supported.
5.2.3x.3
Monitoring Events Notification

5.2.3x.3.1
Introduction
This resource allows the SCEF to send notifications about monitoring events to the SCS/AS. 
5.2.3x.3.2
Resource definition
5.2.3x.3.3
Resource methods

Annex X: JSON schema definitions for the data types defined in the present document
Editor's note: It is FFS whether an OpenAPIs representation of the API defined in the present document will be created. Such representation can naturally embed JSON Schema.

X.1 MonitoringEvent API
X.1.1 MonitoringEventSubscription
The MonitoringEventSubscription data type defined in clause x.y can be shown using the following JSON schema:

{

            "id": {
"type": "string",

"description": " Identifier of this subscription. Set by the SCEF"

            },

            "externalIdentifiers ": {
"type": "array",

"description": "List of External Identifiers",

"items" : {

"type" : "string"

}
            },

            "msisdns": {
"type": "array",

"description": "List of MSISDNs",

"items" : {

"type" : "string"

}

            },
            "externalGroupId ": {
"type": "string",

"description": "Refer to Table 5.2.2x.1.2-1 for detailed description"

            },

            "scsAsId": {
"type": "string",

"description": "SCS/AS Identifier"

            },

                "ttri": {

 "description": " Refer to Table 5.2.2x.1.2-1 for detailed description ",

 "type": "integer"

                
},

                "tltri": {

 "description": " Refer to Table 5.2.2x.1.2-1 for detailed description ",

 "type": "integer"

                
},

            "monitoringType": {
"type": "number",

"description": " Refer to Table 5.2.2x.1.2-1 for detailed description "

            },

            "maximumDetectionTime": {
"type": "number",

"description": " Refer to Table 5.2.2x.1.2-1 for detailed description "

            },

            "reachabilityType": {
"type": "number",

"description": " Refer to Table 5.2.2x.1.2-1 for detailed description "

            },

            "maximumLatency": {
"type": "number",

"description": " Refer to Table 5.2.2x.1.2-1 for detailed description "

            },

            "maximumResponseTime": {
"type": "number",

"description": " Refer to Table 5.2.2x.1.2-1 for detailed description "

            },

            "suggestedNumberOfDlPackets": {
"type": "number",

"description": " Refer to Table 5.2.2x.1.2-1 for detailed description "

            },

            "idleStatusIndication": {
"type": "number",

"description": " Refer to Table 5.2.2x.1.2-1 for detailed description"

            },

            "locationType": {
"type": "number",

"description": " Refer to Table 5.2.2x.1.2-1 for detailed description"

            },

            "accuracy":{

 "description": " Refer to Table 5.2.2x.1.2-1 for detailed description",

 "type": "number"

                
},
            "maximumNumberOfReports": {
"type": "number",

"description": " Refer to Table 5.2.2x.1.2-1 for detailed description"

            },

            "monitoringDuration": {
"type": "time",

"description": " Refer to Table 5.2.2x.1.2-1 for detailed description"

            },

            "tltriForDeletion": {
"type": "string",

"description": "Refer to Table 5.2.2x.1.2-1 for detailed description"

            },

            "groupReportingGuardTime": {
"type": "time",

"description": "Refer to Table 5.2.2x.1.2-1 for detailed description"

            },

}
X.1.2
MonitoringEventNotification

*** End of Changes ***
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