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*** 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.203: “Policy and charging control architecture”.

[3]
 3GPP TS 29.213: "Policy and Charging Control signalling flows and QoS parameter mapping"
[4]
3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".
[5]
 3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".
[6]
IETF RFC 793: "Transmission Control Protocol".

[7]
IETF RFC 2616: "Hypertext Transfer Protocol – HTTP/1.1".
[8]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[9]
IETF RFC 2818: "HTTP Over TLS".
[10]
IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax"
[11]
IETF RFC 7159: "The JavaScript Object Notation (JSON) Data Interchange Format".

[12]
IETF draft-newton-json-content-rules-07: "A Language for Rules Describing JSON Content".

[13]
IETF RFC 6733 "Diameter Base Protocol".
[14]
3GPP TS 29.250: "Nu reference point between SCEF and PFDF for sponsored data connectivity".
[x]
3GPP TS 29.155: "Traffic steering control; Representational state transfer (REST) over St reference point".
*** 2nd Change ***
4.4.1
Request for PFDs (“Pull mode”)

At the time a PCC Rule with an application identifier for which PFDs are not available is activated or provisioned, or when the caching timer for an application identifier elapses and a PCC Rule for the application identifier is still active, the PCEF shall request all PFDs for the application identifier from the PFDF. 

The PCEF shall send an HTTP GET message to the PFDF to retrieve the PFDs for one or more application identifier(s) as defined in subclauses 6.3.3.2, 6.3.3.3 and 6.3.3.4. Upon receipt of the HTTP request for the pull operation, the PFDF shall respond to the PCEF indicating whether the pull operation was successful or not by using one of the HTTP status codes; if the pull operation is successful, the PFDF shall also include the PFDs of the specified application identifier(s) from the request within the body of the HTTP response.
Upon receipt of the HTTP response from the PFDF, the PCEF install, modify or remove the PFDs accordingly. If the installation or modification of the PFDs fails, the PCEF shall notify the PFDF of the pfd enforcement failure by sending an  HTTP POST request to the PFDF. The JSON body of this HTTP POST shall include a notification-info field containing a pfd-reports field and a notification-tag field set to a value of pfd_event filled. Each item of the pfd-reports shall include the corresponding pfd-failure-code field and pfd-status field to INACTIVE.
*** 3rd Change ***
4.4.2
Provisioning of PFDs (“Push mode” and "Combination mode")

The PFDF may create, update or remove one or multiple PFDs associated with application identifier(s) to the PCEF.When the creation/update/removal for one or more application identifiers is received from the SCEF, the PFDF may:

-
immediately send to the PCEF an HTTP POST message including the provisioned changes and/or notification of PFD creation/update/deletion of one or more application identifiers as specified in subclause 6.3.3.5, or 
-
wait (i.e. indicated by the received allowed delay of the affected application identifier(s)) to aggregate all the PFDs for the application(s).
When the PCEF receives the HTTP POST message, the PCEF shall

-
delete the PFDs for the application identifier(s) where the removal-flag is included and set to true; 
-
install or update the PFDs for the application identifier(s) where the PFDs are provided;
-  acknowledge the HTTP POST message by sending a corresponding HTTP response with the appropriate status code (200 OK for success); and

-
retrieve the PFDs for the corresponding application identifier(s) as defined in subclause 4.4.1 either immediately if the allowed-delay is not provided, or within the provided allowed-delay for the application identifier(s) where the notification-flag is included and set to true.

NOTE:
It depends on the implementation whether the PCEF initiates separate pull requests to retrieve the PFDs for different application identifier(s) within the allowed-delay.The decision to send PFD, or notification of PFD creation/update for certain application identifier (if the notification is supported) on the PFDF is based on the operator policy.
The notification of PFD creation/update is only applicable in the Combination mode.

NOTE:
In the push mode, the PFDF can be configured with the list of PCEFs per application identifier(s).

Editor’s note:
 Current statement and parameter related to the caching timer handling may be revised in a future update.
*** 4th Change ***
6.3.3.1
General

The PFDs pull procedure is performed through HTTP transactions consisting of a request initiated by the PCEF/TDF and its corresponding response provided by the PFDF. While the PFDs push procedure is initiated by the PFDF and answered by the PCEF/TDF
Table 6.3.3.1-1 summarizes the content of the requests and responses. More detailed information is specified in the corresponding subclauses as indicated in the table.

Table 6.3.3.1-1: Gw/Gwn requests/response summary table
	Method
	Resource URI’s path
	Clause Defined
	Request body
	Initiator
	Response body

	GET
	/gwapplication/pfds/{application-identifier}
(NOTE 1)
	6.3.3.2
	None
	PCEF/TDF
	Successful response: The PFDF shall include the representation of the corresponding PDFs of the specified application identifier in the body of the response as per Annex A.1


	GET
	/gwapplication/pfds?{query-parameters}
(NOTE 1)
	6.3.3.3
	None
	PCEF/TDF
	Successful response: The PFDF shall include the representation of the corresponding PDFs for a set of application identifier(s)  in the body of the response as per Annex A.1


	GET
	/gwapplication/pfds
(NOTE 1)
	6.3.3.4
	None
	PCEF/TDF
	Successful response: The PFDF shall include the representation of the corresponding PDFs for all application identifier(s)  in the body of the response as per Annex A.1


	POST 
	/gwapplication/provisioning
(NOTE 2)
	6.3.3.5
	Content-Type: application/json

The PFDF may include PFDs content and/or notification associated with application identifier(s) using the schema defined in Annex A.2.
	PFDF
	Successful response: The PCEF/TDF may include informational data in the body of the response as per Annex A.3


	POST
	gwapplication/notification
(NOTE 3)
	
	Content-Type: application/json

The PCEF/TDF shall report pfd enforcement failures to the PFDF using the JSON format definition in Annex A.4
	
	Successful response: The PFDF may include informational data in the body of the response as per Annex A.3
Error response: The PFDF should include error data in the body of the response as per Annex A.3.

	NOTE1:
 A different path from /gwapplication/pfds/ may be used when it is configured in the PCEF/TDF. In that case the "path" part set in the different methods should use the configured one.
NOTE2: A different path from /gwapplication/provisioning may be used when it is configured in the PFDF. In that case the "path" part set in the different methods should use the configured one.
NOTE2: A different path from /gwapplication/notification may be used when it is configured in the PCEF. In that case the "path" part set in the different methods should use the configured one.


*** 5th Change ***
6.3.3.5
POST /gwapplication/provisioning
The provisioning of the PFDs shall be performed by the PFDF by using the POST method as follows:

-
The request URI formatted as defined in subclause 6.3.2 with the "path" part set to: /gwapplication/provisioning.

-
The Content-Type header field set to "application/json"
-
The body of the message encoded in JSON format as defined in Annex A.2. The body shall include

-
For the PFDs creation or update, the application identifier(s) and its full list of PFDs to be created or replace the previous PFDs for the same application identifier.

-
For the PFDs removal, the application identifier(s) and the removal indication.
-
For the PFDs notification, the application identifier(s), the notification indication and an optional allowed delay time for the PCEF/TDF to pull the corresponding PFDs within the allowed delay time.
Upon receipt of the HTTP POST, the PCEF/TDF shall respond to the PFDF indicating whether the provisioning was successful or not using one of the HTTP status codes as defined in subclause 6.3.4. If the provisioning was accepted, the PCEF/TDF shall respond with an HTTP 200 OK status code if no resource is created, or an HTTP 201 Created status code if one or more resources are created. If the provisioning was rejected, the PCEF/TDF shall indicate the reason using an appropriate HTTP status code for as defined in subclause 6.3.4 and optionally additional information in the body of the response as defined in Annex A.3. If the pfd_reports is included, the PCEF/TDF shall identify the failed PFDs (s) by including the application-identifier and pfd-identifier fields, shall specify the failed reason code by including a pfd-failure-code field and a pfd-status as described below:
-
If the installation of one or more new pfds (i.e., pfds which were not previously successfully installed) fails, the pfds shall set the pfd-status field to INACTIVE.

-
If the modification of a currently active pfd fails, the PCEF/TDF shall retain the existing pfd as active without modification unless the reason for the failure also has an impact on the existing pfd.

Depending on the value of the pfd-failure-code field, the PFDF may decide whether retaining of the old pfd, re-installation, modification, removal of the pfd or any other action applies.
Below is an example of an HTTP POST and a corresponding successful response:

POST /gwapplication/provisioning HTTP/1.1

Host: pcefserver.example.com

Content-Type: application/json

Content-Length: …

[

   {

      "application-identifier":"test-application-1",

      "notification-flag":true,

      "allowed-delay":600

   },

   {

      "application-identifier":"test-application-2",

      "removal-flag":true

   },

   {

      "application-identifier":"test-application-3",

      "cached-time":200000,

      "pfds":[


 {

            "pfd-identifier":"pfd1",

            "flow-descriptions":[

               "permit in ip from 10.68.28.39 80 to any"

            ]

         },

         :{

            "pfd-identifier":"pfd2",

            "urls":[

               "^http://test.example.com(/\\S*)?$"

            ]

         }

      ]
   }

] 
 Here is an example of a successful response:

HTTP/1.1 200 OK
Date: Mon, 23 Apr 2012 17:10:00 GMT

Server: pcefserver.example.com
Content-Type: application/json

{

  "success-message": "Notification was processed successfully.",

}
*** 6th Change ***

6.3.3.6
POST /gwapplication/notification
To inform the PFDF of the failure of the installation/modification of PFDs, the PCEF/TDF may sned an HTTP POST request to the FPDF as follows: 
 -
-
The request URI formatted as defined in subclause 6.3.2 with the "path" part set to: /gwapplication/notification.
-
the Content-Type header field set to "application/json"

-
the body of the message encoded in JSON format as defined in Annex A.4 specifying the representation of the notification report.
Upon receipt of the notification HTTP POST, the PFDF shall respond to the PCEF/TDF with one of the HTTP status codes as defined in subclause 6.3.4. If the PFDF is able to successfully process the request, the PFDF shall answer with an HTTP 200 OK status code if it includes optional informational data in the body of the response as per Annex A.2 or HTTP 204 No Content status code otherwise. If the PFDF cannot successfully process the request, the PFDF shall indicate the reason using an appropriate HTTP status code and optionally include additional information in the body of the response as defined in Annex A.2.

Below is an example of an HTTP POST used for notification of  PFDs enforcement failure.
POST /gwapplication/notification/pfdf.example.com;378388838383;123232 HTTP/1.1

Host: pfdfserver.example.com
Content-Type: application/json

Content-Length: …

{

  "notifications": [

    {

      "notification-message": "pfd became inactive.",

      "notification-type": "application",

      "notification-tag": "fpd_event",

      "notification-info": {

        "pfd-reports": [

          {

              "application-identifier":"test-application-1",

            "pfd-identifier":"pfd1",

            "pfd-status": "INACTIVE",

            "pfd-failure-code": "RESOURCES_LIMITATION"

          }

        ]

      }

    }

  ]

}
Here is an example of a successful response:

HTTP/1.1 200 OK

Date: Mon, 23 Apr 2012 17:11:00 GMT

Server: pfdfserver.example.com

Content-Type: application/json

{

  "success-message": "Notification was processed successfully.",

}
***7th Change ***

6.4.5
JSON errors and informational response fields
6.4.5.1
General

Table 6.4.5.1.1 describes the JSON fields defined for the errors and informational responsesincluding their types and the filed names.
Table 6.4.5.1.1: JSON fields for errors and informational response
	
	
	
	

	Field Name
	Subclause defined
	JSON Value Type (NOTE 1)
	JCR Type (NOTE 2)

	errors
	3GPP TS 29.155 [x]
	array
	array

	error-type
	3GPP TS 29.155 [x]
	string
	"application" 
"interface" 
"server" 
"other"
(NOTE 3)

	error-message
	3GPP TS 29.155 [x]
	string
	string

	error-tag
	6.4.5.2
	string
	string

	error-path
	3GPP TS 29.155 [x]
	string
	string

	error-info
	3GPP TS 29.155 [x]
	object
	object

	success-message
	3GPP TS 29.155 [x]
	string
	string

	success-path
	3GPP TS 29.155 [x]
	string
	string

	success-info
	3GPP TS 29.155 [x]
	object
	object

	NOTE 1:
The basic JSON value types are defined in IETF RFC 7159 [11].
NOTE 2:   The JCR types are defined in IETF draft-newton-json-content-rules [12].
NOTE 3:   The quoted strings for a string type.


6.4.5.2
error-tag
The error-tag field is of type string. It defines a tag for a particular error. 
pfd_event

This error-tag shall be used when the PFDs cannot be installed/modified at the PCEF. Affected PFDs shall be provided in the error-info with a sub field named pfd-reports including the reason and status of the PFDs as described insubclause 6.4.6.
*** 8th Change ***

6.4.6
JSON report fields
6.4.6.1
General

Table 6.4.6.1.1 describes the JSON fields defined for the report information objects which are included in the error-info field or the notification-info field.
Table 6.4.6.1.1: JSON fields for Report from the PCEF
	
	
	
	

	Field Name
	Subclause defined
	JSON Value Type (NOTE 1)
	JCR Type (NOTE 2)

	pdf-reports
	6.4.6.2
	array
	array

	application-identifier
	6.4.3.2
	string
	string

	pfd-identifier
	6.4.3.6
	string
	string

	pfd-status
	6.4.6.3
	string
	string

	pfd-failure-code
	6.4.6.4
	string
	string

	NOTE 1:
The basic JSON value types are defined in IETF RFC 7159 [11].
NOTE 2:
The JCR types are defined in IETF draft-newton-json-content-rules [12].


6.4.6.2
pfd-reports
The pfd-reports field is of type array and it contains a list of pfds reports.
The pdf-reports field can be used in an HTTP response to report failures in the installation/modification of PFDs in the Push mode. In this case, it shall be provided as a sub field of the error-info field.

The pfd-reports field can also be used in a HTTP request from the PCEF to notify the PFDF about failures in the installation/modification of PFDs in the Pull mode. In this case, it shall be provided as a sub field of the notification-info field.
Multiple pfd report instances shall be provided within the pfd-reports field if different pfd-status or pfd-failure-code values are applicable within the same HTTP response or notification.
A report instance shall contain the resource-paths, rule-status and pfd-failure-code fields.
The JCR format for the ts-rule-report is:
$pfd-reports = "pfd-reports" : [

  {

      $application-identifier,
      $pfd -identifier,
      $pfd-status,

      $pfd-failure-code
    } +
]

6.4.6.3
pfd-status
The rule-status is of type string and shall contain a status of a pfd.
Folloing values are defined in this release: "inactive"
6.4.6.4
pfd-failure-code
The pfd-failure-code is of type string. 
The following values are defined in this release.
unknow_application_identifier
pcef_malfunction

resources_limitation

application_identifier_error
filter_restrictions,

missing_pfd,

*** 9th Change ***

6.4.7
JSON notification fields
6.4.7.1
General

Table 6.4.7.1.1 describes the JSON fields defined for the notification HTTP messages from the PCEF to the PFDF for the Pull mode, including their JSON value types, and JCR types as well.
Table 6.4.7.1.1: JSON fields for notifications from the PCEF
	
	
	
	

	Field Name
	Subclause defined
	JSON Value Type (NOTE 1)
	JCR Type (NOTE 2)

	notifications
	3GPP TS 29.155 [x]
	array
	array

	notification-type
	3GPP TS 29.155 [x]
	string
	"application"  
"other"
(NOTE 3)

	notification-message
	3GPP TS 29.155 [x]
	string
	String

	notification-tag
	6.4.7.2
	string
	String

	notification-info
	3GPP TS 29.155 [x]
	object
	Object

	NOTE 1:
The basic JSON value types are defined in IETF RFC 7159 [11].
NOTE 2:   The JCR types are defined in IETF draft-newton-json-content-rules [12].
NOTE 3:   The quoted strings for a string type.


6.4.7.2
notification-tag
The notification-tag field is of type string. It defines a tag for a particular notification.
pfd_event

This error-tag shall be used when the PFDs cannot be installed/modified at the PCEF. Affected PFDs shall be provided in the error-info with a sub field named pfd-reports including the reason and status of the PFDs as described insubclause 6.4.6.
*** 10th Change ***

A.3
Error and Informational response schema

This subclause defines the JSON schema for the body of HTTP responses in case of errors or success. The schema is based on IETF draft-newton-json-content-rules [12] and is defined below:
# jcr-version 0.7
# ruleset-id 3gpp.stapplication.info
# import 3gpp.stapplication.report as report
; A JCR based on draft v7 for the error/successful response body 
; Errors information
$errors-root = @{root} { $errors }
; Success information
 $success-root = @{root} {

    $success-message,

    $success-path ?,

    $success-info ?
  }

; Resource fields definitions

; The list of errors returned in responses sent by the PCEF/TDF or PFDF
$errors = "errors" : [

  {

      $error-type,

      $error-message,

      $error-tag ?,

      $error-path ?,

      $error-info ?
    } +
]

; The error type for an error. It can be one of 'application', 'interface', 'server' and 'other'.

$error-type = "error-type" : ( "application" | "interface" | "server" | "other" )

; The error text message

$error-message = "error-message" : string

; The error tag for a specific error

$error-tag = "error-tag" : string

; A JSON pointer path to the error resource

$error-path = "error-path" : string

; Any additional information for the error

$error-info = "error-info" : {

  $report.pfd-reports ?,

  // : any *
}
; The successful text message

$success-message = "success-message" : string

; A JSON pointer path to the success resource

$success-path = "success-path" : string

; Any additional information for the success.

$success-info = "success-info" : {  // : any *}

A.4
Notification schema

This clause defines the JSON schema for the body of the notification from the PCEF/TDF to the PFDF via the HTTP POST request. The schema is based on IETF draft-newton-json-content-rules [12] and is defined below:
# jcr-version 0.7
# ruleset-id 3gpp.stapplication.notification
# import 3gpp.stapplication.report as report
; A JCR based on draft v7 for the notification body 
$notifiction-root = @{root} { $notifications } 

; Resource fields definitions

; The list of notifications notified to the PFDF
$notifications = "notifications" : [

  {

      $notification-type,

      $notification-message,

      $notification-tag ?,

      $notification-info ?
    } +
]

; The notification type for a notification. It can be one of 'application' or 'other'.

$notification-type = "notification-type" : ( "application" | "other" )

; The notification text message

$notification-message = "notification-message" : string

; The notification tag for a specific notification
$notification-tag = "notification-tag" : string

; Any additional information for the notification
$notification-info = "notification-info" : { $report.pfd-reports ?,  // : any *}

*** End of Changes ***
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