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1
Problem statement

For ICS interworking in the MSC server enhanced for ICS procedures are needed for the password change. The CS procedures are described in the figure below. To enable ICS for password change, the MSC server enhanced for ICS will need to ensure that the messages towards the UE are as in CS, and that the messages to HLR are replaced by the appropriate messages to the XCAP server:
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The main issues are related to the possible error cases.
-
If the UE is not allowed to activate the barring services using a password, i.e. the subscription option "control of barring services" is not set to "by subscriber using a password" then the MSC server should send an error response in step 4.

-
If the password delivered by the UE in step 5 is wrong, the network sends an error response in step 8 and increments the wrong password attempts counter.

The procedures in TS 24.623 are different in that there is no password check procedure corresponding to the message 6.
2
Proposed solution

To keep the CS procedures unchanged an MSC server enhanced for ICS needs:

-
to ask for a new password in message 4; and 
-
do a password check towards the XCAP server after step 5.
The simplest way to achieve this is to make the <new-password> element in the XML schema for password change optional, with the semantics that if there is no <new-password> element available the only effect is that the XCAP server checks the correctness of the current password. It is proposed that the password check towards the XCAP server is rejected if the password is wrong, if the subscription option "control of barring services" is not set to "by subscriber using a password", or if the WPA counter exceeds 3.
For the wrong password TS 24.623 already specifies that a HTTP 409 (Conflict) response is sent including an <incorrect-password> element. For the case where the user has the subscription option "control of barring services" set to "by the service provider" or the WPA exceeds 3 it is proposed that the network responds with a HTTP 403 (Forbidden). The user has no authorization to use a password in this case.
2.1
CT1 impact
Specify the password check procedure corresponding to messages 6 and 7 above. Specify the response codes for the case where the user has no authorization to use a password.

2.2
CT3 impact

Specify for the MSC server enhanced for ICS the interworking between the XCAP messages and the FACILITY messages 5, 8, 9, 12 and 13 above, and return the message 4 as a response to message 1.
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