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*** 2nd Change ***
5
T8 APIs
5.1
Introduction
The T8 APIs are a set of APIs defining the related procedures and resources for the interaction between the SCEF and the SCS/AS.
5.2
MonitoringEvent API
5.2.1x
Overview

The MonitoringEvent API allows the SCS/AS to monitor of specific events (as described in subclause 4.5.6.1 TS 23.682 [2]) in 3GPP networks and if the corresponding event is detected, allows the SCEF to report the the authorised users. 
The MonitoringEvent API follows the RESTful design principles. All operations shall be performed using HTTP 1.1 (IETF RFC 7231 [aa]) over TLS (IETF RFC 5246 [bb]).

The SCS/AS uses the HTTP POST method to configure the monitoring events via the suitable 3GPP network element. The SCEF uses the HTTP POST message to report the detected events to the authorised users required by the SCS/AS. Every HTTP request results in a response message that comes back with a status code and further information in its body, if required. The HTTP request initiator waits for this response before initiating a further request.
5.2.2x
Resources

5.2.2x.1a
Monitoring Event Configuration

The SCS/AS shall configure monitroing events at the SCEF through the MonitoringEvent API method consisting of a HTTP POST request initiated by the SCS/AS and answered by the SCEF.

Table 5.2.2x.1a-1 summarizes the content of the requests and responses. More detailed information is specified in the corresponding subclauses as indicated in the table.

Table 5.2.2x.1a-1: HTTP request/response summary table
	Method
	Resource URI’s path
	Clause Defined
	Initiator

	POST 
	/SCEF/v1.0/MonitoringEvent
(NOTE 1)
	5.2.2x.1a.2b
	SCS/AS

	NOTE 1:
 A different path from /SCEF/v1.0/MonitoringEvent may be used when it is configured in the SCS/AS. In that case the "path" part set in the different methods should use the configured one.


5.2.2x.1a.1b
Properties of HTTP POST request message

Each HTTP POST request message has a set of properties described in Table 5.2.2x.1a.1b-1.
Table 5.2.2x.1a.1b-1: Properties of resource
	Property Token 
	JSON Value Type
	Defaults
	Property Description

	
	
	Child Parameter
	Units
	Values
	

	External-Identifiers
	array
	None
	None 
	N/A
	Each element uniquely identifies a user as defined in Clause 4.6.2 of 3GPP TS 23.682 [2]

	MSISDNs
	array
	None
	None 
	N/A
	Each element identifies the MS internal PSTN/ISDN number allocated for a UE

	External-Group-Id
	string
	None
	None 
	N/A
	Identifies a user group as defined in Clause 4.6.2 of 3GPP TS 23.682 [2]

	SCS-AS-Identifier
	string
	None
	None 
	N/A
	Identifies a SCS/AS.

	TTRI
	Integer
	None
	None 
	N/A
	Identifies a atmonic transaction

	TLTRI
	Integer
	None
	None 
	N/A
	Identifies a long term transaction

	Monitoring-Type
	Integer
	None
	None 
	N/A
	Enumeration of Monitoring Type.

Additional monitoring types may be added in future. 

· “LOSS_OF_CONNECTIVITY”: The SCS/AS requests to be notified that when the 3GPP network detects that the UE is no longer reachability for either signalling or user plane communication;

· “UE_REACHABILITY”: The SCS/AS requests to be notified that when the UE becomes reachable for sending either SMS or downlink date to the UE;

· “LOCATION_REPORTING”: The SCS/AS requests to be noticed either the current location or the last known location of the UE;
· “CHANGE_OF_IMSI_IMEI”: The SCS/AS requests to be notified that the ME (IMEI(SV)) that uses a specific subscription (IMSI) is changed;
· “ROAMING_STATUS”: The SCS/AS queries the UE’s current roaming status and to get noticed when the status changes;
· “COMMUNICATION_FAILURE”: The SCS/AS requests to be notified the communication failure events;

· “AVAILABILITY_AFTER_DDN_FAILURE”: The SCS/AS requests to be notified that the availability of the UE after a DDN failure has occurred.

	Maximum-Detection-Time
	Integer
	None
	second
	N/A
	If the Monitoring-Type sets to be “LOSS_OF_CONNECTIVITY”, this parameter may be included to identifiy the maximum period of time after which the UE is considered to be unreachable.

	Reachability-Type
	Integer
	None
	None
	N/A
	If the Monitoring-Type sets to be “UE_REACHABILITY”, this parameter shall be included to identifiy whether the request is for “Reachability for SMS” or “Reachability for Data”, or both.

Enumeration of Reachability Type.
· "SMS": The request is for “Reachability for SMS”;

· "DATA": The request is for “Reachability for Data”;

· "SMS_AND_DATA": The request is both for “Reachability for SMS” and “Reachability for Data”.

	Maximum-Latency
	Integer
	None
	second
	N/A
	If the Monitoring-Type sets to be “UE_REACHABILITY”, this parameter may be included to identifiy the maximum delay acceptable for downlink data transfers.

	Maximum-Response-Time
	Integer
	None
	second
	N/A
	If the Monitoring-Type sets to be “UE_REACHABILITY”, this parameter may be included to identifiy the time for which the UE stays reachable to allow the SCS/AS to reliably deliver the required downlink data.

	Suggested-Number-Of-DL-Packets
	Integer
	None
	None
	N/A
	If the Monitoring-Type sets to be “UE_REACHABILITY”, this parameter may be included to identifiy the number of packets that the serving gateway shall buffer in case that the UE is not reachable.

	Idle-Status-Indication
	boolen
	None
	None
	False
	If the Monitoring-Type sets to be “UE_REACHABILITY”, this parameter may be included to indicate the notification of when a UE, for which PSM is enabled, transitions into idle mode.

· True: indicate enabling of notification
· False: indicate no need to notify

	Location-Type
	Integer
	None
	None
	N/A
	If the Monitoring-Type sets to be “LOCATION_REPORTING”, this parameter shall be included to identify whether the request is for Current Location or Last known Location. 

Enumeration of Location Type.
· "CURRENT_LOCATION": The request is for “Current Location”;
· "LAST_KNOWN_LOCATION": The request is for “Last known Location”.

	Accuracy
	Integer
	None
	None
	N/A
	If the Monitoring-Type sets to be “LOCATION_REPORTING”, this parameter may be included to identify the desired level of accuracy of the requested location information, as described in subclause 4.9.2 of 3GPP TS 23.682 [2].

Enumeration of Accuracy.

· “CGI/ECGI”: The reporting accuracy is at cell level;

· “eNodeB”: The reporting accuracy is at eNodeB level;

· “TA/RA”: The reporting accuracy is at the TA/RA level.

	Maximum-Number-of-Reports
	Integer
	None
	None
	N/A
	Identifies the maximum number of event reports to be generated by the HSS, MME/SGSN as specified in subclause 5.6.0 of 3GPP TS 23.682 [2].

	Monitoring-Duration
	Datetime
	None
	None
	N/A
	Identifies the absolute time at which the related monitoring event request is considered to expire, as specified in subclause 5.6.0 of 3GPP TS 23.682 [2].

	T8-Destination-Address
	String
	None
	None
	N/A
	Identifies an URL address that indicating T8 messages from the SCEF in response to an SCS/AS originated request are to be delivered to.

	TLTRI-For-Deletion
	String
	None
	None
	N/A
	Identifies the transaction identified by the TLTRI which is deleted

	Group-Reporting-Guard-Time
	Datetime
	None
	None
	N/A
	Identifies the time for which the SCEF can aggregate the monitoring event reports detected by the UEs in a group and report them together to the SCEF/SCS/AS, as specidifed in subclause 5.6.0 of 3GPP TS 23.682 [2].


One of the properties “External-Identifiers”, “MSISDNs” or “External-Group-Id” shall be included in the request to the SCEF. The property “T8-Destination-Address” shall be included in the request message.
The MonitoringEvent resource with the properties defined above can be shown using the following JSON schema:

{

            "External-Identifiers": {
"type": "array",

"description": "List of External Identifiers",

"items" : {

"type" : "string"

}
            },

            "MSISDNs": {
"type": "array",

"description": "List of MSISDNs",

"items" : {

"type" : "string"

}

            },
            "External-Group-Id": {
"type": "string",

"description": "Refer to Table 5.2.2x.1a.1b-1 for detailed description"

            },

            "SCS-AS-Identifier": {
"type": "string",

"description": "SCS/AS Identifier"

            },

                "TTRI ": {

 "description": " Refer to Table 5.2.2x.1a.1b-1 for detailed description ",

 "type": "string"

                
},

                "TLTRI ": {

 "description": " Refer to Table 5.2.2x.1a.1b-1 for detailed description ",

 "type": "string"

                
},

            "Monitoring-Type": {
"type": "number",

"description": " Refer to Table 5.2.2x.1a.1b-1 for detailed description "

            },

            "Maximum-Detection-Time": {
"type": "number",

"description": " Refer to Table 5.2.2x.1a.1b-1 for detailed description "

            },

            "Reachability-Type": {
"type": "number",

"description": " Refer to Table 5.2.2x.1a.1b-1 for detailed description "

            },

            "Maximum-Latency": {
"type": "number",

"description": " Refer to Table 5.2.2x.1a.1b-1 for detailed description "

            },

            "Maximum-Response-Time": {
"type": "number",

"description": " Refer to Table 5.2.2x.1a.1b-1 for detailed description "

            },

            "Suggested-Number-Of-DL-Packets": {
"type": "number",

"description": " Refer to Table 5.2.2x.1a.1b-1 for detailed description "

            },

            "Idle-Status-Indication": {
"type": "number",

"description": " Refer to Table 5.2.2x.1a.1b-1 for detailed description"

            },

            "Location-Type": {
"type": "number",

"description": " Refer to Table 5.2.2x.1a.1b-1 for detailed description"

            },

            "Accuracy":{

 "description": " Refer to Table 5.2.2x.1a.1b-1 for detailed description",

 "type": "number"

                
},

            "Maximum-Number-Of-Reports": {
"type": "number",

"description": " Refer to Table 5.2.2x.1a.1b-1 for detailed description"

            },

            "Monitoring-Duration": {
"type": "time",

"description": " Refer to Table 5.2.2x.1a.1b-1 for detailed description"

            },

            "T8-Destination-Address": {
"type": "string",

"description": "Refer to Table 5.2.2x.1a.1b-1 for detailed description"

            },

            "TLTRI-For-Deletion": {
"type": "string",

"description": "Refer to Table 5.2.2x.1a.1b-1 for detailed description"

            },

            "Group-Reporting-Guard-Time": {
"type": "time",

"description": "Refer to Table 5.2.2x.1a.1b-1 for detailed description"

            },

}
5.2.2x.1a.2b
POST /SCEF/v1.0/MonitoringEvent

To create a monitoring event configuration, the SCS/AS shall use the HTTP POST method as follows:

-
the request URI with the "path" part is set to: "/SCEF/v1.0/MonitoringEvent"

-
the Host field is set to the address of the SCEF
Upon receipt of the HTTP POST request from the SCS/AS, the SCEF will check whether the SCS/AS is authenticated and authorized to create services as described in clause 6. If the authorization fails, the SCEF shall send a 401 message as described in Table 5.2.2x.1a.2b-1. If the authorization is successful, the SCEF configurates the monitoring events as described in subclause 5.2.2x.1a.1b. Upon successful creation of a monitoring event, the SCEF shall respond to the SCS/AS with a 200 OK message along with the TLTRI and optinally one or more monitoring event reports for each UE identified by either External Idenitifier or MSISDN specified in subclause 5.2.2x.1a.3b. The response from the SCEF to the SCS/AS shall have the following: 

-
the Content-Type header field set to "application/json"
-
the body of the message is encoded in JSON format

-
the Host field is set to the URL address provided by the “T8-Destination-Address” in the corresponding HTTP POST request message
Each HTTP POST response content body has s set of properties described in Table 5.2.2x.1a.2b-1. 

Table 5.2.2x.1a.2b-1: Properties of response content body
	Property Token 
	JSON Value Type
	Defaults
	Property Description

	
	
	Child Parameter
	Units
	Values
	

	TTRI
	integer
	None
	None
	N/A
	Identifies a atmonic transaction

	TLTRI
	integer
	None
	None
	N/A
	If the Monitoring-Event-Reports is included, this parameter shall be included to identify a long term transaction

	Monitoring-Event-Reports
	Object
	External-Identifier
	None
	N/A
	Uniqully identifies a user

	
	
	MSISDN
	None
	N/A
	Identifies the MS internal PSTN/ISDN number allocated for a UE

	
	
	Monitoring-Type
	None
	N/A
	Refer to Table 5.2.2x.1a.1b-1

	
	
	Latitude
	None
	N/A
	If the Monitoring-Types sets to be “LOCATION_REPORTING”, this parameter may be included to indicate the latitude value for the UE.

	
	
	Longitude
	None
	N/A
	If the Monitoring-Types sets to be “LOCATION_REPORTING”, this parameter may be included to indicate the longitude value for the UE.

	
	
	Roaming-Status
	None
	N/A
	If the Monitoring-Types sets to be “ROAMING_STATUS”, this parameter shall be included to indicate whether the UE is on roaming status or not.

Enumeration of Roaming Status.

· “ROAM”: The UE is within the HPLMN;

· “NON_ROAM”: The UE is in the VPLMN;


The content body of this response message shall be presented using the following JSON schema:
{

                "TTRI ": {

 "description": " Refer to Table 5.2.2x.1a.2b-1 for detailed description ",

 "type": "string"

                
},

                "TLTRI ": {

 "description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",

 "type": "string"

                
},

                "Monitoring-Event-Reports": {
"type": "object",

"description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",

"Properties": {





"External-Identifier": {







"type": "string",

"description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",





},





"MSISDN": {







"type": "string",

"description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",





},





"Monitoring-Type": {







"type": "number",

"description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",





},





"Latitude": {







"type": "number",

"description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",





},





"Longitude": {







"type": "number",

"description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",





},





"Roaming-Status": {







"type": "number",

"description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",





},

                },

                
},

}
Alternatively, if the requested resource was not found, the SCEF shall send a 404 message. If the creation of monitoring event failed, the SCEF shall send a 403 message.

The possible response status codes from the SCEF, depending on whether the request is successful or unsuccessful, are shown in Table 5.2.2x.1a.2b-2.

Table 5.2.2x.1a.2b-2: Response status code
	Status Code
	Message
	Contents

	200 OK
	The request has succeeded
	The SCEF shall send the TTRI of the request message, and optinally the TLTRI and one or more Monitoring Event Reports.

	204 No Content
	The request has succeeded
	None

	401 Unauthorized
	Request requires user authentication
	In accordance to conditions as described in IETF RFC 7231 [aa] and IETF RFC 7235 [cc]

	403 Forbidden
	Request cannot be fulfilled
	The SCEF may include optional text to indicate why the request could not be fulfilled.

	404 Not Found
	Requested resource not found
	None

	Note:
In addition to the above response codes, the SCEF can also send appropriate response codes described in IETF RFC 7231 [aa] as applicable.


5.2.2x.2a
Report of Monitoring Events from the SCEF

The SCEF shall report the detected monitoring events to the SCS/AS through the MonitoringEvent API method consisting of a HTTP POST request initiated by the SCEF and answered by the SCS/AS.

Table 5.2.2x.1a-1 summarizes the content of the requests and responses. More detailed information is specified in the corresponding subclauses as indicated in the table.

Table 5.2.2x.2a-1: HTTP request/response summary table
	Method
	Resource URI’s path
	Clause Defined
	Initiator

	POST 
	/SCEF/v1.0/MonitoringEvent
(NOTE 1)
	5.2.2x.1a.2b
	SCEF

	NOTE 1:
 A different path from /SCEF/v1.0/MonitoringEvent may be used when it is configured in the SCEF. In that case the "path" part set in the different methods should use the configured one.


5.2.2x.2a.1b
Properties

Each HTTP POST request message has a set of properties described in Table 5.2.2x.2a.1b-1.
Table 5.2.2x.2a.1b-1: Properties of resource
	Property Token 
	JSON Value Type
	Defaults
	Property Description

	
	
	Child Parameter
	Units
	Values
	

	TLTRI
	integer
	None
	None
	N/A
	If the Monitoring-Event-Reports is included, this parameter shall be included to identify a long term transaction

	Monitoring-Event-Reports
	Object
	External-Identifier
	None
	N/A
	Uniqully identifies a user

	
	
	MSISDN
	None
	N/A
	Identifies the MS internal PSTN/ISDN number allocated for a UE

	
	
	Monitoring-Type
	None
	N/A
	Refer to Table 5.2.2x.1a.1b-1

	
	
	Latitude
	None
	N/A
	If the Monitoring-Types sets to be “LOCATION_REPORTING”, this parameter may be included to indicate the latitude value for the UE.

	
	
	Longitude
	None
	N/A
	If the Monitoring-Types sets to be “LOCATION_REPORTING”, this parameter may be included to indicate the longitude value for the UE.

	
	
	Roaming-Status
	None
	N/A
	If the Monitoring-Types sets to be “ROAMING_STATUS”, this parameter shall be included to indicate whether the UE is on roaming status or not.

Enumeration of Roaming Status.

· “ROAM”: The UE is within the HPLMN;

· “NON_ROAM”: The UE is in the VPLMN;


The content body of this response message shall be presented using the following JSON schema:
{

                "TLTRI ": {

 "description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",

 "type": "string"

                
},

                "Monitoring-Event-Reports": {
"type": "object",

"description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",

"Properties": {





"External-Identifier": {







"type": "string",

"description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",





},





"MSISDN": {







"type": "string",

"description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",





},





"Monitoring-Type": {







"type": "number",

"description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",





},





"Latitude": {







"type": "number",

"description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",





},





"Longitude": {







"type": "number",

"description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",





},





"Roaming-Status": {







"type": "number",

"description": "Refer to Table 5.2.2x.1a.2b-1 for detailed description",





},

                },

                
},

}
5.2.2x.2a.2b
POST /SCEF/v1.0/MonitoringEvent

To provision a monitoring event reports, the SCS/AS shall use the HTTP POST method as follows:

-
the request URI with the "path" part is set to: "/SCEF/v1.0/MonitoringEvent"

-
the Host field is set to the URL address provided by the “T8-Destination-Address” in the corresponding HTTP POST request message

-
the Content-Type header field set to "application/json"
-
the body of the message is encoded in JSON format, the content body of this request message shall be the representation based on the schema as described in subclause 5.2.2x.2a.2b.
Upon receipt of the HTTP POST request message, the SCS/AS shall respond to the SCEF indicating whether the reporting was successful or not using one of the HTTP status codes as defined in Table 5.2.2x.2a.2b-1.

Table 5.2.2x.2a.2b-2: Response status code
	Status Code
	Message
	Contents

	200 OK
	The request has succeeded
	None

	403 Forbidden
	Request cannot be fulfilled
	The SCS/AS may include optional text to indicate why the request could not be fulfilled.

	404 Not Found
	Requested resource not found
	None

	Note:
In addition to the above response codes, the SCS/AS can also send appropriate response codes described in IETF RFC 7231 [aa] as applicable.
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