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2
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2nd change

5.1.1
Supported Methods

The xMB API follows the RESTful design principles. All operations SHALL be performed using HTTP 1.1 (IETF RFC 7231 [6]) over TLS (IETF RFC 5246 [4]).

The following table gives a summary of the supported HTTP methods and their applicability on a per resource basis

Table 5.1.1-1
	HTTP Method
	CRUD
	Resource
	PATH

	POST
	Create
	Service
	/xmb/v1.0/services

	
	
	Session
	/xmb/v1.0/services/{service-res-id}/sessions

	GET
	Read
	Service
	/xmb/v1.0/services/{service-res-id}/sessions/{session-res-id}

	
	
	Session
	/xmb/v1.0/services/{service-res-id}/sessions/{session-res-id}

	
	
	Report
	/xmb/v1.0/reports?query

or
/xmb/v1.0/reports/{report-res-id}

	
	
	Notification
	/xmb/v1.0/notifications?query

or
/xmb/v1.0/notifications/{notification-res-id}

	PUT
	Replace
	Service
	/xmb/v1.0/services/{service-res-id}

	
	
	Session
	/xmb/v1.0/services/{service-res-id}/sessions/{session-res-id}

	PATCH
	Modify
	Service
	/xmb/v1.0/services/{service-res-id}

	
	
	Session
	/xmb/v1.0/services/{service-res-id}/sessions/{session-res-id}

	DELETE
	Delete
	Service
	/xmb/v1.0/services/{service-res-id}

	
	
	Session
	/xmb/v1.0/services/{service-res-id}/sessions/{session-res-id}


3rd change

7.2

Authentication & Authorization

HTTP over TLS,IETF RFC 2818 [13], shall be used to authenticate both ends of the connection. The TLS 1.2  as specified in IETF RFC 5246 [4] protocol shall be used. Both client and server shall refuse connections that do not use TLS version 1.2. The authentication shall be performed using valid X.509 certificates as defined in IETF RFC 2459 [15]. Both client and server shall validate the certificate of their peer using a trusted certificate authority before establishing the secure connection. 

OAuth 2.0 as specified in IETF RFC 6749 [16] shall be used to authorize all requests over the xMB-C interface. Prior to any operations on the xMB interface, the client shall obtain an access token by authorizing with the BM-SC using the following URL path:

/v1.0/authorization

Both client and server shall at least support the HTTP Basic authentication scheme as defined in IETF RFC 7235 [17]. After successful authorization, the client will receive an OAuth2.0 access token.

Editor’s Note: 3GPP Working Group SA3 shall clarify the detail procedures for authentication and authorization.
end of changes

