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1. Introduction
The following Editor's notes related to the Sx support for the Quota handling for the online charging need to be resolved.
"Editor's Note:
It is FFS how the CP function instructs the UP function to stop forwarding the packets when a granted quota is consumed."

" Editor's Note: Whether the Final Volume (or Time) Threshold can be set to a granted quota and/or to the final granted quota (i.e. when the OCS provides a Final-Unit-Indication requesting to terminate the traffic upon consumption of the final granted quotas) is FFS. Whether the Final Volume (or Time) Threshold IE is needed, and if so, how to use it, is FFS."

" Editor's Note: Potential additions to perform traffic redirection at the UP function when the measured traffic reaches the Final Volume (or Time) Threshold are FFS."
2. Reason for Change
2.1 Existing requirements for online charging
The following figure conceptually illustrates how Quota is handled when online charging is applicable. The figure depicts the case when the end user decides to terminate the service. See detail 3GPP TS 32.299 and RFC 4006.
                    Service Element         Diameter

   End User          (CC Client)           AAA Server          CC Server

      | Service Request   | AA Request (CC AVPs)                    |

      |------------------>|------------------->|                    |

      |                   |                    | CCR(Initial, CC AVPs)

      |                   |                    |------------------->|

      |                   |                    |    CCA(Granted-Units)

      |                   |                    |<-------------------|

      |                   | AA Answer(Granted-Units)                |

      | Service Delivery  |<-------------------|                    |

      |<----------------->|                    |                    |

      |         :         |                    |                    |

      |         :         |                    |                    |

      |         :         |                    |                    |

      |                   |                    |                    |

      |                   | CCR(Update,Used-Units)                  |

      |                   |------------------->| CCR(Update,Used-Units)

      |                   |                    |------------------->|

      |                   |                    |  CCA(Granted-Units)|

      |                   |  CCA(Granted-Units)|<-------------------|

      |                   |<-------------------|                    |

      |         :         |                    |                    |

      |         :         |                    |                    |

      | End of Service    |                    |                    |

      |------------------>| CCR(Termination,Used-Units)             |

      |                   |------------------->| CCR(Term.,Used-Units)

      |                   |                    |------------------->|

      |                   |                    |                CCA |

      |                   |                CCA |<-------------------|

      |                   |<-------------------|                    |

                Figure 3: Protocol example with use of the

           authorization messages for the first interrogation
The following figure conceptually illustrates how Quota is handled when online charging is applicable. The figure depicts the case when the account is exhausted and network determines to terminate the service. See detail 3GPP TS 32.299 and RFC 4006.  
                   Service Element        AAA Server        CC Server

   End User         (CC Client)

      | Service Delivery  |                    |                    |

      |<----------------->|                    |                    |

      |         :         |                    |                    |

      |         :         |                    |                    |

      |         :         |                    |                    |

      |                   |                    |                    |

      |                   | CCR(Update,Used-Units)                  |

      |                   |------------------->| CCR(Update,Used-Units)

      |                   |                    |------------------->|

      |                   |                  CCA(Final-Unit, Terminate)

      |              CCA(Final-Unit, Terminate)|<-------------------|

      |                   |<-------------------|                    |

      |         :         |                    |                    |

      |         :         |                    |                    |

      |  Disconnect user  |                    |                    |

      |<------------------| CCR(Termination,Used-Units)             |

      |                   |------------------->| CCR(Term.,Used-Units)

      |                   |                    |------------------->|

      |                   |                    |                CCA |

      |                   |                CCA |<-------------------|

      |                   |<-------------------|                    |

      |                   | STR                |                    |

      |                   |------------------->|                    |

      |                   |               STA  |                    |

      |                   |<-------------------|                    |

           Figure 4: User disconnected due to exhausted account

As specified as part of " Threshold based Re-Authorization triggers" in TS 32.299, the server may optionally include as part of the Multiple-Services-Credit-Control AVP, when it is providing a quota, an indication to the client of the remaining quota threshold that shall trigger a quota re-authorization. 
The Time-Quota-Threshold AVP indicates the threshold in seconds when the granted quota is time, and the Volume-Quota-Threshold AVP indicates the threshold in octets when the granted quota is volume.
As specified in the subclause 6.5.3
in TS 32.299 for Termination action, it reads:
The termination action is sent over the Ro reference point. Two different approaches are specified:

-
The Final-Unit-Indication AVP with Final-Unit-Action TERMINATE does not include any other information. When the user has consumed the final granted units or zero quota has been granted by the OCS, the Network Element shall terminate the service. This is the default handling applicable whenever the client receives an unsupported Final-Unit-Action value. The Network Element shall send CCR message with CC-Request-Type AVP  set to the value UPDATE_REQUEST and report the Used-Service-Unit AVP for the service that has terminated, as defined in RFC 4006 [402].

-
Another termination action consists in re-directing packets corresponding to a terminated service (consumption of the final granted units or zero quota has been granted by the OCS) to an application server. This allows the client to redirect user originated requests to a top-up server so that network access can be re-instated. This functionality is achieved with the server returning a "REDIRECT" and redirect-to URL in the Final-Units-Action AVP of the Multiple-Services-Credit-Control AVP. Upon receiving this result code, the Network Element shall apply the redirection. The URL should be categorized so that the End-User's ability to reach it is guaranteed. 

When zero quota has been granted by the OCS, the termination action shall be enforced at the reception of the CCA message.
For information only:

7.1.9
Multiple-Services-Credit-Control AVP

The Multiple-Services-Credit-Control AVP (AVP code 456) is of type grouped as specified in RFC 4006 [402]. It contains additional 3GPP specific charging parameters.

It has the following ABNF grammar:


<Multiple-Services-Credit-Control> ::=
   < AVP Header: 456 >

   [ Granted-Service-Unit ]
   [ Requested-Service-Unit ]
* [ Used-Service-Unit ]
* [ Service-Identifier ]  
   [ Rating-Group ]  
* [ G-S-U-Pool-Reference ]
   [ Validity-Time ]
   [ Result-Code ]
   [ Final-Unit-Indication ]
   [ Time-Quota-Threshold ]
   [ Volume-Quota-Threshold ] 
   [ Unit-Quota-Threshold ]
   [ Quota-Holding-Time ]
   [ Quota-Consumption-Time ]
* [ Reporting-Reason ]
   [ Trigger ]
   [ PS-Furnish-Charging-Information ]

   [ Refund-Information ]

* [ AF-Correlation-Information]

* [ Envelope ]
   [ Envelope-Reporting ]
   [ Time-Quota-Mechanism ]
* [ Service-Specific-Info ]

                        [ QoS-Information ] 

* [ Announcement-Information ]
[ 3GPP-RAT-Type ]

   [ Related-Trigger ]

The Final-Unit-Indication AVP is defined as follows (per the

   grouped-avp-def of RFC 3588 [DIAMBASE]):

      Final-Unit-Indication ::= < AVP Header: 430 >

                                { Final-Unit-Action }

                               *[ Restriction-Filter-Rule ]

                               *[ Filter-Id ]

                                [ Redirect-Server ]

8.35.  Final-Unit-Action AVP
   The Final-Unit-Action AVP (AVP Code 449) is of type Enumerated and

   indicates to the credit-control client the action to be taken when

   the user's account cannot cover the service cost.

   The Final-Unit-Action can be one of the following:

   TERMINATE                       0

      The credit-control client MUST terminate the service session.

      This is the default handling, applicable whenever the credit-

      control client receives an unsupported Final-Unit-Action value,

      and it MUST be supported by all the Diameter credit-control client

      implementations conforming to this specification.

   REDIRECT                        1

      The service element MUST redirect the user to the address

      specified in the Redirect-Server-Address AVP.  The redirect action

      is defined in section 5.6.2.
   RESTRICT_ACCESS                 2

      The access device MUST restrict the user access according to the

      IP packet filters defined in the Restriction-Filter-Rule AVP or

      according to the IP packet filters identified by the Filter-Id

      AVP.  All the packets not matching the filters MUST be dropped

      (see section 5.6.3).

Quota consumption time AVP
The server may optionally indicate to the client that the quota consumption shall be stopped after a period equal to the Quota Consumption Time in which no packets are received or at session termination, whichever is sooner. This is indicated by including the Quota-Consumption-Time AVP in the CCA. The idle period equal to the Quota Consumption Time is included in the reported usage. The quota is consumed normally during gaps in traffic of duration less than or equal to the Quota-Consumption-Time. Quota consumption resumes on receipt of a further packet belonging to the service data flow.

The Quota-Consumption-Time AVP (AVP code 881) is of type Unsigned32 and contains an idle traffic threshold time in seconds. This AVP may be included within the Multiple-Services-Credit-Control AVP when this AVP also contains a Granted-Service-Units AVP containing a CC-Time AVP (i.e. when the granted quota is a time quota).
Quota-Holding-Time AVP

The server may specify an idle timeout associated with a granted quota using the Quota-Holding-Time AVP. 
If no traffic associated with the quota is observed for this time, the client shall understand that the traffic has stopped and the quota is returned to the server. The client shall start the quota holding timer when quota consumption ceases.
8.14.  Credit-Control-Failure-Handling AVP
   The Credit-Control-Failure-Handling AVP (AVP Code 427) is of type

   Enumerated.  The credit-control client uses information in this AVP

   to decide what to do if sending credit-control messages to the

   credit-control server has been, for instance, temporarily prevented

   due to a network problem.  Depending on the service logic, the

   credit-control server can order the client to terminate the service
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   immediately when there is a reason to believe that the service cannot

   be charged, or to try failover to an alternative server, if possible.

   Then the server could either terminate or grant the service, should

   the alternative connection also fail.

   TERMINATE                       0

      When the Credit-Control-Failure-Handling AVP is set to TERMINATE,

      the service MUST only be granted for as long as there is a

      connection to the credit-control server.  If the credit-control

      client does not receive any Credit-Control-Answer message within

      the Tx timer (as defined in section 13), the credit-control

      request is regarded as failed, and the end user's service session

      is terminated.

      This is the default behavior if the AVP isn't included in the

      reply from the authorization or credit-control server.

   CONTINUE                       1

      When the Credit-Control-Failure-Handling AVP is set to CONTINUE,

      the credit-control client SHOULD re-send the request to an

      alternative server in the case of transport or temporary failures,

      provided that a failover procedure is supported in the credit-

      control server and the credit-control client, and that an

      alternative server is available.  Otherwise, the service SHOULD be

      granted, even if credit-control messages can't be delivered.

   RETRY_AND_TERMINATE            2

      When the Credit-Control-Failure-Handling AVP is set to

      RETRY_AND_TERMINATE, the credit-control client SHOULD re-send the

      request to an alternative server in the case of transport or

      temporary failures, provided that a failover procedure is

      supported in the credit-control server and the credit-control

      client, and that an alternative server is available.  Otherwise,

      the service SHOULD not be granted when the credit-control messages

      can't be delivered.

2.2 Proposal to support Quota handling under CUPS.
The following figure illustrates the proposal on the conceptual level.

[image: image1]
Discussions:

· For bullet 1, at the failure scenarios, e.g. when the expected CCA-Update with GSU is not received, the PGW-C should initiate Sx Modification procedure, to associate the PDRs related to the affected Rating Group (where these PDRs are associated with the same URR for this Rating Group), with a new FAR applying the action as requested in Credit-Control-Failure-handling AVP;

· For handling of Final-Unit-Indication, it is required that the CP shall:

1. initiate Sx Session Modification procedure to modify Volume (time) threshold corresponding to the last granted service unit.

2. Upon receiving the report for the consumption of the last granted service unit, the CP immediately initiate Sx Session Modification procedure, to associate the PDRs related to the affected Rating Group (where these PDRs are associated with the same URR for this Rating Group), with a new FAR applying the action as requested in Final-Unit-Action AVP;  
Evaluations:

Pros: 

1. Such proposal is in line with the packet forwarding model as specified in subclause 5.2 of TS 29.244, i.e the figure 5.2.1-1: Packet processing flow in the UP function, where the PDRs are used to detect the service data flow, the FARs are used for packets handling e.g. to drop, to forward and to re-direct, and the URRs are used to instruct UP how to report forwarded packets.

2. Such proposal simplifies the CP and UP implementation, i.e. always uses Sx Session Modification procedure to instruct UP to handle the packets for both scenarios, and regardless the action to apply, e.g. drop, re-direct.

3. Such proposal simplifies the UP implementation, to avoid to trigger any packets handling via the parameters in the Usage Reporting Rule.
Cons:

1. There might a few packets being forwarded without be granted before receiving Sx Session Modification Request (i.e. between step 18 and 20), however considering the round trip time (RTT) between the CP and UP, such packets may be neglectable.
Another related issue is about handling the IE "Final Inactivity timer", it should be considered as the mean to determine if the application traffic is stopped, and if so, the UP should report it if report trigger STOPT is set; and the CP should also set the report trigger START for this URR, so that the UP can also generate a usage report when it receives the subsequent service data, and this report will trigger the CP to request the granted service unit.
3. Conclusions

It is proposed to discuss the existing requirements and agree on the Sx extension to support such requirement.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244 – 0.4.0.
* * * First Change * * * *

5.2.2.1
General

The CP function shall provision URR(s) for an Sx session in an Sx Session Establishment Request or an Sx Session Modification Request to request the UP function to: 

-
measure the network resources usage in terms of traffic data volume, duration (i.e. time) and/or events, according to the provisioned Measurement Method; and

-
send a usage report to the CP function, when the measurement reaches a certain threshold, periodically or when detecting a certain event, according to the provisioned Reporting Triggers.

NOTE:
The UP function sends a usage report without performing network resources usage measurements when being requested to detect and report the the start of an SDF or application traffic.
Editor's Note:
It is FFS whether the credit pooling requirements specified in subclause 5.5.2.1 of 3GPP TS 32.240 apply to a PGW and TDF, and if so, how to support them.

Editor's Note:
It is FFS how to report the network resources usage before and after the PCEF enforcement in a PGW. 

Editor's Note:
It is FFS whether the envelope reporting requirements specified in 3GPP TS 32.251 and subclause 6.5.6 of 3GPP TS 32.299 require any specific consideration for CUPS.

Editor's Note:
It is FFS whether extensions need to be considered to support change of Tariff and the Time of the day procedure specified in 3GPP TS 23.203 and 3GPP TS 29.212 without causing signalling storms over the Sx reference points.

Editor's Note: Potential additions for the event-based measurement method are FFS. 


* * * Next Change * * * *

5.2.2.2
Provisioning of Usage Reporting Rule in the UP function
When provisioning a URR, the CP function shall provide the reporting trigger(s) in the Reporting Triggers IE of the URR which shall cause the UP function to generate and send a Usage Report to the CP function. When adding or removing reporting trigger(s) to or from the URR, the CP function shall provide the new complete list of applicable reporting triggers in the Reporting Triggers IE in the Sx Session Modification Request message.

For the volume-based measurement method, the CP function may provision: 

-
a Volume Threshold;

-
a Dropped DL Traffic Threshold, representing a threshold of dropped downlink traffic.

NOTE 1:
The Dropped DL Traffic Threshold can be armed in a SGW-U for triggering the PGW Pause of Charging feature (see 3GPP TS 23.401 [14]).


For the time-based measurement method, the CP function may provision:

-
a Time Threshold; 


-
an Inactivity Detection Time, to request the UP function to suspend the time measurement when no packets are received during the provisioned inactivity detection time. The time measurement shall then be resumed by the UP function when subsequent traffic is received. If an Inactivity Detection Time value of zero is provided, or if no Inactivity Detection Time has been provided by the CP function, the time measurement shall be performed continuously from the point when the first packet is received until the time-based usage measurement is stopped.
The CP function may provision a Volume Threshold and/or a Time Threshold or both thresholds. 
NOTE 2:
For online charging, the Volume Threshold (or Time Threshold) can be set in a PGW-U or TDF-U to the value of the granted volume (or time) quota (as provided in the Grant-Service-Unit AVP) minus the volume (or time) quota threshold if available (as provided in Volume-Quota-Threshold AVP or Time-Quota-Threshold AVP), such as to get a usage report from the UP function when the volume (or time) based credit falls below the remaining quota thresholds provided by the OCS.
 

For all the measurement methods (i.e. volume, time or event), the CP function may also provision:

-
a Final Inactivity Time Threshold, to request the UP function to send a usage report when no packets have been received for the duration indicated in this parameter; 

NOTE 3:
A Final Inactivity Time Threshold can be armed in a PGW-U or TDF-U for online charging to request the UP function to send a Usage Report when the Quota Holding Time provided by the OCS (see 3GPP TS 32.299 [18]) expires. The UP function is assumed to be instructed by using the Report Triggers – START to generate a new Usage Report upon receiving any subsequent packets associated with this URR.  
-
a Monitoring Time, to request the UP function to measure the network resources usage before and after the monitoring time in separate counts and to re-apply the volume and time thresholds at the monitoring time. The CP function may additionally provision a Subsequent Volume (or Time) Threshold IE, for a volume (or time) based measurement. When being provisioned with a Monitoring Time, the UP function shall:

-
not retain (i.e. ignore) the monitoring time and the Subsequent Volume (or Time) Threshold IE, if the UP function needs to send a usage report before the Monitoring Time;

otherwise, 

-
reset its usage thresholds at the monitoring time to the value provided in the Subsequent Volume (or Time) Threshold IE, if provisioned in the URR, or to the remaining value of the Volume (or Time) threshold used before the monitoring time (i.e. excluding the already accumulated volume or time usage); 

-
shall indicate the usage up to the Monitoring time and usage after the Monitoring time in the first usage report after the Monitoring Time is reached;

-
a Measurement Period, indicating the period to generate periodic usage reports to the CP function. 

When receiving a Usage Report, and the CP function shall determine if the service data corresponding to the Usage Reporting Rule is subject to dropped or re-directed based on the instructions from the OCS, and if so the CP function shall initiate a Sx Session Modification procedure, and shall:

- 
create a new FAR to drop or re-direct the matched packets;

- 
associate the PDRs that are associated with the URR triggering to generating the Usage Report, to the new FAR; 
NOTE 4: 
For online charging, the OCS can provide the instruction to handle the affected service data in an error scenario via the Credit-Control-Failure-handling AVP; and the OCS can also provide the instruction to handle the relevant service data by including the Final-Unit-Action AVP within the Final-Unit-Indication AVP when providing the final granted service unit. See 3GPP TS 32.299 [18].
The CP function may request at any time the UP function to activate or deactivate a network resources usage measurement and the sending of corresponding Usage Reports, using the Active/Inactive Rule IE of the URR. 

NOTE 5:
This can be used in a PGW-U for the PGW Pause of Charging procedure (see 3GPP TS 23.401 [14]).
* * * Next Change * * * *

7.5.2.4
Create URR IE within Sx Session Establishment Request
The Create URR grouped IE shall be coded as shown in Figure 7.5.2.4-1.
Table 7.5.2.4-1: Create URR IE within Sx Session Establishment Request 

	Octet 1 and 2
	
	Create URR IE Type = 6 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for this Sx session.
	X
	X
	X
	URR ID

	Active/Inactive Rule 
	M
	This IE shall indicate if the measurement shall be performed (active) or be paused (inactive). 
	-
	X
	-
	Active/Inactive Rule

	Measurement Method
	M
	This IE shall indicate the method for measuring the network resources usage, i.e. whether the data volume, duration (i.e. time), combined volume/duration, or event shall be measured.
	X
	X
	X
	Measurement Method

	Reporting Triggers
	M
	This IE shall indicate the trigger(s) for reporting network resources usage to the CP function, e.g. periodic reporting or reporting upon reaching a threshold.
	X
	X
	X
	Reporting Triggers

	Measurement Period 
	C
	This IE shall be present if periodic reporting is required. When present, it shall indicate the period for generating and reporting usage reports. 
	X
	X
	X
	Measurement Period

	Volume Threshold
	C
	This IE shall be present if volume-based measurement is used and reporting is required upon reaching a volume threshold. When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR.
	X
	X
	X
	Volume Threshold

	
	
	

	
	
	
	

	Time Threshold
	C
	This IE shall be present if time-based measurement is used and reporting is required upon reaching a time threshold. When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function for this URR.
	-
	X
	X
	Time Threshold

	
	
	

	
	
	
	

	Final Inactivity Time Threshold
	C
	This IE shall be present, for a time, volume or event-based measurement, if reporting is required and packets are no longer permitted to pass on when no packets are received during a given inactivity period. 

When present, it shall contain the duration of the inactivity period.
	-
	X
	X
	Final Inactivity Time Threshold

	Dropped DL Traffic Threshold
	C
	This IE shall be present if reporting is required when the DL traffic being dropped exceeds a threshold. 

When present, it shall contain the threshold of the DL traffic being dropped.
	X
	-
	-
	Dropped DL Traffic Threshold

	Monitoring Time
	O
	When present, this IE shall contain the time at which the UP function shall re-apply the volume or time threshold. 
	-
	X
	X
	Monitoring Time

	Subsequent Volume Threshold
	
	This IE may be present if the Monitoring Time IE is present and volume-based measurement is used. 
When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Volume Threshold

	Subsequent Time Threshold
	
	This IE may be present if the Monitoring Time IE is present and time-based measurement is used. 
When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Time Threshold

	Inactivity Detection Time
	C
	This IE shall be present if time-based measurement is used and the time measurement need to be suspended when no packets are received during a given inactivity period. When present, it shall contain the duration of the inactivity period.
	-
	X
	X
	Inactivity Detection Time

	Linked URR ID
	C
	This IE shall be present if linked usage reporting is required. When present, this IE shall contain the linked URR ID which is related with this URR (see subclause 5.2.2.4). 
	-
	X
	X
	Linked URR ID 


Editor’s note: additional and conditions of IEs are FFS.
Editor's Note: It is FFS whether an Event Measurement Threshold needs to be defined to trigger usage reports when a certain number of events has taken place. 

Editor's Note: It is FFS whether the URR should allow the CP function to specify the absolute time (UTC) at which the UP function should generate its usage report.
* * * Next Change * * * *

7.5.4.4
Update URR IE within Sx Session Modification Request
The Updated URR grouped IE shall be coded as shown in Figure 7.5.4.4-1.
Table 7.5.4.4-1: Update URR IE within Sx Session Modification Request 

	Octet 1 and 2
	
	Update URR IE Type = 13 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	URR ID
	M
	This IE shall uniquely identify the URR among all the URRs configured for that Sx session
	X
	X
	X
	URR ID

	Active/Inactive Rule 
	C
	This IE shall be present if the measurement needs to be newly activated or paused. 

When present, it shall indicate if the measurement shall be performed (active) or be paused (inactive). 
	-
	X
	-
	Active/Inactive Rule

	Measurement Method
	C
	This IE shall be present if the measurement method needs to be modified. 

When present, this IE shall indicate the method for measuring the network resources usage, i.e. whether the data volume, duration (i.e. time), combined volume/duration, or event shall be measured.
	X
	X
	X
	Measurement Method

	Reporting Triggers
	C
	This IE shall be present if the reporting triggers needs to be modified. 

When present, this IE shall indicate the trigger(s) for reporting network resources usage to the CP function, e.g. periodic reporting or reporting upon reaching a threshold.
	X
	X
	X
	Reporting Triggers

	Measurement Period 
	C
	This IE shall be present if the Measurement Period needs to be modified. 

When present, it shall indicate the period for generating and reporting usage reports. 
	X
	X
	X
	Measurement Period

	Volume Threshold
	C
	This IE shall be present if the Volume Threshold needs to be modified. When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR.
	X
	X
	X
	Volume Threshold

	
	
	

	
	
	
	

	Time Threshold
	C
	This IE shall be present if the Time Threshold needs to be modified. When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function for this URR.
	X
	X
	X
	Time Threshold

	Final Time Threshold
	C
	This IE shall be present if the Final Time Threshold needs to be modified. 

When present, it shall indicate the time usage after which the UP function shall report network resources usage to the CP function and stop passing on traffic for this URR.
	-
	X
	X
	Final Time Threshold

	
	
	

	
	
	
	

	Dropped DL Traffic Threshold
	C
	This IE shall be present if the Dropped DL Threshold needs to be modified. 

When present, it shall contain the threshold of the DL traffic being dropped.
	X
	-
	-
	Dropped DL Traffic Threshold

	Monitoring Time
	C
	This IE shall be present if the Monitoring Time needs to be modified. When present, this IE shall contain the time at which the UP function shall re-apply the volume or time threshold. 
	-
	X
	X
	Monitoring Time

	Subsequent Volume Threshold
	C
	This IE shall be present if the Subsequent Volume Threshold needs to be modified and volume-based measurement is used. 
When present, it shall indicate the traffic volume value after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Volume Threshold

	Subsequent Time Threshold
	C
	This IE shall be present if the Subsequent Time Threshold needs to be modified. When present, it shall indicate the time usage value after which the UP function shall report network resources usage to the CP function for this URR for the period after the Monitoring Time.
	-
	X
	X
	Subsequent Time Threshold

	Inactivity Detection Time
	C
	This IE shall be present if the Inactivity Detection Time needs to be modified. 
When present, it shall indicate the duration of the inactivity period after which time measurement needs to be suspended when no packets are received during this inactivity period. 
	-
	X
	X
	Inactivity Detection Time

	Linked URR ID 
	C
	This IE shall be present if linked usage reporting is required. When present, this IE shall contain the linked URR ID which is related with this URR (see subclause 5.2.2.4). 


	-
	X
	X
	Linked URR ID 


Editor’s note: additional IEs and conditions are FFS.
* * * Next Change * * * *

8.1.2
Information Element Types

A PFCP message may contain several IEs. In order to have forward compatible type definitions for the PFCP IEs, all of them shall be TLV (Type, Length, Value) coded. PFCP IE type values are specified in the Table 8.1.2-1. The last column of this table indicates whether the IE is:

-
Fixed Length: the IE has a fixed set of fields, and a fixed number of octets.

-
Variable Length: the IE has a fixed set of fields, and has a variable number of octets.
For example, the last octets may be numbered similar to "5 to (n+4)". In this example, if the value of the length field, n, is 0, then the last field is not present.

-
Extendable: the IE has a variable number of fields, and has a variable number of octets.
The last fields are typically specified with the statement: "These octet(s) is/are present only if explicitly specified". The legacy receiving entity shall ignore the unknown octets.
In order to improve the efficiency of troubleshooting, it is recommended that the IEs should be arranged in the signalling messages as well as in the grouped IEs, according to the order the IEs are listed in the message definition table or grouped IE definition table in section 7. However the receiving entity shall be prepared to handle the messages with IEs in any order.

Within IEs, certain fields may be described as spare. These bits shall be transmitted with the value set to 0. To allow for future features, the receiver shall not evaluate these bits. 

Table 8.1.2-1: Information Element Types 

	IE Type value

(Decimal)
	Information elements
	Comment / Reference
	Number of Fixed Octets

	0
	Reserved
	
	

	1
	Create PDR
	Extendable / Table 7.5.2.2-1
	Not Applicable

	2
	PDI
	Extendable / Table 7.5.2.2-2
	Not Applicable

	3
	Create FAR
	Extendable / Table 7.5.2.3-1
	Not Applicable

	4
	Forwarding Parameters
	Extendable / Table 7.5.2.3-2
	Not Applicable

	5
	Buffering Parameters
	Extendable / Table 7.5.2.3-3
	Not Applicable

	6
	Create URR
	Extendable / Table 7.5.2.4-1
	Not Applicable

	7
	Create QER
	Extendable /Table 7.5.2.5-1
	Not Applicable

	8
	Created PDR
	Extendable / Table 7.5.3.2-1
	Not Applicable

	9
	Update PDR
	Extendable / Table 7.5.4.2-1
	Not Applicable

	10
	Update FAR
	Extendable / Table 7.5.4.3-1
	Not Applicable

	11
	Update Forwarding Parameters
	Extendable / Table 7.5.4.3-2
	Not Applicable

	12
	Update Buffering Parameters
	Extendable / Table 7.5.4.3-3
	Not Applicable

	13
	Update URR
	Extendable / Table 7.5.4.4
	Not Applicable

	14
	Update QER
	Extendable / Table 7.5.4.5
	Not Applicable

	15
	Remove PDR
	Extendable / Table 7.5.4.6
	Not Applicable

	16
	Remove FAR
	Extendable / Table 7.5.4.7
	Not Applicable

	17
	Remove URR
	Extendable / Table 7.5.4.8
	Not Applicable

	18
	Remove QER
	Extendable / Table 7.5.4.9
	Not Applicable

	19
	Cause
	Fixed / Subclause 8.2.1
	2

	20
	Source Interface
	Extendable / Subclause 8.2.2
	1

	21
	F-TEID
	Extendable / Subclause 8.2.3
	1/9/21/25

	22
	PDN Instance
	Variable Length / Subclause 8.2.4
	Not Applicable

	23
	SDF Filter
	Extendable / Subclause 8.2.5
	2

	24
	Application ID
	Variable Length / Subclause 8.2.6
	Not Applicable

	25
	Gate Status
	Extendable / Subclause 8.2.7
	1

	26
	MBR
	Extendable / Subclause 8.2.8
	10

	27
	GBR
	Extendable / Subclause 8.2.9
	10

	28
	QER Correlation ID
	Extendable / Subclause 8.2.10
	4

	29
	Precedence
	Extendable / Subclause 8.2.11
	4

	30
	DL Transport Level Marking
	Extendable / Subclause 8.2.12
	2

	31
	Volume Threshold
	Extendable /Subclause 8.2.13
	1

	32
	Time Threshold
	Extendable /Subclause 8.2.14
	4

	33
	Monitoring Time
	Extendable /Subclause 8.2.15
	4

	34
	Subsequent Volume Threshold
	Extendable /Subclause 8.2.16
	1

	35
	Subsequent Time Threshold
	Extendable /Subclause 8.2.17
	4

	36
	Inactivity Detection Time
	Extendable /Subclause 8.2.18
	4

	37
	Reporting Triggers
	Extendable /Subclause 8.2.19
	1

	38
	Redirect Information
	Extendable /Subclause 8.2.20
	(8+a-1)-4

	39
	Report Type
	Extendable / Subclause 8.2.21
	1

	40
	Offending IE
	Fixed / subclause 8.2.22
	2

	41
	Forwarding Policy
	Extendable / Subclause 8.2.23
	

	42
	Destination Interface
	Extendable / Subclause 8.2.24
	1

	43
	UP Function Features
	Extendable / Subclause 8.2.25
	1

	44
	Apply Action
	Extendable / Subclause 8.2.26
	1

	45
	Downlink Data Service Information
	Extendable / Subclause 8.2.27
	1

	46
	Downlink Data Notification Delay
	Extendable / Subclause 8.2.28
	1

	47
	DL Buffering Duration
	Extendable / Subclause 8.2.29
	1

	48
	DL Buffering Suggested Packet Count
	Variable / Subclause 8.2.30
	Not Applicable

	49
	SxSMReq-Flags
	Extendable / Subclause 8.2.31
	1

	50
	SxSRRsp-Flags
	Extendable / Subclause 8.2.32
	1

	51
	Load Control Information
	Extendable / Table 7.5.3.3-1
	Not Applicable

	52
	Sequence Number
	Fixed Length / Subclause 8.2.33
	4

	53
	Metric
	Fixed Length / Subclause 8.2.34
	1

	54
	Overload Control Information
	Extendable / Table 7.5.3.4-1
	Not Applicable

	55
	Timer
	Extendable / Subclause 8.2 35
	1

	56
	Packet Detection Rule ID
	Extendable / Subclause 8.2 36
	2

	57
	F-SEID
	Extendable / Subclause 8.2 37
	9

	58
	Application ID's PFDs
	Extendable / Table 7.4.3.1-1
	Not Applicable

	59
	PFD context
	Extendable / Table 7.4.3.1-2
	Not Applicable

	60
	PFD ID
	 / Subclause 8.2.38
	

	61
	PFD contents
	 / Subclause 8.2.39
	

	62
	Measurement Method
	Extendable / Subclause 8.2.40
	1

	63
	Usage Report Trigger
	Extendable / Subclause 8.2.41
	2

	64
	Measurement Period
	/ Subclause 8.2.43
	

	65
	Active/Inactive Rule
	/ Subclause 8.2.44
	

	66
	Volume Measurement
	/ Subclause 8.2.45
	

	67
	Duration Measurement
	/ Subclause 8.2.46
	

	68
	Detected Event
	/ Subclause 8.2.47
	

	69
	Time of First Packet
	/ Subclause 8.2.48
	

	70
	Time of Last Packet
	/ Subclause 8.2.49
	

	71
	Final Inactivity Time Threshold
	/ Subclause 8.2.50
	

	72
	Dropped DL Traffic Threshold
	/ Subclause 8.2.51
	

	
	
	
	

	
	
	
	

	75
	Start Time
	/ Subclause 8.2.54
	

	76
	End Time
	/ Subclause 8.2.55
	

	77
	Query URR
	Extendable / Table 7.5.4.10-1
	Not Applicable

	78
	Usage Report (in Session Modification Response)
	Extendable / Table 7.5.5.2-1
	Not Applicable

	79
	Usage Report (Session Deletion Response)
	Extendable / Table 7.5.7.2-1
	Not Applicable

	80
	Usage Report (Session Report Request)
	Extendable / Table 7.5.8.3-1
	Not Applicable

	81
	URR ID
	Extendable / Subclause 8.2.56
	4

	82
	Linked URR ID
	Extendable / Subclause 8.2.57
	4

	83 to 65535
	Spare. For future use.
	
	


* * * Next Change * * * *



* * * Next Change * * * *



* * * End of Changes * * * *
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