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1st Change
2
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2nd Change
3.2
Abbreviations

Abbreviations used in the present document are listed in 3GPP TR 21.905 [42]. For the purposes of the present document, the following additional abbreviations apply:

AMBR
Aggregate Maximum Bit Rate

APN
Access Point Name

ARP
Allocation and Retention Priority

ATM
Asynchronous Transfer Mode
APCO
Additional Protocol Configuration Options
BG
Border Gateway

BM-SC
Broadcast/Multicast Service Centre

CHAP
Challenge Handshake Authentication Protocol
CIoT
Cellular Internet of Things
DHCP
Dynamic Host Configuration Protocol

DHCPv6
Dynamic Host Configuration Protocol version 6

DNS
Domain Name System

DSMIPv6
Dual-Stack MIPv6

DVMRP
Distance Vector Multicast Routing Protocol

EPC
Evolved Packet Core

ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

FQDN
Fully Qualified Domain Name 
GBR
Guaranteed Bit Rate 
GGSN
Gateway GPRS Support Node

GTP-U
GPRS Tunnelling Protocol for user plane

ICMP
Internet Control Message Protocol

IETF
Internet Engineering Task Force

IGMP
Internet Group Management Protocol

IMS
IP Multimedia Subsystem

IP
Internet Protocol

IPCP
IP Control Protocol (PPP NCP for IPv4)

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6

IPV6CP
Ipv6 Control Protocol (PPP NCP for IPv6)

ISDN
Integrated Services Digital Network

ISP
Internet Service Provider

LAC
L2TP Access Concentrator

LAN
Local Area Network 

LNS
L2TP Network Server

MBMS
Multimedia Broadcast/Multicast Service
MBR
Maximum Bit Rate

MIP
Mobile IP

MLD
Multicast Listener Discovery
MME
Mobility Management Entity
MOSPF
Multicast Open Shortest Path First

MS
Mobile Station

MT
Mobile Terminal
MTC
Machine Type Communication
MTU
Maximum Transfer Unit

NAI
Network Access Identifier

PAP
Password Authentication Protocol

PCC
Policy and Charging Control

PCO
Protocol Configuration Options

PCRF
Policy and Charging Rules Function

P-CSCF
Proxy Call Session Control Function
PDCP
Packet Data Convergence Protocol
PDN
Packet Data Network

PDU
Protocol Data Unit

P-GW
PDN Gateway
PIM-SM
Protocol Independent Multicast – Sparse Mode

PPP
Point-to-Point Protocol

PS
Packet Switched

QCI
QoS Class Identifier

RADIUS
Remote Authentication Dial In User Service
SCEF
Service Capability Exposure Function
SGSN
Serving GPRS Support Node

S-GW
Serving Gateway
SMDS
Switched Multimegabit Data Service

TCP
Transmission Control Protocol

TE
Terminal Equipment

TEID
Tunnel End-point Identifier
TMGI
Temporary Mobile Group Identity
TWAN
Trusted WLAN Access Network
UDP
User Datagram Protocol

3rd Change
3.3
Symbols

For the purposes of the present document, the following symbols apply:

Gb
Interface between an SGSN and a BSC.

Gi
Reference point between Packet Domain and an external packet data network.

Gmb
Reference point between GGSN and BM-SC.

Gn
Interface between two GSNs within the same PLMN.

Go
Interface between a GGSN and a PDF.

Gp
Interface between two GSNs in different PLMNs. The Gp interface allows support of Packet Domain network services across areas served by the co-operating PLMNs.

Gs
Interface between an SGSN and MSC.

Iu
Interface between the RNS and the core network. It is also considered as a reference point.

Pk
Reference Point between GGSN and Presence Network Agent.

R
The reference point between a non-ISDN compatible TE and MT. Typically this reference point supports a standard serial interface.

S2a
It provides the user plane with related control and mobility support between trusted non-3GPP IP access and P-GW.

S2b
It provides the user plane with related control and mobility support between ePDG and P-GW.

S2c
It provides the user plane with related control and mobility support between UE and P-GW. This reference point is implemented over trusted and/or untrusted non-3GPP Access and/or 3GPP access.

S5
Interface between a S-GW and a P‑GW within the same PLMN.

S8
Interface between a S-GW and a P-GW in different PLMNs.

Sgi
The reference point between the EPC based PLMN and the packet data network.
Sgi-mb
The reference point between BM-SC and MBMS GW for MBMS data delivery.
SGmb
The reference point for the control plane between BM-SC and MBMS GW.
T6a
Reference point used between SCEF and serving MME.
Um
The interface between the MS and the fixed network part in A/Gb mode. The Um interface is the A/Gb mode network interface for providing packet data services over the radio to the MS. The MT part of the MS is used to access the GSM services through this interface.

Uu
Interface between the mobile station (MS) and the fixed network part in Iu mode. The Uu interface is the Iu mode network interface for providing packet data services over the radio to the MS. The MT part of the MS is used to access the UMTS services through this interface.

4th Change
8
Subscription checking

The subscription of an MS/UE is checked by the PLMN during IP-CAN session establishment procedure as described in 3GPP TS 23.060 [3], 3GPP TS 23.401 [77] and 3GPP TS 23.402 [78]. The GGSN/P-GW implicitly checks its internal context related to the destination address for each mobile terminated packet. For PDN types other than Non-IP, if there is a context IP-CAN session associated with the IP address the packet shall be forwarded towards the MS/UE; otherwise the packet shall be discarded or rejected depending on the implemented protocol. For PDN type "Non-IP", the packet shall be forwarded towards the MS/UE, discarded or rejected depending on the implemented protocol.
5th Change

8A
Prevention of IP spoofing

For PDN types other than "Non-IP", if IP spoofing has to be prevented, the GGSN/P-GW shall verify the source IP address of the IP packets issued by the UE and compare it against the address, IPv4 or IPv6, assigned for the IP-CAN session. If the verification fails for a packet,the GGSN/P-GW shall discard the packets and shall be capable to log the event in the security log against the subscriber information (IMSI/MSISDN).
6th Change

11
Interworking with PDN (IP)

11.1
General

Packet Domain shall support interworking with networks based on the Internet Protocol (IP). These interworked networks may be either intranets or the Internet. Packet Domain may also support interworking with networks handling Non-IP data services.
7th Change
11.2
PDN Interworking Model

The Packet Domain can interwork with IP networks and networks handling Non-IP data services. When interworking with the IP networks, the Packet Domain can operate IPv4 and/or IPv6. The interworking point with the IP networks or networks handling Non-IP data services is at the Gi and Sgi reference points- Additionally, the  interworking point with network handling Non-IP data services  may also be the T6a (T6) reference point for Control Plane CIoT EPS Optimizations (see 3GPP TS 29.128 [xx]).  These interworking points are shown in figure 7.
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Figure 7: IP network interworking

The GGSN/P-GW for interworking with the IP network is the access point of the Packet Domain (see figure 8). In this case the Packet Domain network will look like any other IP network or subnetwork.
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Figure 8: The protocol stacks of GGSN and P-GW for the IP network interworking

Typically in the IP networks, the interworking with subnetworks is done via IP routers. The Gi reference point is between the GGSN and the external IP network; and the Sgi reference point is between the P-GW and the external IP network. From the external IP network’s point of view, the GGSN/P-GW is seen as a normal IP router. The L2 and L1 layers are operator specific.

It is out of the scope of the present document to standardise the router functions and the used protocols in the Gi/Sgi reference point.

Interworking with user defined ISPs and private/public IP networks is subject to interconnect agreements between the network operators.

No user data or header compression is done in the GGSN/P-GW.
Both the P-GW (for both Control Plane and User Plane CIoT EPS Optimizations) and the SCEF (for Control Plane CIoT EPS Optimization) for interworking with the network handling Non-IP data services are the access points of the Packet Domain. See 3GPP TS 23.401 [77] for further details.
8th Change
11.2.x
Access to networks handling Non-IP data services through Packet Domain

The support of Non-IP data is part of the CIoT EPS optimisations (see 3GPP TS 23.401 [77]). A PDN Type "Non-IP" is used for Non-IP data. The Non-IP data delivery to the  network handling Non-IP data services is accomplished by one of two mechanisms:

-
Delivery using SCEF 

-
Delivery using a Point-to-Point (PtP) SGi tunnel
Data delivery using SCEF is further described in 3GPP TS 29.128 [xxx].
In order to allow Non-IP delivery data using SGi PtP tunnelling based on UDP/IP (see subclause 11.8), the Packet Domain may offer direct transparent access to the Non-IP Packet Data Network with the following characteristics: 

· The IPv4 address and/or IPv6 prefix is assigned as part of the PDN connection establishment and identifies the PDN connection of the UE within the PLMN domain.
· IP address allocation procedures for the UE (i.e. PDN connection) are performed by the P-GW based on APN configuration. Only a single IP address is used (i.e. both IPv4 and IPv6 prefix+Interface Identifier are not allocated/assigned). In case of IPv6 the P-GW assigns an Interface Identifier for the PDN connection.
· The assigned IPv4 address or IPv6 prefix is used for UDP/IP encapsulation for PtP tunneling between the Non-IP network and the P-GW (see subclause 11.8).
· Stateless Address Autoconfiguration does not apply for IPv6. Both IPv4 and IPv6 addresses belong to the operator addressing space. 
User authentication and encryption of user data when accessing networks handling Non-IP data services is outside 3GPP specification.
9th Change
11.3
Numbering and Addressing

In the case of interworking with public IP networks (such as the Internet), the PLMN operator shall use public network addresses. These public addresses can be reserved from the responsible IP numbering body, or from an ISP with which the PLMN operator has an agreement. In case of IPv6, a global IPv6 prefix can be obtained from the same sources.

In the case of interworking with private IP networks, two scenarios can be identified:

1.
the PLMN operator manages internally the subnetwork IPv4 addresses and/ or IPv6 prefixes as applicable. Each private network is assigned a unique subnetwork IPv4 addresses and/ or IPv6 prefixes. Normal routing functions are used to route packets to the appropriate private network;

2.
each private network manages its own addressing. In general this will result in different private networks having overlapping address ranges. A logically separate connection (e.g. an IP in IP tunnel or layer 2 virtual circuit) is used between the GGSN/P-GW and each private network. In this case the IP address alone is not necessarily unique. The pair of values, Access Point Name (APN) and IPv4 address and/or IPv6 prefixes, is unique.

NOTE 1:
In IPv6, "site-local addresses"were originally designed to be used for addressing inside of a site that is similar to the usage of "private addresses" in IPv4. The usage of "site-local-addresses" is deprecated as specified in RFC 4291 [82]. Existing implementations and deployments may continue using site-local addresses. However, in new implementations the prefix that was allocated for "site local addresses" shall be treated as for "global unicast addresses", see RFC 4291 [82]. 

The PLMN operator allocates the IP addresses for the subscribers in either of the following ways.

-
The PLMN operator allocates a static IPv4 address and/or a static IPv6 prefix when the subscription record is built. The IPv4 address and/or IPv6 prefix are respectively reserved from a pool of free IPv4 addresses and/or IPv6 prefixes. Each external network has its own pool of IPv4 addresses and/or IPv6 prefixes.

-
The PLMN operator allocates (either on its own or in conjunction with the external network) a dynamic IPv4 address and/or a dynamic IPv6 prefix as described in 3GPP TS 23.060 [3], 3GPP TS 23.401 [77] and 3GPP TS 23.402 [78].
For UEs used for Machine-Type Communications (MTC) as described in 3GPP TS 23.401 [77] and 3GPP TS 23.060 [3] and Cellular Internet of Things (CIoT) as described in 3GPP TS 23.401 [77], IPv6 address allocation should be the primary mechanism for IP address allocation. IPv4 based address allocation is considered a transition solution and is deprecated for MTC used over 3GPP accesses. 

NOTE 2: 
For implementation guidelines related to transition and other aspects of IPv4 address usage see 3GPP TS 23.221 [99] Annex B.
In case of transferring Non-IP data over SGi PtP tunnelling based on UDP/IP (see subclause 11.8) the PLMN operator uses private network addresses for the establishment of the tunnel.
10th Change
11.8.2
SGi PtP tunnelling based on UDP/IP

SGi PtP tunnelling based on UDP/IP may be used to deliver Non-IP data to an AS via SGi.

The PtP tunnel is set up by configuration of tunnel parameters in both end of the tunnel.
The following parameters are pre-configured in the P-GW per APN;

· the UDP destination port number to use when sending Non-IP data;

· the UDP port number it wants to receive Non-IP data;

· the destination IP address to be used for sending Non-IP data.

The following is pre-configured in the AS;

· the UDP destination port number to use when sending Non-IP data;

· the UDP port number it wants to receive Non-IP data.

NOTE 1:
The P-GW as well as the AS can use any UDP port numbers not assigned by IANA. The port numbers used need to be aligned between peers.

IP address allocation procedures for the UE (i.e. PDN connection) are performed by the P-GW as described in subclause 11.2.x. 
The UE IP address for the PDN connection or IPv6 prefix allocated for the PDN connection+suffix assigned for the PtP tunnel end point in the P-GW is used as source address in the P-GW and as destination address in the AS for the PtP tunnel.

The P-GW acts as a transparent forwarding node between the UE used for CIoT and the AS.

For uplink Non-IP data, the P-GW shall forward the received data to the AS over the SGi PtP tunnel using UDP/IP encapsulation with the destination address of the AS and the configured UDP destination port number for “Non-IP” data as described above.

For downlink Non-IP data, the AS shall send the data using UDP/IP encapsulation with the IP address or IPv6 prefix+suffix of the UE as destination address and the configured UDP destination port number for “Non-IP” data as described above.

NOTE 2:
The UDP source port number to use for both uplink and downlink Non-IP data transfer can be a pre-configured or a locally allocated port number in the P-GW and AS respectively.

NOTE 3:
For downlink Non-IP data the P-GW decapsulates the received data (i.e. removes the UDP/IP headers) and forwards the data to S-GW on the GTP-U tunnel identified by the IP address or the IPv6 prefix of the UE (i.e. PDN connection) for delivery to the UE.




[image: image4]
Figure 11.8: Protocol configuration for Non-IP data (user plane) using PtP tunneling
End of Changes
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