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* * * First Change * * * *
5.2.11
Discovery Authorization Update

5.2.11.1 
General Description

The discovery authorization update procedure is used by the ProSe Application Server to request the Prose Function serving the UE which has revoked permissions related to other users, to take actions to update the ProSe Restricted Code or Restricted Discovery Filters to prevent the banned users (users whose permissions have been revoked) from discovering the announcing user. 

This procedure uses the Diameter commands ProXimity-Application-Request (XAR)/ProXimity-Application-Answer (XAA), and ProXimity-Action-Request (PXR)/ProXimity-Action-Answer (PXA) in the respective Diameter applications as specified in clause 6. 

5.2.11.2.
Detailed description of the discovery authorization update procedure

The ProSe Application Server shall send the ProXimity-Application-Request (XAR) command to the ProSe Function serving the UE which has announced the RPAUID whose discovery permissions related to other users has been revoked. The identity of this ProSe Function is found by the ProSe Application Server by mapping the RPAUID to a PDUID. If multiple PDUIDs have been found to be used for this RPAUID, the procedure shall be invoked multiple times, for each ProSe Function to which the PDUID belongs. 

The ProSe Application Server shall include in the request the ProSe-Request-Type AVP with the value AUTHORIZATION_UPDATE (11), the Requesting-RPAUID AVP with the RPAUID which originated this application-layer permission change, and one or more Banned-User-Target AVP identifying the RPAUID(s) whose discovery permissions have been revoked and the corresponding PDUID(s).
When receiving an XAR command for authorization update for restricted ProSe direct discovery, the ProSe Function shall examine the RPAUID AVP and locate the UE context which stores the allocated ProSe Restricted Code for this RPAUID. If this check is successful, the ProSe Function shall then acknowledge the reception of the XAR command, set the Result-Code AVP to "SUCCESS" in the XAA command, and include the ProSe-Request Type AVP set to the same value as that included in the XAR command. In case of an unsuccessful request, an applicable value defined in subclause 6.7.3 shall be used to indicate the cause.

Then the ProSe Function shall check the Banned-User-Target AVP(s) (i.e., blacklist users) and compare it with all RPAUIDs which are currently authorized for monitoring the RPAUID being announced (i.e., white-list users). If the black-list users and white-list users have no overlapping, the procedure is completed and no further action needs to be taken. Otherwise, the ProSe Function shall either allocate a new ProSe Restricted Code and notify the still-eligible white-list users, or revoke the Restricted Discovery Filters for the white-list users who have been banned. Depending on the action, the corresponding procedures described in 3GPP TS 29.345 [7] are to be invoked.

When receiving XAA from the ProSe Function, the ProSe Application Server shall check if the Result-Code AVP indicates SUCCESS. If it indicates SUCCESS, the ProSe Application Server shall wait for the result of this discovery authorization update. 

After a time configured by the operator, the ProSe Function of the UE announcing the requesting RPAUID shall send the ProXimity-Action-Request (PXR) command to notify the ProSe Application Server of the specific application requested by the UE in its initial request message, about the result of discovery update process. The ProSe Function shall include in the request the ProSe-Request-Type AVP with the value AUTHORIZATION_UPDATE (11) and the Requesting-RPAUID AVP with the RPAUID of the announcing UE involved in this discovery authorization update, and one or more Banned-User-Target AVPs including the RPAUID-PDRID pairs which have been successfully banned from discovering the requesting RPAUID.

When receiving a PXR command for discovery authorization update for restricted ProSe direct discovery, the ProSe Application Server shall acknowledge the reception of the PXR command and shall send a PXA command with the Result-Code AVP set to "SUCCESS". In case of an unsuccessful discovery authorization update result notification for restricted ProSe direct discovery, applicable value defined in clause 6.7.3 shall be used to indicate the cause.

When receiving PXA from the ProSe Application Server, the ProSe Function checks the Result-Code AVP to see if it indicates SUCCESS,

* * * Next Change * * * *
6.1.3
Advertising Application Support

The Diameter application identifier assigned to the PC2 interface application when PXR/PXA command is used is 16777337.
The Diameter application identifier assigned to the enhanced PC2 interface application when XAR/XAA command is used is 16xxxxxx.
NOTE:
The PC2 interface application identifier 16777337 is used in Rel-12 document where only the usage of PXR/PXA is specified. For Release 13, both PXR/PXA and XAR/XAA commands are used in PC2 interface, with two respective Diameter application identifiers are used.
Editor’s Note:  The suggested Diameter application name "Enhanced PC2 interface" needs to be confirmed by IANA when the new application identifier is allocated.
The ProSe Application Server and ProSe Function shall advertise support of the Diameter PC2 applications by including the value of the PC2 application identifiers in the Auth-Application-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the CER and CEA commands.

The vendor identifier value of 3GPP (10415) shall be included in the Supported-Vendor-Id AVP of the CER and CEA commands, and in the Vendor-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the CER and CEA commands.
The Vendor-Id AVP included in CER and CEA commands that is not included in the Vendor-Specific-Application-Id AVPs as described above shall indicate the manufacturer of the Diameter node as per IETF RFC 3588 [3].
* * * Next Change * * * *
6.4.1
General

Table 6.4.1-1 describes the Diameter AVPs defined for the PC2 reference point, their AVP Code values, types and possible flag values. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415).

Table 6.4.1-1: PC2 specific Diameter AVPs 

	
	
	
	
	AVP Flag rules (Note 1)

	Attribute Name
	AVP Code
	Clause defined
	Value Type 
	Must
	May
	Should not
	Must not

	Origin-App-Layer-User-Id
	3600
	6.4.2
	UTF8String
	M,V
	P
	
	

	Target-App-Layer-User-Id
	3601
	6.4.3
	UTF8String
	M,V
	P
	
	

	ProSe-Function-ID
	3602
	6.4.4
	OctetString
	M,V
	P
	
	

	ProSe-Request-Type
	3603
	6.4.5
	Unsigned32
	M,V
	P
	
	

	PDUID
	3604
	6.4.6
	OctetString
	M,V
	P
	
	

	Application-Data
	3605
	6.4.7
	UTF8String
	M,V
	P
	
	

	Allowed-Suffixes-Number
	3606
	6.4.8
	Unsigned32
	M,V
	P
	
	

	Monitor-Target
	3607
	6.4.9
	Grouped
	M,V
	P
	
	

	ProSe-Restricted-Code-Suffix-Mask
	3608
	6.4.10
	Grouped
	M,V
	P
	
	

	Suffix-Code
	3609
	6.4.11
	OctetString
	M,V
	P
	
	

	Suffix-Mask
	3610
	6.4.12
	OctetString
	M,V
	P
	
	

	Requesting- RPAUID
	3611
	6.4.13
	UTF8String
	M,V
	P
	
	

	Target- RPAUID
	3612
	6.4.14
	UTF8String
	M,V
	P
	
	

	Target- PDUID
	3613
	6.4.15
	OctetString
	M,V
	P
	
	

	Metadata
	3614
	6.4.16
	UTF8String
	M,V
	P
	
	

	Banned-User-Target
	3615
	6.4.17
	Grouped
	M,V
	P
	
	

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [3].


* * * Next Change * * * *
6.4.5
ProSe-Request-Type AVP

The ProSe-Request-Type AVP (AVP code 3603) is of type Unsigned32, and contains the reason for sending the PX-Request message or XA-Request message.
The following values are defined:

0 (APPLICATION_REGISTRATION_FOR_PROSE):


The ProXimity-Action-Request message is sent to initiate an application registration for ProSe procedure.

1 (PROSE_MAP_REQUEST):


The ProXimity-Action-Request message is sent to initiate a Proximity map request procedure.
2 (AUTHORIZATION_ANNOUNCE):


The ProXimity-Action-Request message is sent to initiate an announce authorization procedure for restricted discovery.

3 (AUTHORIZATION_ANNOUNCE_ACE):


The ProXimity-Action-Request message is sent to initiate an announce authorization procedure for restricted discovery with application-controlled extension.

4 (AUTHORIZATION_MONITOR):


The ProXimity-Action-Request message is sent to initiate a monitor authorization procedure for restricted discovery.

5 (AUTHORIZATION_MONITOR_ACE):


The ProXimity-Action-Request message is sent to initiate a monitor authorization procedure for restricted discovery with application-controlled extension.

6 (MONITOR_PERMISSION):


The ProXimity-Action-Request message is sent to initiate an inquiry for the discovery permissions between two RPAUIDs used in restricted ProSe direct discovery monitoring model A.

7 (AUTHORIZATION_RESPONSE):


The ProXimity-Action-Request message is sent to initiate an authorization for Discoveree Request procedure.

8 (AUTHORIZATION_QUERY):


The ProXimity-Action-Request message is sent to initiate an authorization for Discoverer Request procedure.

9 (AUTHORIZATION_MATCH_REPORT):


The ProXimity-Action-Request message is sent to initiate an authorization for Match Report procedure in model A or model B.

10 (QUERY_PERMISSION)


The ProXimity-Action-Request message is sent to initiate an inquiry for the discovery permissions between two RPAUIDs used in restricted ProSe direct discovery model B discoverer operation.
11 (AUTHORIZATION_UPDATE)


The ProXimity-Action-Request message or ProXimity-Application-Request message is sent for the purpose of discovery authorization update.
* * * Next Change * * * *
6.4.17 Banned-User-Target AVP

The Monitor-Target AVP (AVP code 3615) is of type Grouped. It contains a Target-RPAUID and a Target-PDUID.

The AVP format shall conform to:


Banned-User-Target ::=
<AVP header:3615>

{ Target-RPAUID }

{ Target-PDUID }

*[AVP]

* * * Next Change * * * *
6.6.1
Command-Code Values

This section defines the Command-Code values for the PC2 interface application as allocated by IANA from the vendor-specific namespace defined in IETF RFC 5719 [8]. Every command is defined by means of the ABNF syntax in IETF RFC 2234 [9], and according to the rules in IETF RFC 3588 [3].

The following Command Codes are defined in this specification:

Table 6.6.1.1: Command-Code values for PC2
	Command-Name
	Abbreviation
	Code
	Section

	ProXimity-Action-Request
	PXR
	8388676
	6.6.2

	ProXimity-Action-Answer
	PXA
	8388676
	6.6.3

	ProXimity -Application-Request
	XAR
	xxxxxxxx
	6.6.4

	ProXimity-Application-Answer
	XAA
	xxxxxxxx
	6.6.5


For the PXR/PXA command defined in this specification, the Application-ID field shall be set to 16777337.
For the XAR/XAA command defined in this specification, the Application-ID filed shall be set to 16xxxxxx.
Editor’s Note (WI: eProSe-ext-CT, CR# 0016): The Application ID is to be allocated by IANA.
* * * Next Change * * * *
6.6.2
ProXimity-Action-Request (PXR) command

The PXR command, indicated by the Command-Code field set to 8388676 and the 'R' bit set in the Command Flags field, is sent by the ProSe Function to the ProSe Application Server as part of the application registration or map request procedure.
Message Format:

<PX-Request> ::= <Diameter Header: 8388676, REQ, PXY >

                 < Session-Id >

                 { Auth-Application-Id }

                 { Auth-Session-State }
                 { Origin-Host }

                 { Origin-Realm }

                 { Destination-Realm }

                 [ Destination-Host ]

                 [ Origin-State-Id ]

                *[ Proxy-Info ]

                *[ Route-Record ]
                 { ProSe-Request-Type }
                 [ Origin-App-Layer-User-Id ]
                 [ Target-App-Layer-User-Id ]
                 [ Requesting-EPUID ]
                 [ ProSe-Function-ID ]
                 [ Requesting-RPAUID ]

                 [ Application-Data ]

                 [ Allowed-Suffix-Number]

                 [ Target-RPAUID ]
                *[ Banned-User-Target ]
                *[ AVP ]

* * * Next Change * * * *
6.6.4
ProXimity-Application-Request (XAR) command

The XAR command, indicated by the Command-Code field set to xxxxxxx and the 'R' bit set in the Command Flags field, is sent by the ProSe Application Server to the ProSe Function as part of the discovery authorization update procedure.

Message Format:

<XA-Request> ::= <Diameter Header: xxxxxxx, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Auth-Session-State }




 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 [ Destination-Host ]





 [ Origin-State-Id ]





*[ Proxy-Info ]





*[ Route-Record ]




 { ProSe-Request-Type }




 [ Requesting-RPAUID ]




 *[ Banned-User-Target }




*[ AVP ]

* * * Next Change * * * *
6.6.5
-ProXimity-Application-Answer (XAA) command

The XAA command, indicated by the Command-Code field set to xxxxxxx and the 'R' bit cleared in the Command Flags field, is sent by the ProSe Function to the ProSe Application Server in response to the XAR command as part of the discovery authorization update procedure.

Message Format:

<XA-Answer> ::=  < Diameter Header: xxxxxxx, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Auth-Session-State }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]





 [ Origin-State-Id ]





*[ Redirect-Host ]





 [ Redirect-Host-Usage ]





 [ Redirect-Max-Cache-Time ]





*[ Proxy-Info ]




 { ProSe-Request-Type }





*[ AVP ]

* * * End of Changes * * * *

