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5c
St diameter protocol

5c.1
Protocol support
The St application is defined as a vendor specific Diameter application, where the vendor is 3GPP. The vendor identifier assigned by IANA to 3GPP (http://www.iana.org/assignments/enterprise-numbers) is 10415. The Application-ID for the St Application is XXXXXXXX  and this value shall be used in the Diameter command header as well as any Application-ID AVPs (Auth-Application-Id/Vendor-Specific-Application-Id) in the command body.
5c.2
Initialization, maintenance and termination of connection and session
The initialization and maintenance of the connection between each PCRF and TSSF pair is defined by the underlying protocol. Establishment and maintenance of connections between Diameter nodes is described in RFC 3588 [5].

After establishing the transport connection, the PCRF and the TSSF shall advertise the support of the St specific Application by including the value of the application identifier in the Auth-Application-Id AVP and the value of the 3GPP (10415) in the Vendor-Id AVP of the Vendor-Specific-Application-Id AVP contained in the Capabilities‑Exchange-Request and Capabilities-Exchange-Answer commands. The Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands are specified in the Diameter Base Protocol (RFC 3588 [5]).

The Diameter session on St is established  at the request of the PCRF. Session modifications is  initiated by PCRF. Session termination is initiated at the request of the PCRF as specified in clause 4c.5.4. 
5c.3
St specific AVPs
5c.3.0
General

The St Diameter based protocol is a subset of the Sd protocol.  The Sd and Gx protocols have been enhanced to support traffic steering policies by defining new traffic steering AVPs for UL, DL and bidirectional flows as defined in section 5.3.xx, 5.3.yy and 5.3.zz. The St protocol re-uses these new AVPs per Table 5c.4.0.1.

5c.3.1
ADC-Rule-Definition AVP

The ADC-Rule-Definition AVP (AVP code 1094) is of type Grouped, and it defines the ADC rule sent by the PCRF. The ADC-Rule-Name AVP uniquely identifies the ADC rule and it is used to reference to an ADC rule in communication between the PCRF and the TSSF within one TSSF session. 
The TDF Application Identifier AVP(s)  and the  Flow-Information AVP determine the IP flow the Traffic-Steering-Policy-Identifier/s applies to.

AVP Format: 
ADC-Rule-Definition ::= < AVP Header: 1094 >








 { ADC-Rule-Name }







 [ Precedence ]







*[ Flow-Information]







 [ TDF-Application-Identifier ]







 [ Traffic-Steering-Policy-Identifier-DL ]








 [ Traffic-Steering-Policy-Identifier-UL ]







 [ Traffic-Steering-Policy-Identifier ]







*[ AVP ]
5c.4
St re-used AVPs
5c.4.0
General

Table 5b.4.0.1 lists the Diameter AVPs re-used by the St reference point from existing Diameter Applications, reference to their respective specifications, short description of their usage within the St reference point and which supported features the AVP is applicable to. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter base protocol, do not need to be supported. The AVPs from Diameter base protocol are not included in table 5c.4.0.1, but they are re-used for the St reference point. Unless otherwise stated, re-used AVPs shall maintain their 'M', 'P' and 'V' flag settings. 
Table 5c.4.0.1: St re-used Diameter AVPs

	Attribute Name
	Reference
	Description
	

	ADC-Rule-Install
	5b.3.1
	The ADC-Rule-Install  AVP is used to activate, install or modify ADC rules with traffic steering policies as instructed from the PCRF.


	

	ADC-Rule-Remove
	5b.3.2
	The ADC-Rule-Remove AVP is used to deactivate or remove ADC rules with traffic steering policies as instructed from the PCRF.


	

	ADC-Rule-Definition
	5b.3.3
	The ADC-Rule-Definition AVP defines the ADC rule with traffic steering policies sent by the PCRF. The ADC-Rule-Name AVP uniquely identifies the ADC rule and it is used to reference to an ADC rule in communication between the PCRF and the TDF within one TSSF session. Either the TDF Application Identifier AVP(s) or the Flow-Information AVP  determines  the IP flow the traffic steering policy applies to.
	

	ADC-Rule-Name
	5b.3.5
	The ADC-Rule-Name defines a name for ADC rule with traffic steering policies. For ADC rules provided by the PCRF it uniquely identifies an ADC rule within one TSSF session. For predefined ADC rules, it uniquely identifies an ADC rule within the TSSF.
	

	ADC-Rule-Base-Name
	5b.3.4
	The ADC-Rule-Base-Name t indicates the name of a predefined group of ADC rules with rules with traffic steering policies.
	

	Flow-Information
	5.3.53
	This parameter may be sent from the PCRF to the PCRF  It contains the information from a single IP flow packet filter.  Only Flow-Description AVP is used.
	

	Framed-IP-Address
	IETF RFC 4005 [12]
	The Ipv4 address allocated for the user. 
	

	Framed-Ipv6-Prefix
	IETF RFC 4005 [12]
	The Ipv6 prefix allocated for the user. network.
The encoding of the value within this Octet String type AVP shall be as defined in IETF RFC 3162 [15], clause 2.3. The "Reserved", "Prefix-Length" and "Prefix" fields shall be included in this order.
For the unsolicited case, the TDF may include the valid full Ipv6 address that is applicable to an IP flow or IP flows. 


	

	Precedence
	5.3.11
	Defines, if multiple ADC rules overlap, which ADC Rule shall be applied for the purpose of enforcement, reporting of application start and stop, usage monitoring, and charging.
	

	Subscription-Id
	IETF RFC 4006 [x]
	The identification of the subscription (IMSI, MSISDN, etc)
	

	TDF-Application-Identifier
	5.3.77
	References the application, for which the Application Detection and Control (ADC) rule applies.
TDF is used instead of PCEF and ADC rule is used instead of PCC rule.
	

	Traffic-Steering-Policy-Identifier-DL

	5.3.xx
	Pointer to a pre-configured traffic steering policy at the TSSF for DL traffic
	

	Traffic-Steering-Policy-Identifier-UL
	5.3.yy
	Pointer to a pre-configured traffic steering policy at the TSSF for UL traffic 
	

	Traffic-Steering-Policy-Identifier
	5.3.zz
	Pointer to a pre-configured traffic steering policy at the TSSF for  bi-directional traffic
	


	Precedence
	5.3.11
	Defines, if multiple ADC rules overlap, which ADC Rule shall be applied for the purpose of enforcement, reporting of application start and stop, usage monitoring, and charging.
	ABC


5c.4.1
Use of the Supported-Features AVP on the St reference point

Not applicable 
5c.5
St specific Experimental-Result-Code AVP values
5c.5.1
General

RFC 3588 [5] specifies the Experimental-Result AVP containing Vendor-ID AVP and Experimental-Result-Code AVP. The Experimental-Result-Code AVP (AVP Code 298) is of type Unsigned32 and contains a vendor-assigned value representing the result of processing a request. The Vendor-ID AVP shall be set to 3GPP (10415).

5c.5.2
Success

Result Codes that fall within the Success category are used to inform a peer that a request has been successfully completed.

The Result-Code AVP values defined in Diameter BASE RFC 3588 [5] shall be applied.

5c.5.3
Permanent Failures

Errors that fall within the Permanent Failures category shall be used to inform the peer that the request failed, and should not be attempted again.

The Result-Code AVP values defined in Diameter BASE RFC 3588 [5] are applicable. Also the following specific Gx Experimental-Result-Codes value is reused for TSSF session: DIAMETER_ADC_RULE_EVENT (see 5.5.3):

5c.5.4
Transient Failures

Errors that fall within the transient failures category are used to inform a peer that the request could not be satisfied at the time it was received, but may be able to satisfy the request in the future.
The Result-Code AVP values defined in Diameter Base RFC 3588 [5] are applicable.
5c.6
St Messages
5c.6.1
St Application

Sd Messages are carried within the Diameter Application(s) described in clause 5c.1.

In addition to the TDF-Session-Request/Answer commands used to establish the TDF session, existing Diameter command codes from the Diameter base protocol RFC 3588 [5] and the Diameter Credit Control Application RFC 4006 [9] are used. The Diameter Credit Control Application AVPs and AVPs from other Diameter applications that are re-used are defined in clause 5c.4. Due to the definition of these reused commands there is no possibility to skip the Auth-Application-Id AVP and use the Vendor-Specific-Application-Id AVP instead. Therefore the St application identifier shall be included in the Auth-Application-Id AVP for the reused commands. The St application identifier shall be included in the Auth-Application-Id AVP within the Vendor-Specific-Application-Id grouped AVP contained in the TDF-Session-Request/Answer commands.
NOTE:
Some of the AVPs included in the messages formats below are in bold to highlight that these AVPs are used by this specific protocol and do not belong to the original message definition in the DCC Application RFC 4006 [9] or Diameter Base Protocol RFC 3588 [5].

5c.6.2
TDF-Session-Request (TSR) Command

The TSR command, indicated by the Command-Code field set to 8388637 and the 'R' bit set in the Command Flags field, is sent by the PCRF to the TDF in order to establish the TDF session and to provision the ADC rules. It may also include the requested event triggers.
Message Format:

<TS-Request> ::= < Diameter Header: 8388637, REQ, PXY >





 < Session-Id >





 { Vendor-Specific-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 [ Destination-Host ]





 [ Origin-State-Id ]




 [ OC-Supported-Features ]




*[ Subscription-Id ]




 [ Framed-IP-Address ]





 [ Framed-Ipv6-Prefix ]




*[ ADC-Rule-Install ]




*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]
5c.6.3
TDF-Session-Answer (TSA) Command

The TSA command, indicated by the Command-Code field set to 8388637and the 'R' bit cleared in the Command Flags field, is sent by the TDF to the PCRF in response to the TS-Request command.
Message Format:
<TS-Answer> ::=  < Diameter Header: 8388637, PXY >





 < Session-Id >





 { Vendor-Specific-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]




 [ Experimental-Result ]





 [ Origin-State-Id ]




 [ OC-Supported-Features ]





 [ OC-OLR ]




*[ ADC-Rule-Report ]




 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]





*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP ]

5c.6.4
Re-Auth-Request (RAR) Command

The RAR command, indicated by the Command-Code field set to 258 and the 'R' bit set in the Command Flags field, is sent by the PCRF to the TDF in order to provision ADC rules using the PUSH procedure for solicited application reporting. It is also used to provision event triggers and to report event report indications for the TDF session for solicited application reporting and to request the TDF session termination for both solicited and unsolicited application reporting.
Message Format:

<RA-Request> ::= < Diameter Header: 258, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 { Destination-Host }





 { Re-Auth-Request-Type }




 [ Session-Release-Cause ]





 [ Origin-State-Id ]




 [ OC-Supported-Features ]




*[ ADC-Rule-Remove ]





*[ ADC-Rule-Install ]




*[ Proxy-Info ]





*[ Route-Record ]





*[ AVP]

5b.6.5
Re-Auth-Answer (RAA) Command

The RAA command, indicated by the Command-Code field set to 258 and the 'R' bit cleared in the Command Flags field, is sent by the TDF to the PCRF in response to the RAR command.

Message Format:

<RA-Answer> ::=  < Diameter Header: 258, PXY >





 < Session-Id >





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





 [ Origin-State-Id ]




 [ OC-Supported-Features ]





 [ OC-OLR ]




*[ ADC-Rule-Report ]




 [ Error-Message ]





 [ Error-Reporting-Host ] 





*[ Failed-AVP ]





*[ Proxy-Info ]





*[ AVP ]
