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* * * First Change * * * *
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1]. The term definition in the present document has a reference to that in 3GPP TS 23.303 [2].

EPC-level ProSe Discovery: A ProSe Discovery procedure by which the EPC determines the proximity of two ProSe-enabled UEs and informs them of their proximity.

ProSe Discovery: A process that identifies that a UE that is ProSe-enabled is in proximity of another, using E-UTRA (with or without E-UTRAN) or EPC.

ProSe Function ID: An FQDN that identifies a ProSe Function.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.303 [2] apply:
ProSe Discovery UE ID

Restricted ProSe Application User ID
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
ACE
Application-Controlled Extension 
ALUID
Application Layer User ID
AVP
Attribute-Value Pair
EPUID
EPC ProSe User ID

PDUID
ProSe Discovery UE ID

PFID
ProSe Function ID
ProSe
Proximity-based Services
RPAUID
Restricted ProSe Application User ID
* * * Next Change * * * *
5.2
Restricted ProSe direct discovery

The restricted ProSe direct discovery supports two different models of operation:

· Model A: the typical usage of this model involves one UE announcing "I am here" information; and

· Model B: the typical usage of this model involves one UE asking "who is there" and/or "are you there", and one or more target UE(s) then responding to the query with a one-time announcement.

By default, the procedures described below support both model A and model B operations, unless otherwise specified to support model A or model B only.

5.2.1
Authorization for Announce Request (model A)
5.2.1.1 
General Description

The announce authorization procedure shall be used by the ProSe Function serving the originating UE to obtain announce authorization information related to restricted ProSe direct discovery. The procedure shall be invoked by the ProSe Function and is used for the following purposes:

· to request the ProSe Application Server to map the UE’s Restricted ProSe Application User ID (RPAUID) to a ProSe Discovery UE ID (PDUID);
· to request the ProSe Application Server to allocate ProSe Restricted Code Suffix(es) for the RPAUID based on application layer information provided by the UE, if the restricted discovery with application-controlled extension is used.
This procedure uses the Diameter commands Discovery-Authorization-Request (DAR) and Discovery-Authorization-Answer (DAA) in the Diameter application as specified in clause 6. 

5.2.1.2 
Detailed description of the announce authorization procedure

The ProSe Function of the UE triggering the restricted ProSe direct discovery announce request procedure shall send the Discovery-Authorization-Request (DAR) command to the ProSe Application Server of the specific application requested by the UE in its initial request message. If restricted discovery with application-controlled extension is not used, the ProSe Function shall include in the request the ProSe-Request-Type AVP with the value RESTRICTED_DISCOVERY_ANNOUNCE (2) and the Requesting-RPAUID AVP with the RPAUID assigned for this application to the originating UE. If restricted discovery with application-controlled extension is used, the ProSe Function shall send the Discovery-Authorization-Request (DAR) command including the ProSe-Request-Type AVP with the value RESTRICTED_DISCOVERY_ANNOUNCE_ACE (3), the Requesting-RPAUID AVP with the RPAUID assigned for this application to the originating UE, the Application-Data AVP with the data contained in the Application Level Container parameter in the initial request message from the originating UE, and the Allowed-Suffix-Number AVP with the allowed number of suffixes provisioned based on operator policy for this application.

When receiving a DAR command for announce authorization for restricted ProSe direct discovery, the ProSe Application Server shall acknowledge the reception of the DAR command and shall send a DAA command with the Result-Code AVP set to "SUCCESS", with the PDUID AVP set to the PDUID associated with the requesting RPAUID. Alternatively, upon reception of a DAR command for announce authorization for restricted discovery with application-controlled extension, the ProSe Application Server shall first check if the application supports application-controlled extension. If yes, the ProSe Application Server shall assign the ProSe Restricted Code Suffix(es) for the requesting RPAUID based on the Application-Data AVP. The number of ProSe Restricted Code Suffixes allocated shall not exceed the value in Allowed-Suffix-Number AVP in the DAR command. The ProSe Application Server shall then send a Discovery-Authorization-Answer (DAA) command including the PDUID associated with the requesting RPAUID in PDUID AVP, and one or more ProSe-Restricted-Code-Suffix AVP indicating the assigned ProSe Restricted Code Suffix(es). In case of an unsuccessful announce authorization request for restricted ProSe direct discovery, applicable value defined in subclause 6.7.3 shall be used to indicate the cause.

When receiving DAA from the ProSe Application Server, the ProSe Function of the originating UE checks the Result-Code AVP. If it indicates SUCCESS, the ProSe Function notifies the originating UE, according to the procedure specified in 3GPP TS 24.334 [10]. In case of an unsuccessful request, applicable value defined in subclause 6.7.3 shall be used to indicate the cause.

5.2.2
Authorization for Monitor Request (model A)
5.2.2.1 
General Description

The monitor authorization procedure shall be used by the ProSe Function serving the originating UE to obtain monitor authorization information related to restricted ProSe direct discovery. The procedure shall be invoked by the ProSe Function and is used:

· to request the ProSe Application Server to select eligible target RPAUIDs from the application layer data enclosed in the monitoring request from the originating UE and provide the corresponding PDUIDs for those target RPAUIDs; and
· to request the ProSe Application Server to allocate "masks" for the ProSe Restricted Code Suffix for the target RPAUID based on application layer information provided by the originating UE, if restricted discovery with application-controlled extension is used;
This procedure uses the Diameter commands Discovery-Authorization-Request (DAR) and Discovery-Authorization-Answer (DAA) in the Diameter application as specified in clause 6. 

5.2.2.2.
Detailed description of the monitor authorization procedure

The ProSe Function of the UE triggering the restricted ProSe direct discovery monitor request procedure shall send the Discovery-Authorization-Request (DAR) command to the ProSe Application Server of the specific application requested by the UE in its initial request message. If restricted discovery with application-controlled extension is not used, the ProSe Function shall include in the request the ProSe-Request-Type AVP with the value RESTRICTED_DISCOVERY_MONITOR (4), the Requesting-RPAUID AVP with the RPAUID assigned for this application to the originating UE, and the Application-Data AVP with the data contained in the Application Level Container parameter in the initial request message from the originating UE. If restricted discovery with application-controlled extension is used, the ProSe Function shall include in the request the ProSe-Request-Type AVP with the value RESTRICTED_DISCOVERY_MONITOR_ACE (5), the Requesting-RPAUID AVP with the RPAUID assigned for this application to the originating UE, and the Application-Data AVP with the data contained in the Application Level Container parameter in the initial request message from the originating UE.
When receiving a DAR command for monitor authorization for restricted ProSe direct discovery, the ProSe Application Server shall examine the Application-Data AVP and determine which target RPAUID(s) the requesting RPAUID is allowed to discover based on application-specific permissions. The ProSe Application Server shall then acknowledge the reception of the DAR command, sets the Result-Code AVP to "SUCCESS" in the DAA command, include the PDUID associated with the requesting RPAUID in PDUID AVP in the DAA command, and one more sets of Monitor-Target AVP which contain the data needed for monitoring the target RPAUIDs that the requesting RPAUID is allowed to discover. If restricted discovery with application-controlled extension is used, the ProSe Application Server may also include the ProSe Restricted Suffix Masks in each Monitor-Target AVP. In case of an unsuccessful monitor authorization request for restricted ProSe direct discovery, applicable value defined in subclause 6.7.3 shall be used to indicate the cause.

When receiving DAA from the ProSe Application Server, the ProSe Function of the originating UE checks the Result-Code AVP. If it indicates SUCCESS, the ProSe Function notifies the originating UE, according to the procedure specified in 3GPP TS 24.334 [10]. In case of an unsuccessful request, an applicable value defined in subclause 6.7.3 shall be used to indicate the cause.

5.2.3
Discovery Permission Authorization

5.2.3.1
General

The discovery permission authorization procedure may be used by the ProSe Function to verify the application layer permission for restricted discovery between a requesting application user and a target application user, which are represented, respectively, by the requesting RPAUID and the target RPAUID.

5.2.3.2
Detailed description of the discovery permission authorization procedure

To apply this procedure, the ProSe Function shall send a Discovery-Authorization-Request (DAR) command including the ProSe-Request-Type AVP with the value RESTRICTED_DISCOVERY_PERMISSION (6), the Requesting-RPAUID AVP indicating, respectively, the RPAUID of the originating UE and the Target-RPAUID AVP indicating the RPAUID of the targeted UE. 

Upon reception of a DAR command including the Requesting-RPAUID AVP and the Target-RPAUID AVP, the ProSe Application Server shall determine whether the originating UE is allowed to discover the targeted UE. If it is allowed, the ProSe Application Server shall then acknowledge the reception of the DAR command by sending the DAA command with the Result-Code AVP set to "SUCCESS" and the PDUID AVP set to the PDUID of the targeted application user. In case of an unsuccessful permission authorization request, an applicable value defined in subclause 6.7.3 shall be used to indicate the cause.

When receiving DAA from the ProSe Application Server, the ProSe Function checks the Result-Code AVP. If it indicates SUCCESS, the ProSe Function notifies the ProSe Function of the originating UE, according to the procedure specified in 3GPP TS 29.345 [7]. In case of an unsuccessful request, an applicable value defined in subclause 6.7.3 shall be used to indicate the cause.

* * * Next Change * * * *
6.4.1
General

Table 6.4.1-1 describes the Diameter AVPs defined for the PC2 reference point, their AVP Code values, types and possible flag values. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415).

Table 6.4.1-1: PC2 specific Diameter AVPs 

	
	
	
	
	AVP Flag rules (Note 1)

	Attribute Name
	AVP Code
	Clause defined
	Value Type 
	Must
	May
	Should not
	Must not

	Origin-App-Layer-User-Id
	3600
	6.4.2
	UTF8String
	M,V
	P
	
	

	Target-App-Layer-User-Id
	3601
	6.4.3
	UTF8String
	M,V
	P
	
	

	ProSe-Function-ID
	3602
	6.4.4
	OctetString
	M,V
	P
	
	

	ProSe-Request-Type
	3603
	6.4.5
	Unsigned32
	M,V
	P
	
	

	PDUID
	xxxx
	6.4.6
	OctetString
	M,V
	P
	
	

	Application-Data
	xxxx
	6.4.7
	UTF8String
	M,V
	P
	
	

	Allowed-Suffixes-Number
	xxxx
	6.4.8
	Unsigned32
	M,V
	P
	
	

	Monitor-Target
	xxxx
	6.4.9
	Grouped
	M,V
	P
	
	

	ProSe-Restricted-Code-Suffix-Mask
	xxxx
	6.4.10
	Grouped
	M,V
	P
	
	

	Suffix-Code
	xxxx
	6.4.11
	OctetString
	M,V
	P
	
	

	Suffix-Mask
	xxxx
	6.4.12
	OctetString
	M,V
	P
	
	

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [3].


* * * Next Change * * * *
6.4.5
ProSe-Request-Type AVP

The ProSe-Request-Type AVP (AVP code 3603) is of type Unsigned32, and contains the reason for sending the PA-Request message or Discovery Authorization Request message.
The following values are defined:

0 (APPLICATION_REGISTRATION_FOR_PROSE):

The ProXimity-Action-Request message is sent to initiate an application registration for ProSe procedure.

1 (PROSE_MAP_REQUEST):

The ProXimity-Action-Request message is sent to initiate a Proximity map request procedure.
2 (RESTRICTED_DISCOVERY_ANNOUNCE):

The Discovery-Authorization-Request message is sent to initiate an announce authorization procedure for restricted discovery.
3 (RESTRICTED_DISCOVERY_ANNOUNCE_ACE):

The Discovery-Authorization-Request message is sent to initiate an announce authorization procedure for restricted discovery with application-controlled extension.

4 (RESTRICTED_DISCOVERY_MONITOR):
The Discovery-Authorization-Request message is sent to initiate a monitor authorization procedure for restricted discovery.

5 (RESTRICTED_DISCOVERY_MONITOR_ACE):

The Discovery-Authorization-Request message is sent to initiate a monitor authorization procedure for restricted discovery with application-controlled extension.
6 (RESTRICTED_DISCOVERY_PERMISSION):

The Discovery-Authorization-Request message is sent to initiate an inquiry for the discovery permissions between two RPAUIDs used in restricted discovery.

* * * Next Change * * * *
6.4.6
PDUID AVP
The PDUID AVP (AVP code xxxx) is of type OctetString, and it indicates a ProSe Discovery UE ID that identifies a UE identity used in restricted ProSe direct discovery.
* * * Next Change * * * *
6.4.7
Application-Data AVP
The Application-Data AVP (AVP code vvvv) is of type UTF8String, and it contains
-
a list of target RPAUIDs of UEs in restricted ProSe Direct Discovery for monitoring or query requests.
-
information related to suffix allocation for an announcing UE when application-controlled extension is used.  
* * * Next Change * * * *
6.4.8
Allowed-Suffixes-Number AVP
The Allowed-Suffixes-Number AVP (AVP code xxxx) is of type Unsigned32, and it indicates the maximum number of ProSe Restricted Code Suffixes that the ProSe Application Server can assign to the UE for an RPAUID. 

* * * Next Change * * * *
6.4.9
Monitor-Target AVP
The Monitor-Target AVP is of type Grouped. It contains a Target-RPAUID, a PDUID and zero or more ProSe Restricted-Code-Suffix-Mask(s).

The AVP format shall conform to:



Monitor-Target ::=
<AVP header: xxxx yyyyy>

{ Target-RPAUID }

{ PDUID }

*[ ProSe-Restricted-Code-Suffix-Mask ]

*[AVP]

* * * Next Change * * * *
6.4.10
ProSe-Restricted-Code-Suffix-Mask AVP
The ProSe-Restricted-Code-Suffix-Mask AVP is of type Grouped. It contains a suffix code and one or more suffix mask(s), each of which has the same size as the suffix code.

The AVP format shall conform to:



ProSe-Restricted-Code-Suffix-Mask ::=
<AVP header: xxxx yyyyy>

{ Suffix-Code }

1*{ Suffix-Mask }

*[AVP]

* * * Next Change * * * *
6.4.11
Suffix-Code AVP
The Suffix-Code AVP is of type OctetString. It contains a suffix code which shall be used as a matching target for the suffix part of a ProSe Restricted Code.

* * * Next Change * * * *
6.4.12
Suffix-Mask AVP

The Suffix-Mask AVP is of type OctetString. It contains a suffix mask which shall be used as a bitmask for matching the target suffix code in the suffix part of a ProSe Restricted Code.

* * * Next Change * * * *
6.5
PC2 re-used AVPs
Table 6.5.1-1 lists the Diameter AVPs re-used by the PC2 reference point from existing Diameter Applications, reference to their respective specifications and a short description of their usage within the PC2 reference point. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter base protocol, do not need to be supported. The AVPs from Diameter base protocol are not included in Table 6.5.1-1, but they are re-used for the PC2 reference point. Unless otherwise stated, re-used AVPs shall maintain their 'M', 'P' and 'V' flag settings.

Table 6.5.1-1: PC2 re-used Diameter AVPs

	Attribute Name
	Reference
	Description

	Requesting-EPUID
	3GPP TS 29.345 [7]
	Contains an identifier for EPC-level ProSe Discovery that uniquely identifies a UE registered for ProSe triggering a Proximity request.

	Targeted-EPUID
	3GPP TS 29.345 [7]
	Contains an identifier for EPC-level ProSe Discovery that uniquely identifies a UE registered for ProSe targeted by a Proximity request.

	ProSe-Restricted-Code-Suffix
	3GPP TS 29.345 [7]
	Contains a range of suffixes which can be used for restricted ProSe direct discovery announcing when application-controlled extension is used.


* * * Next Change * * * *
6.6.1
Command-Code Values

This section defines the Command-Code values for the PC2 interface application as allocated by IANA from the vendor-specific namespace defined in IETF RFC 5719 [8]. Every command is defined by means of the ABNF syntax in IETF RFC 2234 [9], and according to the rules in IETF RFC 3588 [3].

The following Command Codes are defined in this specification:

Table 6.6.1.1: Command-Code values for PC2
	Command-Name
	Abbreviation
	Code
	Section

	ProXimity-Action-Request
	PXR
	8388676
	6.6.2

	ProXimity-Action-Answer
	PXA
	8388676
	6.6.3

	Discovery-Authorization-Request
	DAR
	FFS
	6.6.4

	Discovery-Authorization-Answer
	DAA
	FFS
	6.6.5


For the commands defined in this specification and reused commands, the Application-ID field shall be set to 16777337.

* * * Next Change * * * *
6.6.4
Discovery-Authorization-Request (DAR) command

The DAR command, indicated by the Command-Code field set to 838867x and the 'R' bit set in the Command Flags field, is sent by the ProSe Function to the ProSe Application Server as part of the announce authorization, monitor authorization or discovery permission authorization procedures.

Message Format:

<DA-Request> ::= <Diameter Header: 838867x, REQ, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Auth-Session-State }




 { Origin-Host }





 { Origin-Realm }





 { Destination-Realm }





 [ Destination-Host ]





 [ Origin-State-Id ]





*[ Proxy-Info ]





*[ Route-Record ]




 { ProSe-Request-Type }




 { Requesting-RPAUID }




 [ Application-Data ]




 [ Allowed-Suffix-Number ]




 [ Target-RPAUID ]




*[ AVP ]

* * * Next Change * * * *
6.6.5
Discovery-Authorization-Answer (DAA) command

The DAA command, indicated by the Command-Code field set to 838867x and the 'R' bit cleared in the Command Flags field, is sent by the ProSe Application Server to the ProSe Function in response to the DAR command as part of the announce authorization, monitor authorization or discovery permission authorization procedures.

Message Format:

<DA-Answer> ::=  < Diameter Header: 838867x, PXY >





 < Session-Id >





 { Auth-Application-Id }





 { Auth-Session-State }





 { Origin-Host }





 { Origin-Realm }





 [ Result-Code ]





 [ Experimental-Result ]





 [ Error-Message ]





 [ Error-Reporting-Host ]





*[ Failed-AVP ]





 [ Origin-State-Id ]





*[ Redirect-Host ]





 [ Redirect-Host-Usage ]





 [ Redirect-Max-Cache-Time ]





*[ Proxy-Info ]




 { ProSe-Request-Type }





 { PDUID }




*[ ProSe-Restricted-Code-Suffix ]




*[ Monitor-Target ]




*[ AVP ]

* * * Next Change * * * *
6.7.3.x1
DIAMETER_ERROR_REQUESTING_RPAUID_UNKNOWN (xxx1)

This result code indicates that the ProSe Application Server cannot find the requesting RPAUID included in the restricted discovery authorization request.
* * * Next Change * * * *
6.7.3.x2
DIAMETER_ERROR_INVALID_TARGET_SET (xxx2)

This result code indicates that the ProSe Application Server cannot authorize the request because all target RPAUID(s) provided in the request are either unknown to the ProSe Application Server, or not eligible to be discovered by the requesting RPAUID. 
* * * Next Change * * * *
6.7.3.x3
DIAMETER_ERROR_MISSING_APPLICATION_DATA (xxx3)
This result code indicates that there is no application data provided so the ProSe Application Server cannot process the corresponding discovery request.
* * * Next Change * * * *
6.7.3.x4
DIAMETER_ERROR_AUTHORIZATION_REJECT (xxx4)
This result code indicates that for the particular requesting type of restricted discovery, the ProSe Application Server found that the requesting RPAUID is not authorized.
* * * End of Changes * * * *

