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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.468: "Group Communication System Enablers for LTE (GCSE_LTE)".
[3]	3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional description".
[4]	3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); stage 2".
[5]	3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".
[ya]	3GPP TS 33.210: "Network Domain Security (NDS); IP network layer security".
[yb]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".



[bookmark: _Toc381883610]6.3	Security on the MB2‑C interface 
[bookmark: _Toc381883611]6.3.1	General
The Diameter security mechanisms as specified in IETF RFC 3588 [xc] shall apply.
[bookmark: _Toc381883612]Editor´s Note: The text in Clause 6.3 has been tentatively derived from the Tsp Diameter application in TS 29.368, where SA3 suggested that text, but needs to be compared with agreements in SA3.
6.3.2	Mutual authentication
The present document covers only MB2‑C interface security procedures for deployments where a DIAMETER message on the MB2‑C interface between GCS AS and BM‑SC shall pass through at most one DIAMETER agent in the security domain, in which the BM‑SC resides (called 'BM‑SC‑side agent' in the sequel), and one DIAMETER agent in the security domain, in which the GCS AS resides (called 'GCS AS‑side agent' in the sequel).
NOTE 1:	Other deployments are possible, but they are not recommended for the purposes of the MB2‑C interface. 
Mutual authentication between a node in the security domain, in which the BM‑SC resides, and a node in the security domain, in which the GCS AS resides, shall be performed using TLS or IPsec as specified in IETF RFC 3588 [xc], with the exception that the security profiles specified in clause 6.3.3 of the present document shall apply.
The following rules shall apply:
-	There shall be no intermediate DIAMETER agent in a third security domain between the security domain of the GCS AS and the security domain of the BM‑SC.
-	In the security domain of the BM‑SC, the node performing the MB2‑C-related mutual authentication shall be the BM‑SC‑side agent, if present, and the BMSC otherwise.
-	In the security domain of the GCS AS, the node performing the MB2‑C-related mutual authentication shall be the GCS AS‑side agent, if present, and the GCS AS otherwise.
-	The peers shall verify the peer identity received in CER/CEA messages against the identity (e.g. name in the certificate) authenticated by means of TLS or IPsec.
-	Domain authorization check: A suitable node in the security domain receiving a MB2‑C-related DIAMETER message shall check that the originator of this message, i.e. the GCS AS (or BM‑SC respectively), as identified at the application layer, is indeed authorized to send this message via the peer whose identity was verified in the previous step. This check may be performed through suitable local tables associating GCS ASs (or BM‑SCs respectively) with nodes in the originating security domain whose identities can be verified by the receiving domain. The node performing this domain authorization check shall be either the BM‑SC or the BM‑SC‑side agent for messages destined to the BM‑SC and either the GCS AS or the GCS AS‑side agent for messages destined to the GCS AS.
NOTE 2:	The BM‑SC can perform the domain authorization check even in the presence of a BM‑SC‑side agent as the latter includes the verified peer identity in the Record-Route AVP. (Analogously for the GCS AS side.) The concept of domain authorization check is defined by the bullet above and not taken from another normative document. 
-	The BM‑SC‑side agent (the GCS AS‑side agent respectively) shall perform egress filtering in that it only forwards (MB2‑C-related) DIAMETER messages originating from GCS ASs (BM‑SCs respectively) in its own security domain.
[bookmark: _Toc381883613]6.3.3	Security profiles
The support of TLS on MB2‑C is mandatory. The support of IKE/IPsec is optional.
Security profiles for IKE, IPsec, and TLS shall be according to the following provisions:
-	The profile for TLS implementation and usage shall follow the provisions given in 3GPP TS 33.310 [yb], Annex E. The mutual authentication shall be based on certificates according to the profiles given in 3GPP TS 33.310 [yb], clauses 6.1.3a and 6.1.4a. The structure of the PKI used for these certificates is out of scope of the present document, thus the provisions in these clauses on issuers of the certificates do not apply.
-	If IKE/IPsec is supported then the implementation of IKEv2 is mandatory with mutual authentication based on certificates according to the profile given in 3GPP TS 33.310 [yb]. The certificate profiles shall follow 3GPP TS 33.310 [yb], clauses 6.1.3 and 6.1.4. The structure of the PKI used for these certificates is out of scope of the present document, thus the provisions in these clauses on issuers of the certificates do not apply.
-	If IKE/IPsec is supported then IPsec ESP shall be implemented according to the profile in 3GPP TS 33.210 [ya]. Tunnel mode is mandatory to support. Transport mode is optional to support.
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