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	Work item code:  
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	Reason for           (
   

change:

	By including misleading information (implicit detection of II-NNI traversal scenario) or an incorrect II-NNI traversal scenario type) in a dialog creating SIP request or in a a stand-alone SIP request a malicious network can result in that IBCF uses the wrong local policy when receiving the SIP request.

	
	

	Summary of 
change:                (

	Added a subclause in the issues subclause as a reminder of the issue.

	
	

	Consequences    (
  
if not agreed:
	The TR may not contain all aspects of the problem area that we are studying. 

	
	

	Other specs         (

	

	affected(if any):
	

	
	 

	
	

	Other comments (

	C3-130590 in the Chengdu meeting provided examples on how malicious operators could behave.


*** 1st Change ***
4.5.x
Malicious networks
An indirectly connected malicious network can include in dialog creating SIP requests or in SIP stand-alone request:

-
information (e.g. a header field or a MIME body) that can be misleading if implicit detection of II-NNI traversal scenario type is used; or

-
an incorrect II-NNI traversal type indicator if explicit indication of II-NNI traversal scenario type is used.
To avoid that behaviour of the malicious network results in that the IBCF uses the wrong local policy when receiving a SIP request, a verification procedure of the II-NNI traversal scenario type is needed. The verification procedure shall only be based on information generated by trusted networks.
*** End of Changes ***
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