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1        Background

Inter operator charging is based on the destination.

Depending on a scenario, the destination is either included in the Request-URI or, as described in the LS C1-130978 to i3 Forum from GSMA RILTE, in the Route header field. 

2        Potential fraud

2.1
Route header fraud

The Route header field is required when routing a call in roaming scenarios (e.g. the visited to home, loopback and home to visited scenarios).

When different level of addresses are used, it can in the telecom inter operator charging paradigm be assumed that it is the address that is used to route across a transit network that will be the basis for inter operator charging (i.e. sometimes the Request-URI sometimes the Route header field).

This implies that in scenarios where the Route header field is needed to route a call correctly, charging must be based on the URI in the Route header field. So, when a Route header is present in a SIP request the URI in the Route header field is included as the destination in the CDR.

This open the possibility for fraud, particular in the networks that are open for a transit routeing, since a malicious operator can include a Route header field when it should not be included, causing a call to be routed via a 3rd operator.
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In the figure above:

· A user in New York at the malicious operator A wants to make an international call to user B;

· The operator A inserts the Route header field containing an URI pointing to operator C in the initial INVITE request;

· When the operator C receives the initial INVITE request the URI in the Route header field is included in the CDR as the destination and the user A as the source. This will result in that the operator C will charge the operator A for the distance New York to Boston.

· The operator C removes the Route header and routes on the URI in the request URI.

· The operator B receives the INVITE and includes the user B as the destination and user A as the source. This results in that the operator B will charge the operator C for the whole call.

In the above case Operator C may pay more to send the call to B than Operator C receives from Transit operator T1.
Note that the IOI that could have been used to ensure the correctness of sharing the cost for the call cannot be used because IOI cannot be trusted and the network A in the above case could insert anything as the "orig-ioi" or even the "orig-ioi" used by network C
If an indication about the scenario is included in the initial INVITE request the fraud above could be avoided.
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If operator C supports this scenario, the operator A will be charged for the international call and all involved transit networks (including C) will receive its fair share of the cost.

2.2
Scenario fraud

The introduction of an indication of a scenario type will introduce the possibility to include the wrong scenario to minimize the cost for a call. 

An example what will happen if a malicious network inserts the wrong indication and the receiving network does not authorize the URI/scenario combination is shown in the figure below.

[image: image3.emf]IBCF

I-CSCF

INVITE B

Route:icscf.OpA,

SC=o-roaming

INVITE B

Route:icscf.OpA,

o-roaming

Operator A

HSS

INVITE B


In the above figure a malicious network sends an initial INVITE request containing a Route header field with a URI pointing to an I-CSCF. This will result in that the INVITE request will be routed to the I-CSCF. The I-CSCF will try to locate the user in the operator A network but the user B is not located here, instead the I-CSCF, according to procedure in subclause 5.3.2.1 in 3GPP TS 24.229, can perform the transit functionality and forward the INVITE request towards the network where user B is located. The malicious network only pays for an originating roaming leg (assumed to be smaller than the charging for the whole call) while the operator A will be charged for the whole call.

An example what will happen if a malicious network inserts the wrong indication and the receiving network authorizes the URI/scenario combination is shown in the figure below.
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In the above scenario the IBCF checks whether the URI in the Route header field points to an address that is relevant for the "o-roaming" scenario, i.e. the S-CSCF. If not the SIP request is rejected.

The above INVITE should have included the "transit" use case scenario to be successfully transferred via operator A. 

3        Conclusion

In order to avoid Route header fraud we need to indicate the scenario in the initial SIP requests and stand-alone SIP message but we also need to implement authorization of the URI/scenario combination.

