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*** 1st Change ***

5b
Sd protocol
5b.1
Protocol support

The Sd application is defined as a vendor specific Diameter application, where the vendor is 3GPP. The vendor identifier assigned by IANA to 3GPP (http://www.iana.org/assignments/enterprise-numbers) is 10415. The Application-ID for the Sd Application is XXXXXXXX and this value shall be used in the Diameter command header as well as any Application-ID AVPs (Auth-Application-Id/Vendor-Specific-Application-Id) in the command body.
5b.2
Initialization, maintenance and termination of connection and session

The initialization and maintenance of the connection between each PCRF and TDF pair is defined by the underlying protocol. Establishment and maintenance of connections between Diameter nodes is described in RFC 3588 [5].

After establishing the transport connection, the PCRF and the TDF shall advertise the support of the Sd specific Application by including the value of the application identifier in the Auth-Application-Id AVP and the value of the 3GPP (10415) in the Vendor-Id AVP of the Vendor-Specific-Application-Id AVP contained in the Capabilities‑Exchange-Request and Capabilities-Exchange-Answer commands. The Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands are specified in the Diameter Base Protocol (RFC 3588 [5]).

The Diameter session on Sd is established at the request of the PCRF. Session modifications may be initiated by either TDF or PCRF. Session termination is initiated at the request of the PCRF as specified in RFC 4006 [9].
5b.3
Sd specific AVPs 

Table 5b.3 describes the Diameter AVPs defined for the Sd reference point, their AVP Code values, types, possible flag values, whether or not the AVP may be encrypted. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415).

Table 5b.3: Sd specific Diameter AVPs 

	
	
	
	
	AVP Flag rules (note 1)
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type (note 2)
	Must
	May
	Should not
	Must not
	May Encr.

	ADC-Rule-Install
	XXXX
	5b.3.1
	Grouped
	M,V
	P
	
	
	Y

	ADC-Rule-Remove
	YYYY
	5b.3.2
	Grouped
	M,V
	P
	
	
	Y

	ADC-Rule-Definition
	ZZZZ
	5b.3.3
	Grouped
	M,V
	P
	
	
	Y

	ADC-Rule-Base-Name
	KKKK
	5b.3.4
	UTF8String
	M,V
	P
	
	
	Y

	ADC-Rule-Name
	LLLL
	5b.3.5
	OctetString
	M,V
	P
	
	
	Y

	ADC-Rule-Report
	MMMM
	5b.3.6
	Grouped
	M,V
	P
	
	
	Y

	Application-Detection-Information
	NNNN
	5b.3.7
	Grouped
	M,V
	P
	
	
	Y

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [4].
NOTE 2:
The value types are defined in IETF RFC 3588 [4].


Editor’s NOTE: It is FFS whether the AVPs from the table above should be introduced to Gx and be re-used by Sd or introduced by Sd only.
5b.3.1
ADC-Rule-Install AVP 

The ADC-Rule-Install AVP (AVP code XXXX) is of type Grouped, and it is used to activate, install or modify ADC rules as instructed from the PCRF to the TDF.

For installing a new ADC rule or modifying an ADC rule already installed, ADC-Rule-Definition AVP shall be used.

For activating a specific ADC rule predefined at the TDF, ADC-Rule-Name AVP shall be used as a reference for that ADC rule. The ADC-Rule-Base-Name AVP is a reference that may be used for activating a group of ADC rules predefined at the TDF.

AVP Format:

ADC-Rule-Install ::= 
< AVP Header: XXXX >








*[ ADC-Rule-Definition ]








*[ ADC-Rule-Name ]








*[ ADC-Rule-Base-Name ]







            *[ AVP ]

5b.3.2
ADC-Rule-Remove AVP 

The ADC-Rule-Remove AVP (AVP code YYYY) is of type Grouped, and it is used to deactivate or remove ADC rules from an TDF session.

ADC-Rule-Name AVP is a reference for a specific ADC rule at the TDF to be removed or for a specific ADC rule predefined at the TDF to be deactivated. The ADC-Rule-Base-Name AVP is a reference for a group of ADC rules predefined at the TDF to be deactivated.

AVP Format:

ADC-Rule-Remove ::= < AVP Header: YYYY >








*[ ADC-Rule-Name ]








*[ ADC-Rule-Base-Name ]








*[ AVP ]

5b.3.3
ADC-Rule-Definition AVP 

The ADC-Rule-Definition AVP (AVP code ZZZZ) is of type Grouped, and it defines the ADC rule sent by the PCRF to the TDF. The ADC-Rule-Name AVP uniquely identifies the ADC rule and it is used to reference to an ADC rule in communication between the TDF and the PCRF within one TDF session. The Application Identifier AVP(s) determines the traffic that belongs to the application. 

If optional AVP(s) within an ADC-Rule-Definition AVP are omitted, but corresponding information has been provided in previous Sd messages, the previous information remains valid. 

Monitoring-Key AVP contains the monitoring key that may apply to the ADC rule.
AVP Format: 
ADC-Rule-Definition ::= < AVP Header: ZZZZ >








 
{ ADC-Rule-Name }








 
[ TDF-Application-Identifier ]









[ Flow-Status ]








 
[ QoS-Information ]







    [ Monitoring-Key ]
                                [ Redirect-Information ]








   *
[ AVP ]

5b.3.4
ADC-Rule-Base-Name AVP 

The ADC-Rule-Base-Name AVP (AVP code KKKK) is of type UTF8String, and it indicates the name of a pre‑defined group of ADC rules residing at the TDF.

5b.3.5
ADC-Rule-Name AVP 

The ADC-Rule-Name AVP (AVP code LLLL) is of type OctetString, and it defines a name for ADC rule. For ADC rules provided by the PCRF it uniquely identifies an ADC rule within one TDF session. For ADC rules pre-defined at the TDF, it uniquely identifies an ADC rule within the TDF.

5b.3.6
ADC-Rule-Report AVP 

The ADC-Rule-Report AVP (AVP code MMMM) is of type Grouped, and it is used to report the status of ADC rules.

The ADC-Rule-Report AVP is used to report the status of the ADC rules which cannot be installed/activated or enforced at the TDF. In this condition, the ADC-Rule-Name AVP is used to indicate a specific ADC rule which cannot be installed/activated or enforced, and the ADC-Rule-Base-Name AVP is used to indicate a group of ADC rules which cannot be activated. The PCC-Rule-Status AVP is set to INACTIVE. The Rule-Failure-Code indicates the reason that the ADC rules cannot be successfully installed/activated or enforced.
AVP Format:

ADC-Rule-Report ::=      < AVP Header: MMMM >







*[ ADC-Rule-Name ]







*[ ADC-Rule-Base-Name ]







 [ PCC-Rule-Status ]







 [ Rule-Failure-Code ]






*[ AVP ]

Multiple instances of ADC-Rule-Report AVPs shall be used in the case it is required to report different PCC-Rule-Status or Rule-Failure-Code values for different groups of rules within the same Diameter command.
   Editor’s NOTE: It is FFS if there is a need for providing failure codes in ADC-Rule-Report AVP.
5b.3.7
Application-Detection-Information AVP 

The Application-Detection-Information AVP (AVP code NNNN) is of type Grouped, and it is used to report once the start/stop of the application traffic, defined by TDF-Application-Identifier, has been detected, in case PCRF has subscribed for APPLICATION_START/APPLICATION_STOP Event-Triggers.

The corresponding TDF-Application-Identifier AVP shall be included under Application-Detection-Information AVP. When the Event trigger indicates APPLICATION_START, if available, the Flow-Information AVP for the detected application shall be included under Application-Detection-Information AVP. The Flow-Information AVP, if present, shall contain the Flow-Description AVP and Flow-Direction AVP. Also, the corresponding Event-Trigger (APPLICATION_START or APPLICATION_STOP) shall be provided to PCRF.

AVP Format:

Application-Detection-Information ::=      < AVP Header: NNNN >












 { TDF-Application-Identifier }










   * [ Flow-Information ]











*[ AVP ]

5b.4
Sd re-used AVPs

Table 5b.4 lists the Diameter AVPs re-used by the Sd reference point from existing Diameter Applications, reference to their respective specifications, short description of their usage within the Sd reference pointand which supported features the AVP is applicable to. Other AVPs from existing Diameter Applications, except for the AVPs from Diameter base protocol, do not need to be supported. The AVPs from Diameter base protocol are not included in table 5b.4, but they are re-used for the Sd reference point. Unless otherwise stated, re-used AVPs shall maintain their 'M', 'P' and 'V' flag settings. Where 3GPP Radius VSAs are re-used, unless otherwise stated, they shall be translated to Diameter AVPs as described in IETF RFC 4005 [12] with the exception that the 'M' flag shall be set and the 'P' flag may be set.

Table 5b.4: Sd re-used Diameter AVPs
	Attribute Name
	Reference
	Description

	Called-Station-ID
	IETF RFC 4005 [12]
	The address the user is connected to (i.e. the PDN identifier). 

	CC-Request-Number
	IETF RFC 4006 [9]
	The number of the request for mapping requests and answers

	CC-Request-Type
	IETF RFC 4006 [9]
	The type of the CC-Request. Only update and termination values are applicable.

	Event-Report-Indication
	5.3.30
	Used by PCRF to report an event coming from the PCEF and has a relevant info for the TDF. 
The following values for the included Event-Trigger are applicable:

UE_IP_ADDRESS_ALLOCATE (18), UE_IP_ADDRESS_RELEASE (19)

	Event-Trigger
	5.3.7
	When sent from the PCRF to the TDF, indicates an event that shall cause a re-request of ADC rules. When sent from the TDF to the PCRF, indicates that the corresponding event has occurred at the TDF. 

The following values are applicable:

NO_EVENT_TRIGGERS (14); USAGE_REPORT (26); APPLICATION_START (XX); APPLICATION_STOP (XX).

	Flow-Description
	3GPP TS 29.214 [10]
	Defines the service flow filter parameters for a detected application, if available.

	Flow-Direction
	5.3.65
	It indicates the direction/directions that a filter for a detected application is applicable, downlink only, uplink only or both down- and uplink (bidirectional).

	Flow-Information
	5.3.53
	This parameter may be sent from the TDF to the PCRF within Application-Detection-Information AVP and contains the information from a single IP flow packet filter of an application, once detected, if available at TDF. 

Only Flow-Description AVP and Flow-Direction AVPs are used.
See NOTE.

	Flow-Status
	3GPP TS 29.214 [10]
	This parameter may be sent from the PCRF to the TDF within ADC-Rule-Definition AVP and describe if the possible uplink and possible downlink gate for the detected application shall be opened or closed.

	Framed-IP-Address
	IETF RFC 4005 [12]
	The IPv4 address allocated for the user.

	Framed-IPv6-Prefix
	IETF RFC 4005 [12]
	The IPv6 prefix allocated for the user.

The encoding of the value within this Octet String type AVP shall be as defined in IETF RFC 3162 [15], Clause 2.3. The “Reserved”, “Prefix-Length” and “Prefix” fields shall be included in this order.

	Max-Requested-Bandwidth-UL
	3GPP TS 29.214 [10]
	Defines the maximum authorized bandwidth for uplink.

	Max-Requested-Bandwidth-DL

	3GPP TS 29.214 [10]
	Defines the maximum authorized bandwidth for downlink.

	Monitoring-key
	5.3.59
	An identifier to a usage monitoring control instance.

	PCC-Rule-Status
	5.3.19
	Describes the status of one or a group of ADC rules.

	QoS-Information
	5.3.16
	Defines the QoS information (bandwidth limitation) for the applications, detected by the TDF and sent from the PCRF to the TDF. 

Only the Max-Requested-Bandwidth-UL and the Max-Requested-Bandwidth-DL are used.

	Redirect- Address-Type
	IETF RFC 4006 [9]
	Defines the address type of the address given in the Redirect-Server-Address AVP.

	Redirect-Information
	5.3.NN
	Contains the address information of the redirect server (e.g., captive portal) with which the end user is to be connected.

	Redirect-Server-Address
	IETF RFC 4006 [9]
	Defines the address of the redirect server with which the end user is to be connected.

	Redirect- Support
	5.3.PP
	Disable the redirection support for certain already established ADC rule.

	Rule-Failure-Code
	5.3.38
	Identifies the reason an ADC rule is being reported. 

	Session-Release-Cause
	5.3.44
	Indicate the reason of termination initiated by the PCRF. 

	TDF-Application-Identifier
	5.3.XX
	References the application, for which the Application Detection and Control (ADC) rule applies.

	Usage-Monitoring-Information
	5.3.60
	Contains the usage monitoring control information.

	Usage-Monitoring-Level
	5.3.61
	Indicates whether the usage monitoring instance applies to the TDF session or to one or more ADC rules.

	Usage-Monitoring-Support
	5.3.62
	Indicates whether usage monitoring shall be disabled for certain Monitoring Key.

	Usage-Monitoring-Report
	5.3.63
	Indicates that accumulated usage is to be reported by the TDF regardless of whether a usage threshold is reached for certain usage monitoring key (within a Usage-Monitoring-Information AVP) .

	NOTE: This parameter can apply only to some of the detected applications. For other applications (e.g. P2P), this parameter may not be possible to provide.


Editor’s NOTE: It is FFS whether Event-Report-Indication AVP should be re-used from Gx, when PCRF informs TDF about IP address release/reallocation.

5b.5
Sd specific Experimental-Result-Code AVP values

5b.5.1
General

RFC 3588 [5] specifies the Experimental-Result AVP containing Vendor-ID AVP and Experimental-Result-Code AVP. The Experimental-Result-Code AVP (AVP Code 298) is of type Unsigned32 and contains a vendor-assigned value representing the result of processing a request. The Vendor-ID AVP shall be set to 3GPP (10415).

5b.5.2
Success

Result Codes that fall within the Success category are used to inform a peer that a request has been successfully completed.

The Result-Code AVP values defined in Diameter BASE RFC 3588 [5] shall be applied.

5b.5.3
Permanent Failures

Errors that fall within the Permanent Failures category shall be used to inform the peer that the request failed, and should not be attempted again.

The Result-Code AVP values defined in Diameter BASE RFC 3588 [5] are applicable. Also the following specific Sd Experimental-Result-Codes values are defined:

DIAMETER_ADC_RULE_EVENT (XXXX)

This error shall be used when the ADC rules cannot be installed/activated. Affected ADC Rules shall be provided in the ADC-Rule-Report AVP including the reason and status as described in Clause 5b.3.6. Absence of the ADC-Rule-Report means that all provided ADC rules for that TDF session are affected.

5b.5.4
Transient Failures

Errors that fall within the transient failures category are used to inform a peer that the request could not be satisfied at the time it was received, but may be able to satisfy the request in the future.
The Result-Code AVP values defined in Diameter Base RFC 3588 [5] are applicable.
*** End of Changes ***
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