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Introduction
In February 2010 RFC 5379 was published. This RFC describes “Guidelines for Using the Privacy Mechanism for SIP”

This RFC states:

   This is an informational document that provides guidelines for using

   the privacy mechanism for the Session Initiation Protocol (SIP) that

   is specified in RFC 3323 and subsequently extended in RFCs 3325 and

   4244.  It is intended to clarify the handling of the target SIP

   headers/parameters and the Session Description Protocol (SDP)

   parameters for each of the privacy header values (priv-values).

With this RFC a clarification how to use the privacy headers and it’s mechanisms is described.

Within the past this was discussed frequently within IETF and also other SDO’s including 3GPP.

With the RFC now clarity is reached how to use such headers. Now with this clarification the text within the 3GPP specifications can be clarified.

The following table shows the behaviour of the privacy headers:

  Target headers    where   user     header    session   id   history

   --------------------------------------------------------------------

   Call-ID (Note)      R   anonymize    -         -       -      -

   Call-Info           Rr   delete    not add     -       -      -

   Contact             R      -      anonymize    -       -      -

   From                R   anonymize    -         -       -      -

   History-Info        Rr     -       delete    delete    -    delete

   In-Reply-To         R    delete      -         -       -      -

   Organization        Rr   delete    not add     -       -      -

   P-Asserted-Identity Rr     -       delete      -     delete   -

   Record-Route        Rr     -      anonymize    -       -      -

   Referred-By         R   anonymize*   -         -       -      -

   Reply-To            Rr   delete      -         -       -      -

   Server              r    delete    not add     -       -      -

   Subject             R    delete      -         -       -      -

   User-Agent          R    delete      -         -       -      -

   Via                 R      -      anonymize    -       -      -

   Warning             r   anonymize    -         -       -      -

           Table 1: Recommended PS behavior for each SIP header

With regard to TS 24.229 and the OIP/OIR supplementary Sevice the use of the privacy headers for From, Contact, P-Asserted-Identity and History Info header is important.

Impacts which should be taken into consideration 
1. Impact: anonymity of From header as stated within TS 245.229

TS 24.224 states:

5.1.2A
Generic procedures applicable to all methods excluding the REGISTER method

5.1.2A.1
UE-originating case

5.1.2A.1.1
General

…
NOTE 4:
A number of header fields can reveal information about the identity of the user. Where privacy is required, implementers should also give consideration to other header fields that can reveal identity information. RFC 3323 [33] subclause 4.1 gives considerations relating to a number of header fields.

Where privacy is required, in any initial request for a dialog or request for a standalone transaction, the UE shall set the From header field to "Anonymous" as specified in RFC 3261 [26].

NOTE 5:

The contents of the From header field are not necessarily modified by the network based on any privacy specified by the user either within the UE indication of privacy or by network subscription or network policy. Therefore the user should include the value "Anonymous" whenever privacy is explicitly required. As the user may well have privacy requirements, terminal manufacturers should not automatically derive and include values in this header field from the public user identity or other values stored in or derived from the UICC. Where the user has not expressed a preference in the configuration of the terminal implementation, the implementation should assume that privacy is required. Users that require to identify themselves, and are making calls to SIP destinations beyond the IM CN subsystem, where the destination does not implement RFC 3325 [34], will need to include a value in the From header field other than Anonymous.

Problem of this statement that the behaviour of some networks due to the national regulation and the use of Digest Authentication with access in public internet networks is not taken correctly into consideration. In some networks it is only allowed that a user identifies itself with a correct filled From header field to avoid fraud.

Therefore the “user” privacy tag should be included. With regard to privacy the OIP OIR Service is the one that guarantees this.   
RFC3325 defines the “user” header which allows the network to anonymise the From header when leaving the trust domain or is sent to the terminating user.

Also the statement that “Where privacy is required, in any initial request for a dialog or request for a standalone transaction, the UE shall set the From header field to "Anonymous" as specified in RFC 3261 [26].” Is not correct. There is no such statement. Only RFC3323 recommends that the user should set the From to anonymus when 

RFC5379 describes the following:

5.1.4.  From

   This field contains the identity of the user, such as display-name

   and URI.

   A user agent executing a user-level privacy function on its own

   SHOULD anonymize a From header using an anonymous display-name and an

   anonymous URI as indicated in Section 4.1 in RFC 3323.

   A privacy service should anonymize a From header when user privacy is

   requested with Privacy:user.

   Note: This does not prevent a privacy service from anonymizing the

         From header based on local policy.

   The anonymous display-name and anonymous URI mentioned in this

   section use display-name "Anonymous", a URI with "anonymous" in the

   user portion of the From header, and the hostname value

   "anonymous.invalid" as indicated in Section 4.1.1.3 in RFC 3323.

   The recommended form of the From header for anonymity is:

   From: "Anonymous" <sip:anonymous@anonymous.invalid>;tag=1928301774

   The tag value varies from dialog to dialog, but the rest of this

   header form is recommended as shown.

So the guideline points to RFC3323 and shows that this is a option when done by its own or to use the “user” tag. 
The conclusion is that there is the need to correct the wording and reference and describe both approaches based on network policy instead of pointing to possibilities in a note.

2. Impact: Interconnection with trusted and untrusted networks

The next problem given is that due to regulation (like it is in Germany) the identities must be passed through the whole network and network domains till the terminating network entity (last AS providing OIP/OIR). So in such cases the network entity at the border has to provide the trust rules and at least the possibility to provide privacy due to RFC3323. 
So there must be the possibility that the IBCF can provide the privacy rules as defined within RFC3323. This is not included within TS24.229.
3. Impact: Interworking in TS 29.163 

Within TS 29.163 the interworking of calling and additional calling party number is including the related privacy mapping is defined in a very generic way.

So as shown in Table 5 (see below) the indication of user is also interpreted as privacy request for the P-Asserted-Identity but due to RFC 5379 this is not correct. Only the headers “header” and “id” are deleting the P-Asserted-Identity at the last element providing privacy (OIP/OIR).
It is proposed to reflect the mapping based on the guidelines mentioned within RFC 5379

Table 5: Mapping of P-Asserted-Identity and privacy headers to the ISUP/BICC calling party number parameter

	SIP Component
	Value
	BICC/ISUP Parameter / field
	Value

	P-Asserted-Identity header field (NOTE 1)
	 E.164 number
	Calling Party Number
	

	
	Number incomplete indicator 
	 "Complete" 

	
	Numbering Plan Indicator
	"ISDN/Telephony (E.164)"

	
	Nature of Address Indicator
	If CC encoded in the URI is equal to the CC of the country where MGCF is located AND the next BICC/ISUP node is located in the same country then

set to "national (significant) number" 

else set to "international number"



	
	Address Presentation Restricted Indicator (APRI)
	Depends on priv-value in Privacy header.

	
	Screening indicator 


	Network Provided

	Addr-spec


	"CC" "NDC" "SN" from the URI


	Address signal
	if NOA is "national (significant) number" then set to

"NDC" + "SN" 

If NOA is “international number" 

Then set to "CC"+" NDC"+"SN"

	Privacy header field is not present
	
	APRI
	Presentation allowed

	Privacy header field
	priv-value
	APRI
	"Address Presentation Restricted Indicator"

	priv-value 


	"header"
	APRI 
	Presentation restricted

	
	"user"
	APRI
	Presentation restricted

	
	"none" 
	APRI
	Presentation allowed

	
	"id" 
	APRI
	Presentation restricted

	NOTE 1:
It is possible that a P-Asserted –Identity header field includes both a TEL URI and a SIP or SIPS URI. In this case, either the TEL URI or the SIP URI with user=”phone” and a specific host portion, as selected by operator policy, may be used. 


