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4.5
PCC procedures over Gx reference point
4.5.1
Request for PCC rules

The PCEF shall indicate, via the Gx reference point, a request for PCC rules in the following instances.

1)
At IP-CAN session establishment:

-
The PCEF shall send a CC-Request with CC-Request-Type AVP set to the value "INITIAL_REQUEST". The PCEF shall supply user identification within the Subscription-Id AVP and other attributes to allow the PCRF to identify the rules to be applied. The other attributes shall include the type of IP-CAN within the IP-CAN-Type AVP, the type of the radio access technology within the RAT-Type AVP, the PDN information, if available, within the Called-Station-ID AVP, and the UE IP address within either the Framed-IP-Address or Framed-IPv6-Prefix AVP, if available. The PCEF may also include the Access‑Network-Charging-Address and Access‑Network-Charging-Identifier-Gx AVPs in the CC-Request. Furthermore, if the UE and the network support the network-initiated bearer request procedure, the PCEF shall indicate this by supplying the Network-Request-Support AVP. The PCEF shall also include the APN-AMBR if available using the APN-Aggregate-Max-Bitrate-DL/UL AVPs. If available, the PCEF shall also provide an indication if the default bearer is requested to be used for IMS signalling using the Bearer-Usage AVP.

   For IP-CAN types that support multiple IP-CAN bearers, the PCEF may provide the Default-EPS-Bearer-QoS AVP including the ARP and QCI values corresponding to the Default EPS Bearer QoS.


For 3GPP-EPS and 3GPP2 accesses, the PCEF shall provide the IP address(es) (IPv4 or IPv6, if available) of the SGW/AGW within the AN-GW-Address AVP.
2)
At IP-CAN session modification:


IP-CAN session modification with PCEF-requested rules can occur in the following cases:
-
When a new IP-CAN bearer is being established, modified or terminated; 

-
When UE-initiated resource modification occurs;

-
When an Event trigger is met.


The PCEF shall send a CC-Request with CC-Request-Type AVP set to the value "UPDATE_REQUEST". The PCEF may include the Access‑Network-Charging-Address and Access‑Network-Charging-Identifier-Gx AVPs in the CC-Request. For an IP-CAN Session modification where an existing IP-CAN Bearer is modified, the PCEF shall supply within the PCC rule request the specific event which caused the IP-CAN session modification (within the Event-Trigger AVP) and any previously provisioned PCC rule(s) affected by the IP-CAN session modification. The PCC rules and their status shall be supplied to PCRF within the Charging-Rule-Report AVP.
In the case that the UE initiates a resource modification procedure, the PCEF shall include within the CC-Request the Event-Trigger AVP set to RESOURCE_MODIFICATION_REQUEST and shall include the Packet-Filter-Operation AVP set as follows:

-
When the UE requests to allocate new resources the PCEF shall set the Packet-Filter-Operation AVP to "ADDITION", and shall include within the CC-Request a Packet-Filter-Information AVP for each packet filter requested by the UE and the QoS-Information AVP to indicate the requested QoS for the affected packet filters. Each Packet-Filter-Information AVP shall include the packet filter precedence information within the Precedence AVP and the Packet-Filter-Content AVP set to the value of the packet filter provided by the UE. If UE requests to allocate resources on the existing bearer, the PCEF shall include a QoS-Information AVP with ARP information of the existing bearer within the CC-Request.
-
When the UE requests to modify existing resources the PCEF shall set the Packet-Filter-Operation AVP to "MODIFICATION", and shall include within the CC-Request a Packet-Filter-Information AVP for each affected packet filter. A packet filter is affected by the modification if QoS associated with it is modified or if its filter value or precedence is modified. If the UE request includes modified QoS information the PCEF shall also include the QoS-Information AVP within the CC-Request to indicate the updated QoS for the affected packet filters. Each Packet-Filter-Information AVP shall include a packet filter identifier as provided by the PCRF in the PCC rule within the Packet-Filter-Identifier AVP identifying the previously requested packet filter being modified and, if the precedence value is modified, shall include packet filter precedence information within the Precedence AVP. For each packet filter that the UE has requested to modify the filter value (if any), the PCEF shall provide the Packet-Filter-Content AVP set to the value of the updated packet filter provided by the UE.

-
When the UE requests to delete resources the PCEF shall set the Packet-Filter-Operation AVP to "DELETION", and shall include within the CC-Request a Packet-Filter-Information AVP for each packet filter deleted by the UE. Each Packet-Filter-Information AVP shall include a packet filter identifier as provided by the PCRF in the PCC rule within the Packet-Filter-Identifier AVP identifying the previously requested packet filter being deleted. If the deletion of the packet filters changes the QoS associated with the resource, the PCEF shall include the QoS-Information AVP to indicate the QoS associated with the deleted packet filters to allow the PCRF to modify the QoS accordingly.


PCC rules can also be requested as a consequence of a failure in the PCC rule installation/activation or enforcement without requiring an Event-Trigger. See clause 4.5.12.

If the PCRF is, due to incomplete, erroneous or missing information (e.g. QoS, SGSN address, RAT type, TFT, subscriber information) not able to provision a policy decision as response to the request for PCC rules by the PCEF, the PCRF may reject the request using a CC Answer with the Gx experimental result code DIAMETER_ERROR_INITIAL_PARAMETERS (5140). If the PCEF receives a CC Answer with this code, the PCEF shall reject the IP-CAN session establishment or modification that initiated the CC Request.
If the PCRF detects that the packet filters in the request for new PCC rules received from the PCEF is covered by the packet filters of outstanding PCC rules that the PCRF is provisioning to the PCEF, the PCRF may reject the request using a CC-Answer with the Gx experimental result code DIAMETER_ERROR_CONFLICTING_REQUEST (5147). If the PCEF receives a CC-Answer with this code, the PCEF shall reject the IP-CAN session modification that initiated the CC-Request.
If the PCRF does not accept one or more of the traffic mapping filters provided by the PCEF in a CC Request (e.g. because the PCRF does not allow the UE to request enhanced QoS for services not known to the PCRF), the PCRF shall reject the request using a CC Answer with the Gx experimental result code DIAMETER_ERROR_TRAFFIC_MAPPING_INFO_REJECTED (5144). If the PCEF receives a CC Answer with this code, the PCEF shall reject the IP-CAN session establishment or modification that initiated the CC Request.
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4.5.5
Provisioning and Policy Enforcement of Authorized QoS

4.5.5.0
Overview
The PCRF may provide authorized QoS to the PCEF.

The authorized QoS shall be provisioned within a CCA or RAR Diameter message as QoS-Information AVP. The provisioning of the authorized QoS (which is composed of QCI, ARP and bitrates) is performed from the PCRF to the PCEF. The authorized QoS can refer to a PCC rule, to an IP CAN bearer, to a QCI or to an APN. If PCEF reports the ARP information when UE requests to allocate resource on existing bearer, the PCRF shall authorize QoS according to the ARP information.
-
When the authorized QoS applies to an IP CAN bearer, it shall be provisioned outside a Charging-Rule-Definition AVP and it shall also include the Bearer-Identifier AVP to indicate what bearer it applies to. 
-
When the authorized QoS applies to a PCC rule, it shall be provisioned within the corresponding PCC rule by including the QoS-Information AVP within the Charging-Rule-Definition AVP. The QoS-Information AVP shall not contain a Bearer-Identifier AVP.

-
When the authorized QoS applies to QCI, authorised MBR per QCI is supplied. In such a case the authorized QoS shall be provisioned outside a Charging-Rule-Definition AVP at the command level. This case applies only for IP-CAN types that support non-GBR bearers that have a separate MBR (i.e. 3GPP-GPRS access). Its applicability is specified in annex A.
-  When the authorized QoS applies to an APN, authorised APN-Aggregate-Max-Bitrate UL/DL is supplied. In such a case the authorized QoS shall be provisioned outside a Charging-Rule-Definition AVP at command level.
-  When the authorized QoS applies to the default EPS bearer it shall be provisioned within the Default-EPS-Bearer-QoS AVP.
Authorized QoS at IP-CAN bearer level is access specific. See Annex A for further details.

The authorized QoS provides appropriate values for the resources to be enforced.

The authorized QoS for a PCC rule is a request for allocating the corresponding resources, and the authorized QoS for a QCI is a request for an upper limit for the MBR that the PCEF assigns to non-GBR bearers with that QCI. 
The Provisioning of authorized QoS per PCC rule is a part of PCC rule provisioning procedure.
If the PCEF cannot allocate any of the resources as authorized by the PCRF, the PCEF should inform the PCRF using the Event-Trigger AVP with the corresponding value. If network initiated procedures apply for the PCC rule and the corresponding IP-CAN bearer can not be established or modified to satisfy the bearer binding, then the PCEF shall reject the activation of a PCC rule using the Gx experimental result code DIAMETER_PCC_BEARER_EVENT and a proper Event-Trigger value.
The PCEF is responsible for enforcing the policy based authorization.

QoS authorization information may be dynamically provisioned by the PCRF or it can be a pre-defined PCC rule in the PCEF. 
The PCEF shall make sure that the total QoS information of the PCC rules for one IP-CAN bearer does not exceed the authorized QoS information, i.e. the information received from the PCRF.
If the PCRF is unable to make a decision for the response to the CC-Request by the PCEF, the PCRF may reject the request as described in subclause 4.5.1.
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5.3.16
QoS-Information AVP (All access types)

The QoS-Information AVP (AVP code 1016) is of type Grouped, and it defines the QoS information for resources requested by the UE, an IP-CAN bearer, PCC rule, QCI or APN. When this AVP is sent from the PCEF to the PCRF, it indicates the requested QoS information associated with resources requested by the UE, an IP CAN bearer or the subscribed QoS information at APN level. When this AVP is sent from the PCRF to the PCEF, it indicates the authorized QoS for:

-  an IP CAN bearer (when appearing at CCA or RAR command level or 
-  a service flow (when included within the PCC rule) or 
-  a QCI (when appearing at CCA or RAR command level with the QoS-Class-Identifier AVP and the Maximum-Requested-Bandwidth-UL AVP and/or the Maximum-Requested-Bandwidth-DL AVP) or

-  an APN (when appearing at CCA or RAR command level with APN-Aggregate-Max-Bitrate-DL and APN-Aggregate-Max-Bitrate-DL).
The QoS class identifier identifies a set of IP-CAN specific QoS parameters that define QoS, excluding the applicable bitrates and ARP. It is applicable both for uplink and downlink direction.

The Max-Requested-Bandwidth-UL defines the maximum bit rate allowed for the uplink direction.
The Max-Requested-Bandwidth-DL defines the maximum bit rate allowed for the downlink direction.

The Guaranteed-Bitrate-UL defines the guaranteed bit rate allowed for the uplink direction.
The Guaranteed-Bitrate-DL defines the guaranteed bit rate allowed for the downlink direction.
The APN-Aggregate-Max-Bitrate-UL defines the total bandwidth usage for the uplink direction of non-GBR QCIs at the APN. This AVP applies to all access types except 3GPP-GPRS access.

The APN-Aggregate-Max-Bitrate-DL defines the total bandwidth usage for the downlink direction of non-GBR QCIs at the APN. This AVP applies to all access types except 3GPP-GPRS access.
The Bearer Identifier AVP shall be included as part of the QoS-Information AVP if the QoS information refers to an IP CAN bearer initiated by the UE and the PCRF performs the bearer binding. The Bearer Identifier AVP identifies this bearer. Several QoS-Information AVPs for different Bearer Identifiers may be provided per command.

When the QoS-Information AVP is provided within the CCR command along with the RESOURCE_MODIFICATION_REQUEST event trigger, the QoS-information AVP includes only the QoS-Class-Identifier AVP and Guaranteed-Bitrate-UL and/or Guaranteed-Bitrate-DL AVPs. When UE requests to allocate resource on existing bearer, the QoS-information AVP also includes Allocation-Retention-Priority AVP.
The Allocation-Retention-Priority AVP is an indicator of the priority of allocation and retention for the Service Data Flow.

If the QoS-Information AVP has been supplied previously but is omitted in a Diameter message or AVP, the previous information remains valid. If the QoS-Information AVP has not been supplied from the PCRF to the PCEF previously and is omitted in a Diameter message or AVP, no enforcement of the authorized QoS shall be performed.

AVP Format:

QoS-Information ::= 
< AVP Header: 1016 >






[ QoS-Class-Identifier ]






[ Max-Requested-Bandwidth-UL ]






[ Max-Requested-Bandwidth-DL ]






[ Guaranteed-Bitrate-UL ]






[ Guaranteed-Bitrate-DL ]






[ Bearer-Identifier ]






[ Allocation-Retention-Priority]






[ APN-Aggregate-Max-Bitrate-UL]






[ APN-Aggregate-Max-Bitrate-DL]





  * [AVP]
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