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The current packet filter concept of PCC is focussed on the IP 5 tuple (source and destination IP address, source and destination port number, protocol ID of the protocol above IP). However, the TFT packet filter concept (as described in 23.060 section 15.3) is more flexible as it allows for other settings to characterize IP flows, like the usage of the Type of Service / Traffic Class and Mask (i.e. the DSCP), the IPSec Security Parameter Index or the IPv6 Flow Label. 
 These different types of packet filters can be used to classify packet data flows.

 In order to keep consistency with 23.060, the service data flow fliters need to be revised in TS29.212.
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* 1st Change *
4.5.2.3
Gate function

The Gate Function represents a user plane function enabling or disabling the forwarding of service flow packets. A gate is described within a PCC rule. If the PCC rule contains Packet-Filter AVP(s) applicable for uplink IP flows, it shall describe a gate for the corresponding uplink IP flows. If the PCC rule contains Packet-Filter AVP(s) applicable for downlink IP flows, it shall describe a gate for the corresponding downlink IP flows. The Flow Status AVP of the PCC rule shall describe if the possible uplink and possible downlink gate is opened or closed.

The commands to open or close the gate shall lead to the enabling or disabling of the passage for corresponding IP packets. If the gate is closed all packets of the related IP flows shall be dropped. If the gate is opened the packets of the related IP flows are allowed to be forwarded.
* 2nd Change *
5.3
Gx specific AVPs 
Table 5.3.1 describes the Diameter AVPs defined for the Gx reference point, their AVP Code values, types, possible flag values, whether or not the AVP may be encrypted and the applicability of the AVPs to charging control, policy control or both. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415).

Table 5.3.1: Gx specific Diameter AVPs 

	
	AVP Flag rules (note 1)
	
	
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type (note 2)
	Must
	May
	Should not
	Must not
	May Encr.
	Acc. type
	Applicability (note 3)

	Access-Network-Charging-Identifier-Gx
	1022
	5.3.22
	Grouped
	M,V
	P
	
	
	Y
	All
	CC

	Bearer-Control-Mode
	1023
	5.3.23
	Enumerated
	M,V
	P
	
	
	Y
	All
	PC

	Bearer-Identifier
	1020
	5.3.20
	OctetString
	M,V
	P
	
	
	Y
	GPRS
	Both

	Bearer-Operation
	1021
	5.3.21
	Enumerated
	M,V
	P
	
	
	Y
	GPRS
	Both

	Bearer-Usage
	1000
	5.3.1
	Enumerated
	M,V
	P
	
	
	Y
	GPRS
	Both

	Charging-Rule-Install
	1001
	5.3.2
	Grouped
	M,V
	P
	
	
	Y
	All
	Both

	Charging-Rule-Remove
	1002
	5.3.3
	Grouped
	M,V
	P
	
	
	Y
	All
	Both

	Charging-Rule-Definition
	1003
	5.3.4
	Grouped
	M,V
	P
	
	
	Y
	All
	Both

	Charging-Rule-Base-Name
	1004
	5.3.5
	UTF8String
	M,V
	P
	
	
	Y
	All
	Both

	Charging-Rule-Name
	1005
	5.3.6
	OctetString
	M,V
	P
	
	
	Y
	All
	Both

	Charging-Rule-Report
	1018
	5.3.18
	Grouped
	M,V
	P
	
	
	Y
	All
	Both

	Event-Trigger
	1006
	5.3.7
	Enumerated
	M,V
	P
	
	
	Y
	All
	Both

	Flow-Label
	xxxx
	5.3.z
	OctetString
	M,V
	P
	
	
	Y
	GPRS
	Both

	IP-CAN-Type
	1027
	5.3.27
	Enumerated
	M, V
	P
	
	
	Y
	All
	Both

	IPSec-SPI
	Xxxx
	5.3.y
	OctetString
	M,V
	P
	
	
	Y
	GPRS
	Both

	Guaranteed-Bitrate-DL
	1025
	5.3.25
	Unsigned32
	M,V
	P
	
	
	Y
	All
	PC

	Guaranteed-Bitrate-UL
	1026
	5.3.26
	Unsigned32
	M,V
	P
	
	
	Y
	All
	PC

	Metering-Method
	1007
	5.3.8
	Enumerated
	M,V
	P
	
	
	Y
	All
	CC

	Network-Request-Support
	1024
	5.3.24
	Enumerated
	M,V
	P
	
	
	Y
	All
	PC

	Offline
	1008
	5.3.9
	Enumerated
	M,V
	P
	
	
	Y
	All
	CC

	Online
	1009
	5.3.10
	Enumerated
	M,V
	P
	
	
	Y
	All
	CC

	Packet-Filter
	xxxx
	5.3.x
	Grouped
	M,V
	P
	
	
	Y
	GPRS
	Both

	Precedence
	1010
	5.3.11
	Unsigned32
	M,V
	P
	
	
	Y
	All
	Both

	Reporting-Level
	1011
	5.3.12
	Enumerated
	M,V
	P
	
	
	Y
	All
	CC

	PCC-Rule-Status
	1019
	5.3.19
	Enumerated
	M,V
	P
	
	
	Y
	All
	Both

	Session-Release-Cause
	1045
	5.3.34
	Enumerated
	M,V
	P
	
	
	Y
	All
	Both

	QoS-Class-Identifier
	1028
	5.3.17
	Enumerated
	M,V
	P
	
	
	Y
	All
	Both

	QoS-Information
	1016
	5.3.16
	Grouped
	M.V
	P
	
	
	Y
	All
	Both

	QoS-Negotiation 
	1029
	5.3.28
	Enumerated
	M,V
	P
	
	
	Y
	GPRS
	PC

	Qos-Upgrade
	1030
	5.3.29
	Enumerated
	M.V
	P
	
	
	Y
	GPRS
	PC

	Rule-Failure-Code
	1031
	5.3.30
	Enumerated
	M.V
	P
	
	
	Y
	All
	Both

	TFT-Filter
	1012
	5.3.13
	IPFilterRule
	M,V
	P
	
	
	Y
	GPRS
	Both

	TFT-Packet-Filter-Information
	1013
	5.3.14
	Grouped
	M,V
	P
	
	
	Y
	GPRS
	Both

	ToS-Traffic-Class
	1014
	5.3.15
	OctetString
	M,V
	P
	
	
	Y
	GPRS
	Both

	Revalidation-Time
	1042
	5.3.31
	Time
	M,V
	P
	
	
	Y
	All
	Both

	Rule-Activation-Time
	1043
	5.3.32
	Time
	M,V
	P
	
	
	Y
	All
	Both

	Rule-Deactivation-Time
	1044
	5.3.33
	Time
	M,V
	P
	
	
	Y
	All
	Both

	NOTE 1:
The AVP header bit denoted as 'M', indicates whether support of the AVP is required. The AVP header bit denoted as 'V', indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see RFC 3588 [4].

NOTE 2:
The value types are defined in RFC 3588 [4].
NOTE 3:
AVPs marked with “CC” are applicable to charging control, AVPs marked with “PC” are applicable to policy control and AVPs marked with “Both” are applicable to both charging control and policy control.


* 3rd Change *
5.3.4
Charging-Rule-Definition AVP (All access types)

The Charging-Rule-Definition AVP (AVP code 1003) is of type Grouped, and it defines the PCC rule for a service flow sent by the PCRF to the PCEF. The Charging-Rule-Name AVP uniquely identifies the PCC rule and it is used to reference to a PCC rule in communication between the PCEF and the PCRF within one IP CAN session. The Packet-Filter AVP(s) determines the traffic that belongs to the service flow.
If optional AVP(s) within a Charging-Rule-Definition AVP are omitted, but corresponding information has been provided in previous Gx messages, the previous information remains valid. If Packet-Filter AVP(s) are supplied, they replace all previous Packet-Filter AVP(s). If Flows AVP(s) are supplied, they replace all previous Flows AVP(s).

Flows AVP may appear if and only if AF-Charging-Identifier AVP is also present.

AVP Format:

Charging-Rule-Definition ::= < AVP Header: 1003 >








 { Charging-Rule-Name }








 [ Service-Identifier ]








 [ Rating-Group ]








*[ Packet-Filter]







 [ Flow-Status ]








 [ QoS-Information ]








 [ Reporting-Level ]








 [ Online ]








 [ Offline ]








 [ Metering-Method ]








 [ Precedence ]








 [ AF-Charging-Identifier ]








*[ Flows ]








*[ AVP ]
* 4th Change *

5.3.x
Packet-Filter AVP (GPRS access type only)
The Packet-Filter AVP (AVP code xxxx) is of type Grouped, and it defines the service data flow fliter sent by the PCRF to the PCEF for identifying one or more of the packet flows.The Flow-Description AVP determines an IP 5 tuple information for a packet filter. The IPSec-SPI AVP defines the IPSec Security Parameter Index for a packet fliter.The ToS-Traffic-Class AVP defines the Type-of-Service/Traffic-Class of a packet filter.The Flow-Label AVP contains the IPv6 flow label.
NOTE:     Some of the attributes may coexist in a packet filter while others mutually exclude each other as described in TS 23.060 [17].

AVP Format:
Packet-Filter ::= < AVP Header: xxx >





  [ Flow-Description]
                  [ IPSec-SPI]

              [ ToS-Traffic-Class]






[ Flow-Label]
* 5th Change *

5.3.y
IPSec-SPI AVP (GPRS access type only)
The IPSec-SPI AVP (AVP code xxxx) is of type OctetString, and it contains the IPSec security parameter index of a TFT packet filter as defined in 3GPP TS 24.008 [13].
* 6th Change *

5.3.z
Flow-Label AVP (GPRS access type only)
The Flow-Label AVP (AVP code xxxx) is of type OctetString, and it contains the IPv6 flow label of a TFT packet filter as defined in 3GPP TS 24.008 [13].
* 7th Change *
5.3.30
Rule-Failure-Code AVP (All access types)

The Rule-Failure-Code AVP (AVP code 1031) is of type Enumerated.  It is sent by the PCEF to the PCRF within a Charging-Rule-Report AVP to identify the reason a PCC Rule is being reported.

The following values are defined:

UNKNOWN_RULE_NAME (1)

This value is used to indicate that the pre-provisioned PCC rule could not be successfully activated because the Charging-Rule-Name or Charging-Rule-Base-Name is unknown to the PCEF.

RATING_GROUP_ERROR (2)

This value is used to indicate that the PCC rule could not be successfully installed or enforced because the Rating-Group specified within the Charging-Rule-Definition AVP by the PCRF is unknown or, invalid.
SERVICE_IDENTIFIER_ERROR (3)

This value is used to indicate that the PCC rule could not be successfully installed or enforced because the Service-Identifier specified within the Charging-Rule-Definition AVP by the PCRF is invalid, unknown, or not applicable to the service being charged.
GW/PCEF_MALFUNCTION (4)
This value is used to indicate that the PCC rule could not be successfully installed (for those provisioned from the PCRF) or activated (for those pre-provisioned in PCEF) or enforced (for those already successfully installed) due to GW/PCEF malfunction.
RESOURCES_LIMITATION (5)

This value is used to indicate that the PCC rule could not be successfully installed (for those provisioned from PCRF) or activated (for those pre-provisioned in PCEF) or enforced (for those already successfully installed) due to a limitation of resources at the PCEF.

MAX_NR_BEARERS_REACHED (6)
This value is used to indicate that the PCC rule could not be successfully installed (for those provisioned from PCRF) or activated (for those pre-provisioned in PCEF) or enforced (for those already successfully installed) due to the fact that the maximum number of bearers has been reached for the IP-CAN session.
UNKNOWN_BEARER_ID (7)

This value is used only in the case the PCRF is performing bearer binding to indicate that the PCC rule could not be successfully installed or enforced at the PCEF because the Bearer-Id specified within the Charging-Rule-Install AVP by the PCRF is unknown or invalid. 
MISSING_BEARER_ID (8)

This value is used only in the case the PCRF is performing bearer binding to indicate that the PCC rule could not be successfully installed or enforced at the PCEF because the Bearer-Id is not specified within the Charging-Rule-Install AVP by the PCRF.

MISSING_PACKET_FILTER (9)
This value is used to indicate that the PCC rule could not be successfully installed or enforced because the Packet-Filter AVP is not specified within the Charging-Rule-Definition AVP by the PCRF during the first install request of the PCC rule.
* End of changes *
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