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Introduction

In CT WG3 #47 meeting, the PCRF discovery selection issue was discussed. An optional logical Diameter Routing Agent (DRA) was introduced to ensure that all Diameter sessions for Gx, S9, Gxa/Gxb/Gxc and Rx+ for a given IP-CAN session reach the same PCRF.
This document is addressing the issue of whether the DRA acts as a Diameter redirection agent, Diameter proxy or Diameter relay agent. 
Discussion

Three types of Diameter agent exists in RFC 3588:
· Diameter Redirect

· Diameter Proxy
· Diameter Relay
The main difference between a Diameter proxy agent and a Diameter relay agent is that a proxy agent

make policy decisions relating to resource usage and provisioning, while relay agents only forward requests and responses based on routing-related AVPs and realm routing table entries.

For the purposes of this discussion, it is assumed that a Diameter relay or proxy routing agent will modify the routing information, as allowed by RFC 3588, such that all subsequent signaling messages will pass through the routing agent. Other differences between the Diameter proxy agent and Diameter relay agent do not apply to this discussion. The Diameter relay agent and proxy agent will be considered together and compared against a Diameter redirect agent.
Latency – 
The Redirect method introduces higher latency during the initial establishment of the session as there needs to be a request to the Redirect Agent, wait for the answer and lastly forward the message to the appropriate server. This will occur during the initial establishment of each session, but once the session has been established, subsequent signaling does not experience the same delay.
With the Proxy/Relay method the initial establishment is forwarded directly to the appropriate server and therefore does not experience the same delay incurred by the redirect method. However, the proxy/relay remains in the signaling path for the duration of the context so each message will propagate through the proxy/relay agent.
Diameter peer connection –

With the Redirect method the client must support the additional redirect functionality and must maintain a Diameter peer connection to the redirect agent as well as each of the possible servers within the network. Conversely, each network server will also need to maintain a diameter peer connection back to each client. This also creates multiple security associations from each client to the Diameter redirect agent. While the resources required to maintain this connection information at the client would be fairly small, the resources required at the server end would be more significant due to the number of clients that must be supported. Due to the direct connections between client and server, there is no topology hiding in the case of Diameter redirect. This opens a potential security gap. For example, reference points like S9 may typically be inter-operator. In this case, it is likely that an operator will not be willing to reveal its internal topology (number of server instances) to the other operator.
For the Proxy/Relay method each client has to maintain only one connection to the Diameter relay agent. This will result in a simpler, straightforward client implementation. Then only the Diameter proxy/relay agent needs to maintain a Diameter peer connection to all the clients. The Diameter proxy/relay then maintains a connection with each server. The amount of resources required in this case is fairly small. In additional, because the Diameter Proxy/Relay agent is between the client and the server, it can provide for topology hiding. The clients can only address the Diameter proxy/relay agent, not the servers beyond it.
Roaming scenarios –    

In a typical implementation, the client will cache the server address received from the redirect agent. When a new client becomes involved in the call due to roaming, it will not have the current server information. It is now necessary to introduce new operations to go back to the redirect agent to get the assigned server. This introduces additional signaling overhead as well as additional delay.
Since all messages are routed through the Diameter proxy/relay agent this method will not have the same issue of caching at the client as the redirect method. 
Binding Release – 

The redirect method does not address the release of binding information upon bearer release as it is not in the direct signaling path. Additional operations will be required. This will introduce yet more signaling overhead.

Because the proxy/relay agent will be in the direct signaling path, it can easily remove this information with no additional overhead.
Deployment –  

All clients (AF, PCEF, PCRF on the S9 interface) will have to be reconfigured whenever a new PCRF instance is introduced when the redirect method is used. 
For the proxy/relay method, only the Diameter proxy/relay agent has to be updated with the new PCRF instance.
TISPAN Convergence – 

Current TISPAN specifications indicate that Proxy or Relay must be used, the Redirect method is not allowed in TISPAN. Restricting the Diameter routing agent to only redirect method will not facilitate harmonization of between 3GPP and TISPAN.

Conclusion

While the redirect method works well for a query response scenario like Cx and Dx interfaces. For policy control, there are a number of drawbacks that make the redirect method less desirable. However, it may be possible to introduce additional procedures that will allow the redirect method to function correctly in all scenarios.
As both methods have some pros and cons, it is proposed that 3GPP should allow any of the three methods defined in RFC 3588 and leave the decision to implementation.












