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Introduction

The Diameter realm-based routing (S2-075192) mechanism has been endorsed in SA2#61 meeting. In last CT3 meeting, the consideration for the PCRF discovery selection issue (C3-080035) was discussed, and two questions were raised:

1. What kind of Diameter agent should be used, Diameter redirect agent or Diameter proxy agent?

2. Can we keep two solutions (i.e. Diameter redirect agent acts as DRA and Diameter proxy agent acts as DRA) in CT3?
This paper will discuss these two problems from the point of implementation.

Discussion

1. What kind of Diameter agent should be used, Diameter redirect agent or Diameter proxy agent?

The main function requirements of redirect agent are:

a) Providing the PCRF address for the S-GW/ P-GW/Trusted Non-3GPP access/ AF at the phase of session establishment; 
b) Associating sessions established over the different reference points (Gx, S9, Gxa/c) for the same UE's IP-CAN session;

c) Release the status of assigned PCRF for a certain UE and IP-CAN session;

The main function requirements of proxy agent are:

a) Transferring the session establishment messages from the S-GW/ P-GW/Trusted Non-3GPP access/ AF to the PCRF;

b) Transferring the session modification messages between  the S-GW/ P-GW/Trusted Non-3GPP access/ AF and the PCRF;

c) Transferring the session release messages between  the S-GW/ P-GW/Trusted Non-3GPP access/ AF and the PCRF;

d) Associating sessions established over the different reference points (Gx, S9, Gxa/c) for the same UE's IP-CAN session;

e) Release the status of assigned PCRF for a certain UE and IP-CAN session;

We can compare the two solutions in the following aspects:
a) Load consideration
From the main function requirements of the two solutions, we can see that the proxy agent need transfer all the messages to the PCRF; in deployment scenarios with frequent modifications the signalling load of a proxy-DRA can be expected to be higher than for a redirect-DRA.  
Especially in the PCC architecture, the PCRF can subscribe multiple events for one IP-CAN session per user, when the event occurs, the S-GW/ P-GW/Trusted Non-3GPP access need report the event to the PCRF, and then PCRF need make new PCC rule decision and send to the S-GW/ P-GW/Trusted Non-3GPP access, all these messages should be transferred by the proxy agent. For a normal system, there are multiple S-GW/ P-GW/Trusted Non-3GPP access, each one may support million of users, this requires the proxy agent has much higher performance than the redirect agent.
One of the purposes that there are several PCRFs in one Diameter Realm is trying to optimize the load balance, i.e. to avoid one PCRF’s overload.  Hence it solves the problem of the PCRF load balance but raise another one to use the DRA to proxy every single message between PCRFs and the other Diameter clients

Although the redirect DRA needs be informed to release the session status, it only needs process one extra message; the signalling load of a proxy DRA is still higher than for a redirect DRA.
b) Scalability 
From a scalability point of view both redirect-DRAs and proxy-DRAs could be deployed as clusters that all share a common memory bank or database. Load balancing mechanisms could be implemented to distribute requests between active DRA-nodes in such a cluster. As a result both options could be implemented to scale and to provide redundancy.
c) Reliability consideration:

If the redirect agent breaks down, only new sessions can’t be established; but for the proxy agent, not only new sessions can’t be established but all the established sessions will also be affected, so, the redirect agent is more reliable than the proxy agent. This is a strong argument for the redirect-DRA solution. 
d) The release of the session status
How to release the session status of the redirect agent is FFS. There could be several solutions to solve this. One immediate one is forwarding the termination message with a special flag so that the DRA can understand that the session has been terminated and the binding can be released.
The proxy DRA can release the session status when the session is released; however, this has the payment for the proxy agent to analysis all the message it received to judge if the session should be released.    

e) Cost of implementation
From a complexity point of view the Diameter redirect agent is less complicated to implement than the proxy agent. For the redirect case it would be required for all Diameter clients to support Diameter redirect at least on a per Diameter session level, however, this is the basic function for the Diameter client, so, there’s no extra cost added for the Diameter clients.
f) Security
In a roaming scenario the redirect agent alternative can not prevent any Diameter client in a visited network to access any PCRF available in the home network regardless of what PCRF the redirect-DRA has selected. In the proxy agent case the DRA has the possibility to police PCRF access and consequently to protect the home operator PCRF-network from faulty Diameter clients residing in other operator’s networks.
On the other hand security issues are already covered in SA3 specifications and there are available solutions for those that should be checked and contrasted.

2. Can we keep two solutions (i.e. Diameter redirect agent acts as DRA and Diameter proxy agent acts as DRA) in CT3?

A DRA function based on Diameter redirect functionality appears appealing from an agent performance perspective and would probably be the most cost efficient solution to implement. In situations where session updates are common the redirect agent alternative clearly is the most efficient alternative. Furthermore, the redirect DRA solution is more reliable in case of a DRA crash, since the redirect DRA crash does not prevent previously established sessions to keep working normally whilst in the proxy DRA mode all previously set up diameter sessions would abnormally terminate.
However from the client perspective the proxy alternative is more attractive with regards to signalling intensity and complexity. The proxy alternative also offers better security and could solve the issue of release of session status at session release without the need for any further standardisation. 

To summarize this both options appear to have their respective advantages depending on signalling intensity and deployment scenario. 

For interoperability reasons it would however be preferable to have one of the options mandated. Since the redirect alternative is the least complex it is recommended to mandate this alternative, but at the same time to allow the implementation and use of a proxy-DRA. 
Conclusion
It is proposed to discuss the two alternatives above and decide what Diameter agent type (or types) should be implemented in the DRA based on the aforementioned statements At least one solution should be normatively mandated for interoperability reasons (i.e. roaming case).



