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1 Introduction

This paper discusses whether the Diameter protocol implementation currently followed by CT3 may have impacts on the routing of vendor specific Diameter messages.
2. Background

In CT3#38 meeting it was decided to include the vendor specific application id in the Auth-Application-id AVP.  The reason behind this decision was due to IETF specifying that when re-using IETF commands (eg. AAR/AAA. CCR/CCA), it is not allowed to remove IETF-specific Diameter AVPs that are mandatory required.  
However, this implementation may have an issue when routing Diameter message as it is outlined below.
Routing Diameter Messages
When Diameter messages are routed the application id in the message header should be sufficient enough to allow the diameter relay or proxy to decide where to route the application.  However, if the Auth-Application-Id AVP is also used, this could cause confusion in the proxy resulting in incorrect routing of the message.  

Consider the case where a Diameter peer A sends Diameter messages to Diameter peer B via a Diameter proxy as depicted in Figure 1.
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Figure 1 – Diameter routing
During CER/CEA both A and B would advertise support for an interface (for example Gx) by including a Vendor-Specific-Application-Id AVP, which includes the 3GPP as Vendor-Id and Gx as the Auth-Application-Id.
<Vendor-Specific-Application-Id> ::= < AVP Header: 260 >
                                     1* [ Vendor-Id ] <- 3GPP 
                                     0*1{ Auth-Application-Id } <- Gx

When peer A sends a Diameter message to peer B the vendor specific application id is included in the message header.  However, due to the decision not to use the Vendor-Specific-Application-Id AVP, the application id is placed instead on the Auth-Application-Id AVP.  

       <AAR> ::= < Diameter Header: xxx command code, REQ, PXY, GQ application >

                 { Auth-Application-Id }

                 { Vendor-Specific-Application-Id }
According to Diameter Base Protocol (RFC 3588 clause 6.1.6), the diameter message routing is carried out via realms and applications.  The diameter message must include the target realm in the Destination-Realm AVP and one of the application identification AVPs (either Auth-Application-Id AVP, Acct-Application-Id or Vendor-Specific-Application-id).  In addition, clause 6.1.6 states that “When a request is received that includes realms and/or application that is not locally supported, the message is routed to the peer configured in the Realm Routing Table”.  Furthermore, section 2.7 of RFC 3588 states that “A route entry can have a different destination based on the application identification AVP of the message. This field MUST be used as a secondary key field in routing table lookups”
Therefore, according to the aforementioned statements a Diameter proxy that has compliance to RFC 3588 may not recognise a Diameter message as a vendor specific application (for example Gx), since the proxy would expect an IETF application id inside the Auth-Application-Id AVP.
3. Conclusion and discussion
This paper presented possible issues that may be raised if a Diameter proxy uses the Auth-Application-Id AVP (instead of the application id in the header) to identify the application attributes (eg. IETF, 3GPP Gx etc.).  Note that the Diameter protocol implementation outlined above is also followed by TISPAN (Gq’ interface) and 3GPP2 (Tx/Ty).  Thus, If such a case exist it may have serious implications on the routing of vendor specific application messages.
A decision needs to be made by CT3 whether the aforementioned problem may have implications on the CT3 protocol implementation.  We suggest as possible actions to:
· Initiate discussions with IETF DIME group to identify methods to resolve this issue

· Notify TISPAN and 3GPP2 bodies of the possible problems of this implementation
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