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****************Next Modification************************************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TS 22.060 [2] and 3GPP TS 23.060 [3] and the following apply:

2G- / 3G-: prefixes 2G‑ and 3G‑ refers to functionality that supports only A/Gb mode GPRS or Iu mode, respectively, e.g., 2G‑SGSN refers only to the A/Gb mode GPRS functionality of an SGSN. When the prefix is omitted, reference is made independently from the A/Gb mode GPRS or Iu mode functionality.

3GPP AAA proxy: refer to 3GPP TS 23.002 [69], subclause 4a.13.2.

3GPP AAA server: refer to 3GPP TS 23.002 [69], subclause 4a.13.3.

A/Gb mode: indicates that the text applies only to a system or sub-system which operate in A/Gb mode of operation, i.e. with a functional division that is in accordance with the use of an A or a Gb interface between the radio access network and the core network.

Iu mode: indicates that the text applies only to a system or a sub-system which operates in Iu mode of operation, i.e. with a functional division that is in accordance with the use of an Iu-CS or Iu-PS interface between the radio access network and the core network.

****************Next Modification************************************
11.2.1.2
IPv4 Non Transparent access to an Intranet or ISP

In this case:

-
the MS is given an address belonging to the Intranet/ISP addressing space. The address is given either at subscription in which case it is a static address or at PDP context activation in which case it is a dynamic address. This address is used for packet forwarding within the GGSN and for packet forwarding on the Intranet/ISP. This requires a link between the GGSN and an address allocation server, like AAA, DHCP, …, belonging to the Intranet/ISP;

-
the MS shall send an authentication request at PDP context activation and the GGSN requests user authentication from a server, like AAA, DHCP, …, belonging to the Intranet/ISP;

-
the protocol configuration options are retrieved (if requested by the MS at PDP context activation) from some server (AAA or DHCP, …) belonging to the Intranet/ISP;

· the communication between the Packet Domain and the Intranet/ISP may be performed over any network, even an insecure e.g. the Internet. In case of an insecure connection between the GGSN and the Intranet/ISP there may be a specific security protocol in between. This security protocol is defined by mutual agreement between PLMN operator and Intranet/ISP administrator.
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Figure 11a: Signalling plane of non transparent case

The following description bullet items describe the signal flow.

1)
The TE sends an AT-command to the MT to set up parameters and enter PPP mode. The MT responds with an AT-response.

2)
LCP negotiates Maximum-Receive-Unit and authentication protocol. The negotiated authentication protocol is, either CHAP, PAP or 'none'. The MT shall try to negotiate for CHAP as first priority.

3)
If the negotiated authentication protocol is either of CHAP or PAP, the TE authenticates itself towards the MT by means of that protocol. The MT stores the necessary authentication data and sends a forced positive acknowledgement of the authentication to the TE.

4)
The TE requests IP configuration by sending the IPCP Configure-Request message to the MT indicating either the static IP address that shall be used or that an IP-address shall be dynamically allocated.

5)
The MT sends the Activate PDP context request message to the SGSN, including the Protocol Configuration Options. The SGSN sends the Create PDP context req message to the chosen GGSN including the unmodified Protocol Configuration Options.

6)
The GGSN deduces from the APN:

-
the server(s) to be used for address allocation, authentication and protocol configuration options retrieval;

-
the protocol like RADIUS, DHCP, … to be used with this / those server(s);

-
the communication and security feature needed to dialogue with this / those server(s) e.g. tunnel, IPSec security association, dial-up connection (using possibly PPP), …


As an example the GGSN may use one of the following options:

-
RADIUS for authentication and IP-address allocation. The 3GPP AAA server responds with either an Access-Accept or an Access-Reject to the RADIUS client in the GGSN;

-
RADIUS for authentication and DHCP for host configuration and address allocation. The 3GPP AAA server responds with either an Access-Accept or an Access-Reject to the RADIUS client in the GGSN. After a successful authentication, the DHCP client discovers the DHCP server(s) in the ISP/Intranet and receives host configuration data.

-
If the received Protocol Configurations Options IE contains a PPP IPCP Configure-Request packet, the GGSN shall analyse all the contained IPCP options and their requested values. In accordance with the relevant PPP RFC 1661 [21a] and RFC 1662 [21b] the GGSN shall respond with the following messages:
-
zero or one PPP IPCP Configure-Reject packet containing options not supported and options which values cannot be returned;

-
zero or one PPP IPCP Configure-Nak packet containing options that are supported but has requested values that are incorrect/unsupported; and

-
zero or one PPP IPCP Configure-Ack packet containing options that are supported and has requested values that are correct/supported.


Any returned PPP IPCP packets shall be contained in the Protocol Configurations Options IE.
7)
The GGSN sends back to the SGSN a Create PDP Context Response message, containing the Protocol Configuration Options IE. The cause value shall be set according to the outcome of the host -authentication and ‑configuration. A PDP context activation shall not be rejected solely due to the presence of unsupported or incorrect PPP IPCP options or option values, received from the MS in the Protocol Configurations Options IE. The MS may however later decide to immediately deactivate the activated PDP context due to the information received in the Protocol Configurations Options IE received from the network.
8)
Depending on the cause value received in the Create PDP Context Response the SGSN sends either an Activate PDP Context Accept or an Activate PDP Context Reject, to the MS.


If Protocol Configuration Options are received from the GGSN, the SGSN shall relay those to the MS. The MT sends either the configuration-ack packet (e.g. IPCP Configure Ack in PPP case), the configure-nack packet in case of dynamic address allocation (e.g. IPCP Configure Nack in PPP case), or a link Terminate request (LCP Terminate-Request in PPP case) back to the TE. In the case where a configure-nack packet was sent by the MT, a local negotiation may take place at the R reference point (i.e. the TE proposes the new value to the MT), after which a configuration-ack packet is sent to the TE.

9)
In case a configuration-ack packet was sent to the TE, the link from the TE to the external ISP/Intranet is established and IP packets may be exchanged.


In case a link terminate request packet was sent to the TE, the TE and MT negotiates for link termination. The MT may then send a final AT-response to inform the TE about the rejected PDP Context activation.

A link terminate request packet (such as LCP Terminate-request in PPP case) causes a PDP context deactivation.

EXAMPLE:
In the following example PPP is used as layer 2 protocol over the R reference point.

The MT acts as a PPP server and translates Protocol Configuration Options into SM message IEs. GTP-C carries this information unchanged to the GGSN which uses the information e.g. for DHCP or RADIUS authentication and host configuration. The result of the host authentication and configuration is carried via GTP-C to the SGSN which relays the information to the MT. The MT sends an IPCP Configure-Ack to the TE with the appropriate options included.
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Figure 11b: PDP Context Activation for the IPv4 Non-transparent case

****************Next Modification************************************
11.2.1.3.1
IPv6 PDP Context Activation

In this case:

-
The GGSN provides the MS with an IPv6 Prefix belonging to the Intranet/ISP addressing space. A dynamic IPv6 address shall be given using either stateless or stateful address autoconfiguration. This IPv6 address is used for packet forwarding within the packet domain and for packet forwarding on the Intranet/ISP;

-
the MS may send an authentication request at PDP context activation and the GGSN may request user authentication from a server, e.g. AAA, …, belonging to the Intranet/ISP;

-
the protocol configuration options are retrieved (if requested by the MS at PDP context activation) from some server, e.g. AAA, …, belonging to the Intranet/ISP;

-
in order to avoid any conflict between the link-local address of the MS and that of the GGSN, the Interface-Identifier used by the MS to build its link-local address shall be assigned by the GGSN. The GGSN ensures the uniqueness of this interface-identifier. The MT shall then enforce the use of this Interface-Identifier by the TE. This is valid for both stateless and stateful address autoconfiguration.

-
the communication between the Packet Domain and the Intranet/ISP may be performed over any network, even an insecure e.g. the Internet. In case of an insecure connection between the GGSN and the Intranet/ISP there may be a specific security protocol over the insecure connection. This security protocol is defined by mutual agreement between PLMN operator and Intranet/ISP administrator. 

-
the MS may request for DNS server IPv6 addresses using the PCO IE in e.g. the PDP Context Request message. In that case the GGSN may return the IP address of one or more DNS servers in the PCO in the PDP Context Response message. The DNS address(es) shall be coded in the PCO as specified in 3GPP TS 24.008 [54]. If a list of servers is received, the MS shall adhere to the explicit prioritisation order of the list.

In the following signalling flow example, PPP is used as layer 2 protocol over the R reference point. The MT behaves as a PPP server and translates Protocol Configuration Options into SM message IEs. GTP-C carries this information unchanged to the GGSN which uses the information e.g. for RADIUS authentication. The result of the host authentication is carried via GTP-C back to the SGSN, which then relays the result to the MT. The MT finalises the IPV6CP negotiation by sending an IPV6CP Configure-Ack message to the TE with the appropriate options included, e.g. Interface-Identifier. The Interface-Identifier shall be used in the TE to create a link-local address to be able to perform the IPv6 address autoconfiguration (see subclauses 11.2.1.3.2 and 11.2.1.3.3).

1)
The TE sends an AT-command to the MT to set up parameters and enter PPP mode. The MT responds with an AT-response.

2)
LCP negotiates Maximum-Receive-Unit and authentication protocol. The negotiated authentication protocol is either CHAP, PAP or 'none'. The MT shall try to negotiate for CHAP as first priority.

3)
If the negotiated authentication protocol is either of CHAP or PAP, the TE authenticates itself towards the MT by means of that protocol. The MT stores the necessary authentication data and sends a forced positive acknowledgement of the authentication to the TE.

4)
The TE requests IPv6 Interface-Identifier negotiation by sending the IPV6CP Configure-Request message to the MT.

5)
The MT sends the Activate PDP Context Request message to the SGSN, including the Protocol Configuration Options. The Protocol Configuration Options IE may contain negotiated LCP options such as negotiated Authentication Protocol as well as any authentication data previously stored in the MT. It may also contain a request for dynamic configuration of DNS server IPv6 addresses. The MS shall for dynamic address allocation leave PDP Address empty and set PDP Type to IPv6. The SGSN sends the Create PDP context request message to the chosen GGSN including the unmodified Protocol Configuration Options.

6)
The GGSN deduces from local configuration data associated with the APN:

-
IPv6 address allocation type (stateless or stateful);

-
the source of IPv6 Prefixes in the stateless case (GGSN internal prefix pool, or external address allocation server);

-
any server(s) to be used for address allocation, authentication and/or protocol configuration options retrieval (e.g. IMS related configuration, see 3GPP TS 24.229 [47]);

-
the protocol e.g. RADIUS, to be used with the server(s);

-
the communication and security feature needed to communicate with the server(s);


As an example the GGSN may use one of the following options:

-
GGSN internal Prefix pool for IPv6 prefix allocation and no authentication;

-
GGSN internal Prefix pool for IPv6 prefix allocation and RADIUS for authentication. The 3GPP AAA server responds with either an Access-Accept or an Access-Reject to the RADIUS client in the GGSN;

-
RADIUS for authentication and IPv6 prefix allocation. The 3GPP AAA server responds with either an Access‑Accept or an Access-Reject to the RADIUS client in the GGSN;

NOTE:
DHCPv6 may be used for IPv6 prefix allocation.

IPv6 Prefixes in a GGSN internal Prefix pool shall be configurable and structured per APN.
The GGSN shall in the PDP Address IE in the Create PDP Context Response return an IPv6 address composed of a Prefix and an Interface-Identifier. The Interface-Identifier may have any value and it does not need to be unique within or across APNs. It shall however not conflict with the Interface-Identifier the GGSN has selected for its own side of the MS-GGSN link. The Prefix assigned by the GGSN or the external 3GPP AAA server shall be globally or site-local unique, if stateless address autoconfiguration is configured on this APN. If, on the other hand, stateful address autoconfiguration is configured on the APN, the Prefix part of the IPv6 address returned in the PDP Address IE shall be set to the link-local prefix (FE80::/64).

The GGSN shall analyse the requested values of all the protocol options contained in the received Protocol Configurations Options IE. The contents of the Protocol Configurations Options IE sent in the GGSN response shall be in accordance with the relevant standards e.g. the PPP standard RFC 1661 [21a] and RFC 1662 [21b].

7)
The GGSN sends back to the SGSN a Create PDP Context Response message, containing the PDP Address IE and the Protocol Configuration Options IE. The Protocol Configuration Options IE may contain configuration data such as a list of DNS server IPv6 addresses. The cause value shall be set according to the outcome of the host authentication and configuration.
8)
Depending on the cause value received in the Create PDP Context Response, the SGSN either stores the PDP Address and sends an Activate PDP Context Accept to the MS or, sends an Activate PDP Context Reject, to the MS.


If Protocol Configuration Options are received from the GGSN, the SGSN shall relay those to the MS.

9)
The MT extracts the Interface-Identifier from the address received in the PDP Address IE and ignores the Prefix part. If this Interface-Identifier is identical to the tentative Interface-Identifier indicated in the IPV6CP Configure-Request message sent from the TE, the MT sends an IPV6CP Configure Ack packet, indicating this Interface-Identifier, to the TE.


If the Interface-Identifier extracted from the address contained in the PDP Address IE is not identical to the tentative Interface-Identifier indicated in the IPV6CP Configure-Request message sent from the TE, the MT sends an IPV6CP Configure-Nak packet, indicating the Interface-Identifier extracted from the address contained in the PDP Address IE, to the TE. The TE then sends a new IPV6CP Configure-Request message to the MT, indicating the same Interface-Identifier as was indicated in the received IPV6CP Configure Nak (as indicated by the dotted IPV6CP Configure-Request and Configure-Ack in the figure below). Finally the MT responds with a IPV6CP Configure Ack packet.

In case a PDP Context Reject was sent to the MS the MT sends an LCP Terminate-Request to the TE.

10)
When the TE has accepted the Interface-Identifier given by the MT, the user plane link from the TE to the GGSN and the external ISP/Intranet is established and the IPv6 address autoconfiguration may proceed.


In case a link terminate request packet was sent to the TE, the TE and MT negotiates for link termination. The MT may then send a final AT-response to inform the TE about the rejected PDP Context activation.


An LCP Terminate-request causes a PDP context deactivation.
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Figure 11ba: PDP Context Activation for the IPv6 Non-transparent case

Figure 11ba is valid for both Stateless and Stateful Address Autoconfiguration case. In the Stateful case though, option 2 does not apply and option 1 may only be used for authentication. The use of DHCPv6 above is different and used in a different context than when used for Stateful Address Autoconfiguration as in subclause 11.2.1.3.3.

****************Next Modification************************************
12.2.1.1
Procedural description

In this case:

-
the MS is given an address belonging to the Intranet/ISP addressing space. The address is given either at subscription in which case it is a static address or at PDP context activation in which case it is a dynamic address. This address is used for packet forwarding within the GGSN and for packet forwarding on the Intranet/ISP. This requires a link between the GGSN and an address allocation server, such as AAA, or DHCP, belonging to the Intranet/ISP;

-
the communication between the Packet Domain and the Intranet/ISP may be performed over any network, even an insecure e.g. the Internet. In case of an insecure connection between the GGSN and the Intranet/ISP there may be a specific security protocol in between. This security protocol is defined by mutual agreement between PLMN operator and Intranet/ISP administrator.

The following description bullet items describe the signal flow.

1)
The TE sends an AT-command to the MT to set up parameters.

2)
The MT sends the Activate PDP context request message to the SGSN which sends the Create PDP context request message to the chosen GGSN.

3)
The GGSN deduces from the APN:

-
the server(s) to be used for address allocation and authentication;

-
the protocol such as RADIUS, DHCP or L2TP to be used with this / those server(s);

-
the communication and security feature needed to dialogue with this / those server(s) e.g. tunnel ,IPSec security association, dial-up connection (using possibly PPP).


As an example the GGSN may use one of the following options:

-
RADIUS for authentication and IP-address allocation. The 3GPP AAA server responds with either an Access-Accept or an Access-Reject to the RADIUS client in the GGSN;

-
RADIUS for authentication and DHCP for host configuration and address allocation. The 3GPP AAA server responds with either an Access-Accept or an Access-Reject to the RADIUS client in the GGSN. After a successful authentication, the DHCP client discovers the DHCP server(s) in the ISP/Intranet and receives host configuration data;

-
L2TP for forwarding PPP frames to a L2TP Network Server.

4)
The GGSN sends back to the SGSN a Create PDP Context Response message.

5)
Depending on the cause value received in the Create PDP Context Response the SGSN may either send the Activate PDP Context Accept message or send the Activate PDP Context Reject message to the MS.

6)
The MT responds with an AT-response that may indicate whether the context activation was successful or not. In the case of a non-successful context activation the response may also indicate the cause.


In case of a successful context activation, the TE will start its PPP protocol after the LLC link has been established. The LCP, Authentication and NCP negotiations are then carried out. During these negotiations the GGSN may acknowledge values, for any LCP options related to 'L2' framing (e.g. 'ACCM', 'ACFC' and 'FCS-Alternatives'), as proposed by the MT, which itself is forwarding these negotiations from the TE.

NOTE:
With the <PDP Type>"PPP" the MT may provide a PPP relay (or proxy) function between the TE and GGSN. This gives the opportunity for the MT to intercept the 'L2' framing end to end negotiations.

EXAMPLE:
In the following example the successful PDP context activation is shown.




Figure 16a

****************Next Modification************************************
16
Usage of RADIUS on Gi interface

A GGSN may, on a per APN basis, use RADIUS authentication to authenticate a user and RADIUS accounting to provide information to a 3GPP AAA (Authentication, Authorization and Accounting) server.

****************Next Modification************************************
16.2
RADIUS Accounting
RADIUS Accounting shall be used according to RFC 2866 [39] and RFC 3162 [50].

The RADIUS accounting client function may reside in a GGSN. The RADIUS accounting client may send information to an accounting server, which is identified during the APN provisioning. The accounting server may store this information and use it to automatically identify the user. This information can be trusted because the GPRS network has authenticated the subscriber (i.e. SIM card and possibly other authentication methods).
RADIUS Accounting-Request Start and Stop messages may be used during both primary and secondary PDP context activation and deactivation procedures respectively.

The use of Accounting-Request STOP and in addition the Accounting ON and Accounting OFF messages may be used to ensure that information stored in the accounting server is synchronised with the GGSN information.

If the 3GPP AAA server is used for IP address or IPv6 prefix assignment, then, upon reception of a RADIUS Accounting-Request STOP message for all PDP contexts associated to a session defined by APN and IMSI or MSISDN, the 3GPP AAA server may make the associated IP address or IPv6 prefix available for assignment.

In order to avoid race conditions, the GGSN shall include a 3GPP Vendor-Specific sub-attribute "Session Stop indicator" when it sends the Accounting-Request STOP for the last PDP context of a PDP session and the PDP session is terminated (i.e. the IP address or IPv6 prefix and all GTP tunnels can be released). The 3GPP AAA server shall not assume the PDP session terminated until an Accounting-Request STOP with the Session Stop indicator is received.
****************Next Modification************************************
16.3.1
IP PDP type

Figure 22 represents the RADIUS message flows between a GGSN and a 3GPP Authentication, Authorization and Accounting (AAA) server.
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NOTE 1:
If some external applications require RADIUS Accounting request (Start) information before they can process user packets, then the selected APN (GGSN) may be configured in such a way that the GGSN drops user data until the Accounting Response (START) is received from the 3GPP AAA server. The GGSN may wait for the Accounting Response (START) before sending the CreatePDPContextResponse. The GGSN may reject the PDP context if the Accounting Response (START) is not received.

NOTE 2:
Separate accounting and authentication servers may be used.

NOTE 3:
The Access-Request message shall be used for primary PDP context only.

NOTE 4:
The Accounting-Request (Start) message may be sent at a later stage, e.g. after IPv6 address has been assigned and PDP Context updated, in case of a stateful address autoconfiguration.

Figure 22: RADIUS message flow for PDP type IP (successful user authentication case)

When a GGSN receives a Create PDP Context Request message for a given APN, the GGSN may (depending on the configuration for this APN) send a RADIUS Access-Request to a 3GPP AAA server. The 3GPP AAA server authenticates and authorizes the user. If RADIUS is also responsible for IP address or IPv6 prefix allocation the 3GPP AAA server shall return the allocated IP address or IPv6 prefix in the Access-Accept message.

Even if the GGSN was not involved in user authentication (e.g. transparent network access mode), it may send a RADIUS Accounting-Request START message to a 3GPP AAA server. This message contains parameters, e.g. the tuple which includes the user-id and IP address or IPv6 prefix, to be used by application servers (e.g. WAP gateway) in order to identify the user. This message also indicates to the 3GPP AAA server that the user session has started. The session is uniquely identified by the Acct-Session-Id that is composed of the Charging-Id and the GGSN-Address.

If some external applications require RADIUS Accounting request (Start) information before they can process user packets, then the selected APN (GGSN) may be configured in such a way that the GGSN drops user data until the Accounting Response (START) is received from the 3GPP AAA server. The GGSN may wait for the Accounting Response (START) before sending the CreatePDPContextResponse. The GGSN may reject the PDP context if the Accounting Response (START) is not received. The authentication and accounting servers may be separately configured for each APN.

At a stateful address autoconfiguration, no IP address or IPv6 prefix is available at PDP context activation. In that case the GGSN may wait to send the Accounting-Request START message until the TE receives its IP address in a DHCP-REPLY.

When the GGSN receives a Delete PDP Context Request message and providing a RADIUS Accounting-Request START message was sent previously, the GGSN shall send a RADIUS Accounting-Request STOP message to the 3GPP AAA server, which indicates the termination of this particular user session. The GGSN shall immediately send a Delete PDP context response, without waiting for an Accounting-Response STOP message from the 3GPP AAA server.

The 3GPP AAA server shall deallocate the IP address or IPv6 prefix (if any) initially allocated to the subscriber, if there is no session for the subscriber.

Accounting-Request ON and Accounting-Request OFF messages may be sent from the GGSN to the 3GPP AAA server to ensure the correct synchronization of the session information in the GGSN and the 3GPP AAA server.

The GGSN may send an Accounting-Request ON message to the 3GPP AAA server to indicate that a restart has occurred. The 3GPP AAA server may then release the associated resources.

Prior to a scheduled restart, the GGSN may send Accounting-Request OFF message to the 3GPP AAA server. The 3GPP AAA server may then release the associated resources.

If an Access-Challenge is sent to the GGSN when an Access-Request message is pending and when IP PDP type is used, the GGSN shall silently discard the Access-Challenge message and it shall treat an Access-Challenge as though it had received an Access-Reject instead RFC 2865 [38].

****************Next Modification************************************
16.3.2
PPP PDP type

Figure 23 describes the RADIUS message flows between a GGSN and a 3GPP Authentication, Authorization and Accounting (AAA) server for the case where PPP is terminated at the GGSN. The case where PPP is relayed to an LNS is beyond the scope of the present document.
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NOTE 1:
Separate accounting and Authentication servers may be used.

NOTE 2: 
Actual messages depend on the used authentication protocol (e.g. PAP, CHAP).

NOTE 3: 
If some external applications require RADIUS Accounting request (Start) information before they can process user packets, then the selected APN (GGSN) may be configured in such a way that the GGSN drops user data until the Accounting Response (START) is received from the 3GPP AAA server. The GGSN may delete the PDP context if the Accounting Response (START) is not received.

NOTE 4: 
An LCP termination procedure may be performed. Either the MS or the GGSN may initiate the context deactivation.

NOTE 5: 
The Access-Request message shall be used for primary PDP context only.

NOTE 6: 
Network Initiated deactivation.

NOTE 7: 
User Initiated deactivation.

Figure 23: RADIUS message flow for PDP type PPP (successful user authentication case)

When a GGSN receives a Create PDP Context Request message for a given APN, the GGSN shall immediately send a Create PDP context response back to the SGSN. After PPP link setup, the authentication phase may take place. During Authentication phase, the GGSN sends a RADIUS Access-Request to a 3GPP AAA server. The 3GPP AAA server authenticates and authorizes the user. If RADIUS is also responsible for IP address allocation the 3GPP AAA server shall return the allocated IP address or IPv6 prefix in the Access-Accept message (if the user was authenticated).

If the user is not authenticated, the GGSN shall send a Delete PDP context request to the SGSN.

Even if the GGSN was not involved in user authentication (e.g. for PPP no authentication may be selected), it may send a RADIUS Accounting-Request START message to a 3GPP AAA server. This message contains parameters, e.g. a tuple which includes the user-id and IP address or IPv6 prefix, to be used by application servers (e.g. WAP gateway) in order to identify the user. This message also indicates to the 3GPP AAA server that the user session has started, and the QoS parameters associated to the session.

If some external applications require RADIUS Accounting request (Start) information before they can process user packets, then the selected APN (GGSN) may be configured in such a way that the GGSN drops user data until the Accounting Response (START) is received from the 3GPP AAA server. The GGSN may delete the PDP context if the Accounting Response (START) is not received. The Authentication and Accounting servers may be separately configured for each APN.

When the GGSN receives a Delete PDP Context Request message and providing a RADIUS Accounting-Request START message was sent previously, the GGSN shall send a RADIUS Accounting-Request STOP message to the 3GPP AAA server, which indicates the termination of this particular user session. The GGSN shall immediately send a Delete PDP context response, without waiting for an Accounting-Response STOP message from the 3GPP AAA server.

The 3GPP AAA server shall deallocate the IP address or IPv6 prefix (if any) initially allocated to the subscriber.

Accounting-Request ON and Accounting-Request OFF messages may be sent from the GGSN to the 3GPP AAA server to ensure the correct synchronization of the session information in the GGSN and the 3GPP AAA server.

The GGSN may send an Accounting-Request ON message to the 3GPP AAA server to indicate that a restart has occurred. The 3GPP AAA server may then release the associated resources.

Prior to a scheduled restart, the GGSN may send Accounting-Request OFF message to the 3GPP AAA server, the 3GPP AAA server may then release the associated resources.

If an Access-Challenge is sent to the GGSN when using PPP PDP type, the GGSN shall handle it by PPP CHAP providing PPP CHAP was the selected Authentication protocol. If CHAP authentication was not selected, authentication shall fail RFC 2865 [38].

****************Next Modification************************************
16.3.3
Accounting Update

During the life of a PDP context some information related to this PDP context may change (i.e. SGSN address if a Inter-SGSN RA update occurs). Upon reception of an UpdatePDPContextRequest from the SGSN, the GGSN may send an Accounting Request Interim-Update to the 3GPP AAA server to update the necessary information related to this PDP context (see figure 24). In such a case, the GGSN need not wait for the RADIUS AccountingResponse from the 3GPP AAA server message before sending the UpdatePDPContextResponse to the SGSN. The GGSN may delete the PDP context if the AccountingResponse is not received from the 3GPP AAA server.
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NOTE:
As shown the GGSN need not wait for the RADIUS AccountingResponse from the 3GPP AAA server message to send the UpdatePDPContextResponse to the SGSN. The GGSN may delete the PDP context if the AccountingResponse is not received from the 3GPP AAA server.

Figure 24: RADIUS for PDP context Update

****************Next Modification************************************
16.3.4
AAA-Initiated PDP context termination

RADIUS is used as the protocol between the GGSN and a 3GPP AAA server or proxy for applications (e.g. MMS) to deliver information related to GPRS user session. However some IP applications could need to interwork with the GGSN to terminate a particular PDP context. For this purpose, the 3GPP AAA server or proxy may send a RADIUS Disconnect Request to the GGSN. As depicted in figure 25, the GGSN may react by deleting the corresponding PDP context or silently discard the Disconnect Request message. For more information on RADIUS Disconnect, see RFC 3576 [41]. If the GGSN deletes the corresponding PDP context, it need not wait for the DeletePDPContextResponse from the SGSN before sending the RADIUS DisconnectResponse to the 3GPP AAA server.

The Teardown-Indicator in the RADIUS Disconnect Request message indicates to the GGSN that all PDP contexts for this particular user and sharing the same user session shall be deleted. The PDP contexts (primary and secondary) are identified by the Acct-Session-Id. The Charging-Id contained in the Acct-Session-Id can be of any primary or secondary PDP contexts of the user. The GGSN is able to find out all the related PDP contexts sharing the same user session once it has found the exact PDP context from the Acct-Session-Id. If a user has the same user IP address for different sets of PDP contexts towards different networks, only the PDP contexts linked to the one identified by the Acct-Session-Id shall be deleted.

Since the Charging-Id contained in the Acct-Session-Id is already sufficient to uniquely identify PDP context(s) for a user session on a GGSN, it has no impact if the user IP address is not known by the GGSN (e.g. in the case of transparent PPP PDP sessions). In this case the user IP address in the Disconnect message should be set to zero (e.g. 0.0.0.0 for IPv4).
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NOTE:
As showed on figure 25, the GGSN need not wait for the DeletePDPContextResponse from the SGSN to send the RADIUS DisconnectResponse to the 3GPP AAA server.

Figure 25: PDP Context deletion with RADIUS

****************Next Modification************************************
16.4
List of RADIUS attributes

The following tables describe the actual content of the RADIUS messages exchanged between the GGSN and the 3GPP AAA server. Other RADIUS attributes may be used as defined in RADIUS rfc(s). Unless otherwise stated, when the encoding scheme of an attribute is specified as UTF-8 encoding, this shall be interpreted as UTF-8 hexadecimal encoding.

****************Next Modification************************************
16.4.1
Access-Request message (sent from the GGSN to 3GPP AAA server)

Table 1 describes the attributes of the Access-Request message.

Table 1: The attributes of the Access-Request message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username is provided by the user (extracted from the Protocol Configuration Options (PCO) field of the Create PDP Context Request message) or PPP authentication phase (if PPP PDP type is used). If no username is available a generic username, configurable on a per APN basis, shall be present. 
	String
	Mandatory

	2
	User-Password
	User password provided by the user if PAP is used (extracted from the PCO field of the Create PDP Context Request message) or PPP authentication phase (if PPP PDP type is used). If no password is available a generic password, configurable on a per APN basis, shall be present.
	String
	Conditional

Note 1

	3
	CHAP-Password
	User password provided by the user if CHAP is used (extracted from the PCO field of the Create PDP Context Request message) or PPP authentication phase (if PPP PDP type is used).
	String
	Conditional

Note 2

	4
	NAS-IP-Address
	IP address of the GGSN for communication with the 3GPP AAA server.
	IPv4
	Conditional

Note 4

	95
	NAS-IPv6-Address
	IP address of the GGSN for communication with the 3GPP AAA server.
	IPv6
	Conditional

Note 3 and 4

	32
	NAS-Identifier
	Hostname of the GGSN for communication with the 3GPP AAA server.
	String
	Conditional

Note 3

	6
	Service-Type
	Indicates the type of service for this user
	Framed
	Optional

	7
	Framed-Protocol 
	Indicates the type of protocol for this user 
	7 (GPRS PDP Context)
	Optional

	8
	Framed-IP-Address
	IP address allocated for this user
	IPv4
	Conditional Note 4

	9
	Framed-IP-Netmask
	Netmask for the user IP address
	IPv4
	Conditional Note 4

	97
	Framed-IPv6-Prefix
	IPv6 address prefix allocated for this user 
	IPv6
	Conditional

Note 4

	96
	Framed-Interface-Id
	User IPv6 Interface Identifier
	IPv6
	Conditional

Notes 4 and 5

	30
	Called-Station-Id
	Identifier for the target network
	APN (UTF-8 encoded)
	Mandatory

	31
	Calling-Station-Id
	This attribute is the identifier for the MS, and it shall be configurable on a per APN basis.
	MSISDN in international format according to 3GPP TS 23.003 [40], UTF-8 encoded decimal. (Note 6)
	Optional

	60
	CHAP-Challenge
	Challenge if CHAP is used (extracted from the PCO field of the Create PDP Context Request message) or PPP authentication phase (if PPP PDP type is used).
	String
	Conditional

Note 2

	61
	NAS-Port-Type
	Port type for the GGSN
	As per RFC 2865 [38]
	Optional

	26/10415
	3GPP Vendor-Specific
	Sub-attributes according subclause 16.4.7
	See subclause 16.4.7
	Optional except sub-attribute 3 which is conditional

	NOTE 1:
Shall be present if PAP is used.

NOTE 2:
Shall be present if CHAP is used.

NOTE 3:
Either NAS-IP-Address or NAS-Identifier shall be present.

NOTE 4: 
Either IPv4 or IPv6 address/prefix attribute shall be present. The IP protocol version for end-user and network may be different.

NOTE 5: 
Included if the prefix alone is not unique for the user. This may be the case, for example, if address is assigned using stateful address autoconfiguration or if a static IPv6 address. 

NOTE 6: 
There are no leading characters in front of the country code.


****************Next Modification************************************
16.4.2
Access-Accept (sent from 3GPP AAA server to GGSN)

Table 2 describes the attributes of the Access-Accept message. See RFC 2548 [51] for definition of MS specific attributes.

Table 2: The attributes of the Access-Accept message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username received in the Access-Request message or a substitute username provided by the 3GPP AAA server. If the User-Name has been received in the Access-Accept message, this user-name shall be used in preference to the above
	String
	Optional

	6
	Service-Type
	Indicates the type of service for this user
	Framed
	Optional

	7
	Framed-Protocol 
	Indicates the type of protocol for this user 
	7 (GPRS PDP Context)
	Optional

	8
	Framed-IP-Address
	IP address allocated for this user, if the 3GPP AAA server is used to allocate IP address.
	IPv4
	Conditional Note 2

	9
	Framed-IP-Netmask
	Netmask for the user IP address, if the 3GPP AAA server is used to allocate IP netmask.
	IPv4
	Conditional Note 2

	97
	Framed-IPv6-Prefix
	IPv6 address prefix allocated for this user, if the 3GPP AAA server is used to allocate IP address prefixes.
	IPv6
	Conditional

Note 2

	100
	Framed-IPv6-Pool
	Name of the prefix pool for the specific APN
	IPv6
	Optional

Note 2

	12
	Framed-IP-MTU
	MTU for the user towards this particular APN, MTU shall be less or equal to 1500
	String
	Optional

	25
	Class
	Identifier to be used in all subsequent accounting messages.
	String
	Optional (Note 1)

	27
	Session-Timeout
	Indicates the timeout value (in seconds) for the user session
	32 bit unsigned Integer
	Optional

	28
	Idle-Timeout
	Indicates the timeout value (in seconds) for idle user session
	32 bit unsigned Integer
	Optional

	26/311
	MS- primary-DNS-server
	Contains the primary DNS server address for this APN
	Ipv4
	Optional 
Note 3

	26/311
	MS-Secondary-DNS-Server
	Contains the secondary DNS server address for this APN
	IPv4
	Optional 
Note 3

	26/311
	MS-Primary-NBNS-Server
	Contains the primary NetBios name server address for this APN
	IPv4
	Optional 
Note 3

	26/311
	MS-Secondary-NBNS-Server
	Contains the secondary NetBios server address for this APN
	IPv4
	Optional 
Note 3

	26/10415
/17
	3GPP-IPv6-DNS-Servers

	List of IPv6 addresses of DNS servers for this APN
	IPv6
	Optional 

Note 3

	NOTE 1:
The presence of this attribute is conditional upon this attribute being received in the Access-Accept message 

NOTE 2:
Either IPv4 or IPv6 address/prefix attribute shall be present. The IP protocol version for end-user and network may be different.

NOTE 3:
Either IPv4 or IPv6 address attribute shall be present


****************Next Modification************************************
16.4.3
Accounting-Request START (sent from GGSN to 3GPP AAA server)

Table 3 describes the attributes of the Accounting-Request START message.

Table 3: The attributes of the Accounting-Request START message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username provided by the user (extracted from the PCO field of the Create PDP Context Request message) or PPP authentication phase (if PPP PDP type is used). If no username is available a generic username, configurable on a per APN basis, shall be present. If the User-Name has been received in the Access-Accept message, this user-name shall be used in preference to the above
	String
	Optional

	4
	NAS-IP-Address
	GGSN IP address for communication with the 3GPP AAA server.
	IPv4
	Conditional

Notes 1 and 3

	95
	NAS-IPv6-Address
	GGSN IPv6 address for communication with the 3GPP AAA server.
	IPv6
	Conditional

Notes 1 and 3

	32
	NAS-Identifier
	Hostname of the GGSN for communication with the 3GPP AAA server.
	String
	Conditional

Note 1

	6
	Service-Type
	Indicates the type of service for this user
	Framed
	Optional

	7
	Framed Protocol
	Indicates the type of protocol for this user 
	7 (GPRS PDP Context)
	Optional

	8
	Framed-IP-Address
	User IP address
	IPv4
	Conditional Note 3

	97
	Framed-IPv6-Prefix
	User IPv6 Prefix 
	IPv6
	Conditional

Note 3

	96
	Framed-Interface-Id
	User IPv6 Interface Identifier
	IPv6
	Conditional

Notes 3 and 4

	25
	Class
	Received in the access accept
	String
	Conditional (Note 2)

	30
	Called-Station-Id
	Identifier for the target network
	APN (UTF-8 encoded)
	Mandatory

	31
	Calling-Station-Id
	This attribute is the identifier for the MS, and it shall be configurable on a per APN basis.
	MSISDN in international format according to 3GPP TS 23.003 [40], UTF-8 encoded decimal. (Note 6)
	Optional

	40
	Acct-Status-Type
	Type of accounting message
	START
	Mandatory

	41
	Acct-Delay-Time
	Indicates how many seconds the GGSN has been trying to send this record for, and can be subtracted from the time of arrival on the 3GPP AAA server to find the approximate time (in seconds) of the event generating this Accounting-Request. 
	32 unsigned integer


	Optional

	44
	Acct-Session-Id
	User session identifier. 


	GGSN IP address (IPv4 or IPv6) and Charging-ID concatenated in a UTF-8 encoded hexadecimal.

(Note 5)
	Mandatory

	45
	Acct-Authentic
	Authentication method
	RADIUS or LOCAL
	Optional

	61
	NAS-Port-Type
	Port type for the GGSN
	As per RFC 2865 [38]
	Optional

	26/10415
	3GPP Vendor-Specific
	Sub-attributes according subclause 16.4.7.
	See subclause 16.4.7
	Optional except sub-attribute 3 which is conditional

	NOTE 1:
Either NAS-IP-Address or NAS-Identifier shall be present. 

NOTE 2:
The presence of this attribute is conditional upon this attribute being received in the Access-Accept message

NOTE 3: 
Either IPv4 or IPv6 address/prefix attribute shall be present. The IP protocol version for end-user and network may be different.

NOTE 4: 
Included if the prefix alone is not unique for the user. This may be the case, for example, if address is assigned using stateful address autoconfiguration or if a static IPv6 address.

NOTE 5:
The GGSN IP address is the same as that used in the GCDRs.

NOTE 6: 
There are no leading characters in front of the country code.


****************Next Modification************************************
16.4.4
Accounting Request STOP (sent from GGSN to 3GPP AAA server)

Table 4 describes the attributes of the Accounting-Request STOP message.

Table 4: The attributes of the Accounting-Request STOP message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username provided by the user (extracted from the PCO field of the Create PDP Context Request message) or PPP authentication phase (if PPP PDP type is used). If no username is available a generic username, configurable on a per APN basis, shall be present. If the User-Name has been received in the Access-Accept message, this user-name shall be used in preference to the above
	String
	Optional

	4
	NAS-IP-Address
	IP address of the GGSN for communication with the 3GPP AAA server. 
	IPv4
	Conditional

Notes 1 and 3

	95
	NAS-IPv6-Address
	IP address of the GGSN for communication with the 3GPP AAA server. 
	IPv6
	Conditional

Notes 1 and 3

	32
	NAS-Identifier
	Hostname of the GGSN for communication with the 3GPP AAA server.
	String
	Conditional

Note 1

	6
	Service-Type
	Indicates the type of service for this user
	Framed
	Optional

	7
	Framed Protocol
	Indicates the type of protocol for this user 
	7 (GPRS PDP Context)
	Optional

	8
	Framed-IP-Address
	User IP address
	IPv4
	Conditional Note 3

	97
	Framed-IPv6-Prefix
	User IPv6 Prefix 
	IPv6
	Conditional
Note 3

	96
	Framed-Interface-Id
	User IPv6 Interface Identifier
	IPv6
	Conditional

Notes 3 and 4

	25
	Class
	Received in the access accept
	String
	Optional (Note 2)

	30
	Called-Station-Id
	Identifier for the target network
	APN (UTF-8 encoded)
	Mandatory

	31
	Calling-Station-Id
	This attribute is the identifier for the MS, and it shall be configurable on a per APN basis.
	MSISDN in international format according to 3GPP TS 23.003 [40], UTF-8 encoded. (Note 6)
	Optional

	40
	Acct-Status-Type
	Indicates the type of accounting request
	STOP
	Mandatory

	41
	Acct-Delay-Time
	Indicates how many seconds the GGSN has been trying to send this record for, and can be subtracted from the time of arrival on the 3GPP AAA server to find the approximate time of the event generating this Accounting-Request
	Second
	Optional

	42
	Acct-Input-Octets
	GGSN counted number of octets sent by the user for the PDP context
	32 bit unsigned integer
	Optional

	43
	Acct-Output-Octets
	GGSN counted number of octets received by the user for the PDP context
	32 bit unsigned integer
	Optional

	44
	Acct-Session-Id
	User session identifier. 
	GGSN IP address (IPv4 or IPv6) and Charging-ID concatenated in a UTF-8 encoded hexadecimal. 

(Note 5)
	Mandatory

	45
	Acct-Authentic
	Authentication method
	RADIUS or LOCAL
	Optional

	46
	Acct-Session-Time
	Duration of the session 
	Second
	Optional

	47
	Acct-Input-Packets
	GGSN counted number of packets sent by the user
	Packet
	Optional

	48
	Acct-Output-Packets
	GGSN counted number of packets received by the user
	Packet
	Optional

	49
	Acct-Terminate-Cause
	Indicate how the session was terminated
	See RFC 2866 [39]
	Optional

	61
	NAS-Port-Type
	Port type for the GGSN
	As per RFC 2865 [38]
	Optional

	26/10415
	3GPP Vendor-Specific
	Sub-attributes according to subclause 16.4.7.
	See subclause 16.4.7
	Optional except sub-attribute 3 which is conditional

	NOTE 1:
Either NAS-IP-Address or NAS-Identifier shall be present. 

NOTE 2:
The presence of this attribute is conditional upon this attribute being received in the Access-Accept message 

NOTE 3: 
Either IPv4 or IPv6 address/prefix attribute shall be present. The IP protocol version for end-user and network may be different.

NOTE 4: 
Included if the prefix alone is not unique for the user. This may be the case, for example, if address is assigned using stateful address autoconfiguration or if a static IPv6 address.

NOTE 5:
The GGSN IP address is the same as that used in the GCDRs.

NOTE 6: 
There are no leading characters in front of the country code.


****************Next Modification************************************
16.4.5
Accounting Request ON (optionally sent from GGSN to 3GPP AAA server)

Table 5 describes the attributes of the Accounting-Request ON message.

Table 5: The attributes of the Accounting-Request ON message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	4
	NAS-IP-Address
	IP address of the GGSN for communication with the 3GPP AAA server.
	IPv4
	Conditional

Notes 1 and 2

	95
	NAS-IPv6-Address
	IP address of the GGSN for communication with the 3GPP AAA server.
	IPv6
	Conditional

Notes 1 and 2

	30
	Called-Station-ID
	Identifier for the target network.
	APN (UTF-8 encoded)
	Optional

	32
	NAS-Identifier
	Hostname of the GGSN for communication with the 3GPP AAA server.
	String
	Conditional

Note 1

	NOTE 1:
Either NAS-IP-Address or NAS-Identifier shall be present. 

NOTE 2: 
Either IPv4 or IPv6 address attribute shall be present.


****************Next Modification************************************
16.4.6
Accounting Request OFF (optionally sent from GGSN to 3GPP AAA server)

Table 6 describes the attributes of the Accounting-Request OFF message.

Table 6: The attributes of the Accounting-Request OFF message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	4
	NAS-IP-Address
	IP address of the GGSN for communication with the 3GPP AAA server.
	IPv4
	Conditional

Notes 1 and 2

	95
	NAS-IPv6-Address
	IP address of the GGSN for communication with the 3GPP AAA server.
	IPv6
	Conditional

Notes 1 and 2

	30
	Called-Station-ID
	Identifier for the target network.
	APN (UTF-8 encoded)
	Optional

	32
	NAS-Identifier
	Hostname of the GGSN for communication with the 3GPP AAA server.
	String
	Conditional

Note 1

	NOTE 1:
Either NAS-IP-Address or NAS-Identifier shall be present. 

NOTE 2: 
Either IPv4 or IPv6 address attribute shall be present.


****************Next Modification************************************
16.4.7
Sub-attributes of the 3GPP Vendor-Specific attribute

Table 7 describes the sub-attributes of the 3GPP Vendor-Specific attribute of the Access-Request, Access-Accept, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update and Disconnect-Request messages.

Table 7: List of the 3GPP Vendor-Specific sub-attributes

	Sub-attr #
	Sub-attribute Name
	Description
	Presence Requirement
	Associated attribute

(Location of Sub-attr)

	1
	3GPP-IMSI
	IMSI for this user
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update

	2
	3GPP-Charging-Id
	Charging ID for this PDP Context (this together with the GGSN-Address constitutes a unique identifier for the PDP context).
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 

	3
	3GPP-PDP Type
	Type of PDP context, e.g. IP or PPP
	Conditional

(mandatory if attribute 7 is present)
	Access-Request Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update

	4
	3GPP-CG-Address
	Charging Gateway IP address
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 

	5
	3GPP-GPRS-Negotiated-QoS-Profile
	QoS profile applied by GGSN
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 

	6
	3GPP-SGSN-Address
	SGSN IP address that is used by the GTP control plane for the handling of control messages. It may be used to identify the PLMN to which the user is attached.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 

	7
	3GPP-GGSN-Address
	GGSN IP address that is used by the GTP control plane for the context establishment. It is the same as the GGSN IP address used in the GCDRs.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 

	8
	3GPP-IMSI-MCC-MNC
	MCC and MNC extracted from the user's IMSI (first 5 or 6 digits, as applicable from the presented IMSI).
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update



	9
	3GPP-GGSN- MCC-MNC
	MCC-MNC of the network the GGSN belongs to. 
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 

	10
	3GPP-NSAPI
	Identifies a particular PDP context for the associated PDN and MSISDN/IMSI from creation to deletion.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP Accounting-Request Interim-Update

	11
	3GPP- Session-Stop-Indicator
	Indicates to the 3GPP AAA server that the last PDP context of a session is released and that the PDP session has been terminated.
	Optional
	Accounting Request STOP

	12
	3GPP- Selection-Mode
	Contains the Selection mode for this PDP Context received in the Create PDP Context Request Message 
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update

	13
	3GPP-Charging-Characteristics
	Contains the charging characteristics for this PDP Context received in the Create PDP Context Request Message (only available in R99 and later releases)
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 

	14
	3GPP-CG-IPv6-Address
	Charging Gateway IPv6 address
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 

	15
	3GPP-SGSN-IPv6-Address
	SGSN IPv6 address that is used by the GTP control plane for the handling of control messages. It may be used to identify the PLMN to which the user is attached.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 

	16
	3GPP-GGSN-IPv6-Address
	GGSN IPv6 address that is used by the GTP control plane for the context establishment. 
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 

	17
	3GPP- IPv6-DNS-Servers
	List of IPv6 addresses of DNS servers for an APN
	Optional
	Access-Accept 

	18
	3GPP-SGSN-MCC-MNC
	MCC and MNC extracted from the RAI within the Create PDP Context Request or Update PDP Context Request message. 
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update

	19
	3GPP-Teardown-Indicator
	Indicate to the GGSN that all PDP contexts for this particular user and sharing the same user session need to be deleted.
	Optional
	Disconnect Request

	20 
	3GPP-IMEISV
	International Mobile Equipment Id and its Software Version 
	Optional
	Accounting-Request START, Access-Request 

	21
	3GPP-RAT-Type
	Indicate which Radio Access Technology is currently serving the UE
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update

	22
	3GPP-User-Location-Info
	Indicate details of where the UE is currently located (e.g. SAI or CGI).

	Optional
	Accounting-Request START, Access-Request, Accounting-Request STOP, Accounting-Request Interim-Update

	23
	3GPP-MS-TimeZone
	Indicate the offset between universal time and local time in steps of 15 minutes of where the MS currently resides.
	Optional
	Accounting-Request START, Access-Request, Accounting-Request STOP, Accounting-Request Interim-Update

	24
	3GPP-CAMEL-Charging-Info
	Used to copy any CAMEL Information present in S‑CDR(s).
	Optional
	Accounting-Request START, Access-Request

	25
	3GPP-Packet-Filter
	Packet Filter used for this PDP context
	Optional 
	Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update

	26
	3GPP-Negotiated-DSCP
	DSCP used to mark the IP packets of this PDP context on the Gi interface
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update


The RADIUS vendor Attribute is encoded as follows (as per RFC 2865 [38])

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	 Type = 26

	2
	
	Length = n

	3 
	
	Vendor id octet 1

	4
	
	Vendor id octet 2

	5
	
	Vendor id octet 3

	6
	
	Vendor id octet 4

	7-n
	
	String


n ( 7

3GPP Vendor Id = 10415

The string part is encoded as follows:

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 

	2
	
	3GPP Length = m

	3 –m
	
	3GPP value


m ( 2 and m ( 248

The 3GPP specific attributes encoding is clarified below.

1 - 3GPP-IMSI
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 1

	2
	
	3GPP Length= m

	3-m
	
	IMSI digits 1-n (UTF-8 encoded)


3GPP Type: 1

n (15

Length: m ( 17

IMSI value: Text:

This is the UTF-8 encoded IMSI; The definition of IMSI shall be in accordance with 3GPP TS 23.003 [40] and 3GPP TS 29.060 [24]. There shall be no padding characters between the MCC and MNC, and between the MNC and MSIN. If the IMSI is less than 15 digits, the padding in the GTP information element shall be removed by the GGSN and not encoded in this sub-attribute.

2 - 3GPP-Charging ID 
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 2

	2
	
	3GPP Length= 6

	3
	
	Charging ID value Octet 1

	4
	
	Charging ID value Octet 2

	5
	
	Charging ID value Octet 3

	6
	
	Charging ID value Octet 4


3GPP Type: 2

Length: 6

Charging ID value: 32 bits unsigned integer

3 - 3GPP-PDP type
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 3

	2
	
	3GPP Length= 6

	3
	
	PDP type octet 1

	4
	
	PDP type octet 2

	5
	
	PDP type octet 3

	6
	
	PDP type octet 4


3GPP Type: 3

Length: 6

PDP type value: Unsigned 32 bits integer

PDP type octet possible values:

0 = IPv4

1 = PPP

2 = IPv6

4 - 3GPP-Charging Gateway address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 4

	2
	
	3GPP Length= 6

	3
	
	Charging GW addr Octet 1

	4
	
	Charging GW addr Octet 2

	5
	
	Charging GW addr Octet 3

	6
	
	Charging GW addr Octet 4


3GPP Type: 4

Length: 6

Charging GW address value: Address

5 - 3GPP-GPRS Negotiated QoS profile
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 5

	2
	
	3GPP Length= L

	3 -L
	
	UTF-8 encoded QoS profile


3GPP Type: 5

Length: L ( 33 (release 5 or higher) or L ( 27 (release 4 or release 99) or L = 11 (release 98)

QoS profile value: Text

UTF-8 encoded QoS profile syntax:

"<Release indicator> – <release specific QoS IE UTF-8 encoding>"

<Release indicator> = UTF-8 encoded number :

"98" = Release 98

"99"= Release 99 or release 4
"05"= Release 5 or higher
<release specific QoS profile UTF-8 encoding> = UTF-8 encoded QoS profile for the release indicated by the release indicator.

The UTF-8 encoding of a QoS IE is defined as follows: each octet is described by 2 UTF-8 encoded digits, defining its hexadecimal representation. The QoS profile definition is in 3GPP TS 24.008 [54].

The release 98 QoS profile data is 3 octets long, which then results in a 6 octets UTF-8 encoded string.

The release 99 and release 4 QoS profile data is 11 octets long, which results in a 22 octets UTF-8 encoded string. 
The release 5 (and higher) QoS profile data is 14 octets long, which results in a 28 octets UTF-8 encoded string.
6 - 3GPP-SGSN address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 6

	2
	
	3GPP Length= 6

	3
	
	SGSN addr Octet 1

	4
	
	SGSN addr Octet 2

	5
	
	SGSN addr Octet 3

	6
	
	SGSN addr Octet 4


3GPP Type: 6

Length: 6

SGSN address value: Address

7 - 3GPP-GGSN address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 7

	2
	
	3GPP Length= 6

	3
	
	GGSN addr Octet 1

	4
	
	GGSN addr Octet 2

	5
	
	GGSN addr Octet 3

	6
	
	GGSN addr Octet 4


3GPP Type: 7

Length: 6

GGSN address value: Address

8 - 3GPP-IMSI MCC-MNC
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 8

	2
	
	3GPP Length= n

	3
	
	MCC digit1 (UTF-8 encoded)

	4
	
	MCC digit2 (UTF-8 encoded)

	5
	
	MCC digit3 (UTF-8 encoded)

	6
	
	MNC digit1 (UTF-8 encoded)

	7
	
	MNC digit2 (UTF-8 encoded)

	8
	
	MNC digit3 if present (UTF-8 encoded)


3GPP Type: 8

Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3

MS address value: text

This is the UTF-8 encoding of the MS MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS 29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters between the MCC and MNC.

9 - 3GPP-GGSN MCC-MNC
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 9

	2
	
	3GPP Length= n

	3
	
	MCC digit1 (UTF-8 encoded)

	4
	
	MCC digit2 (UTF-8 encoded)

	5
	
	MCC digit3 (UTF-8 encoded)

	6
	
	MNC digit1 (UTF-8 encoded)

	7
	
	MNC digit2 (UTF-8 encoded)

	8
	
	MNC digit3 if present (UTF-8 encoded)


3GPP Type: 9

Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3

GGSN address value: text

This is the UTF-8 encoding of the GGSN MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS 29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters between the MCC and MNC.

10 - 3GPP-NSAPI
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 10

	2
	
	3GPP Length= 3

	3
	
	NSAPI


3GPP Type: 10

Length: 3

NSAPI value: text 

It is the value of the NSAPI of the PDP context the RADIUS message is related to. It is encoded as its hexadecimal representation, using 1UTF-8 encoded digit.

11 - 3GPP-Session Stop Indicator
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 11

	2
	
	3GPP Length= 3

	3
	
	1 1 1 1 1 1 1 1


3GPP Type: 11

Length: 3

Value is set to all 1.

12 - 3GPP-Selection-Mode
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 12

	2
	
	3GPP Length= 1

	3
	
	UTF-8 encoded Selection mode string 


3GPP Type: 12

Length: 3

Selection mode value: Text

The format of this attribute shall be a character string consisting of a single digit, mapping from the binary value of the selection mode in the Create PDP Context message (3GPP TS 29.060 [24]). Where 3GPP TS 29.060 [24] provides for interpretation of the value, e.g. map '3' to '2', this shall be done by the GGSN.

13 - 3GPP-Charging-Characteristics
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 13

	2
	
	3GPP Length= 6

	3-6
	
	UTF-8 encoded Charging Characteristics value 


3GPP Type: 13

Length: 6

Charging characteristics value: Text


The charging characteristics is value is the value of the 2 octets value field taken from the GTP IE described in 3GPP TS 29.060 [24], subclause 7.7.23.


Each octet of this IE field value is represented via 2 UTF-8 encoded digits, defining its hexadecimal representation.

14 - 3GPP-Charging Gateway IPv6 address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 14

	2
	
	3GPP Length= 18

	3
	
	Charging GW IPv6 addr Octet 1

	4
	
	Charging GW IPv6 addr Octet 2

	5-18
	
	Charging GW IPv6 addr Octet 3-16


3GPP Type: 14

Length: 18

Charging GW IPv6 address value: IPv6 Address

15 - 3GPP-SGSN IPv6 address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 15

	2
	
	3GPP Length= 18

	3
	
	SGSN IPv6 addr Octet 1

	4
	
	SGSN IPv6 addr Octet 2

	5-18
	
	SGSN IPv6 addr Octet 3-16


3GPP Type: 15

Length: 18

SGSN IPv6 address value: IPv6 Address

16 - 3GPP-GGSN IPv6 address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 16

	2
	
	3GPP Length= 18

	3
	
	GGSN IPv6 addr Octet 1

	4
	
	GGSN IPv6 addr Octet 2

	5-18
	
	GGSN IPv6 addr Octet 3-16


3GPP Type: 16

Length: 18

GGSN IPv6 address value: IPv6 Address
17 - 3GPP-IPv6-DNS-Servers
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 17

	2
	
	3GPP Length= m

	3-18
	
	(1st) DNS IPv6 addr Octet 1-16

	19-34
	
	(2nd) DNS IPv6 addr Octet 1-16

	k-m
	
	(n-th) DNS IPv6 addr Octet 1-16


3GPP Type: 17

Length: m = n × 16 + 2; n ( 1 and n ( 15; k = m-15

IPv6 DNS Server value: IPv6 AddressThe 3GPP- IPv6-DNS-Servers Attribute provides a list of one or more ('n') IPv6 addresses of Domain Name Server (DNS) servers for an APN. The DNS servers are listed in the order of preference for use by a client resolver, i.e. the first is 'Primary DNS Server', the second is 'Secondary DNS Server' etc. The attribute may be included in Access-Accept packets.
18 - 3GPP-SGSN MCC-MNC
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 18

	2
	
	3GPP Length= n

	3
	
	MCC digit1 (UTF-8 encoded)

	4
	
	MCC digit2 (UTF-8 encoded)

	5
	
	MCC digit3 (UTF-8 encoded)

	6
	
	MNC digit1 (UTF-8 encoded)

	7
	
	MNC digit2 (UTF-8 encoded)

	8
	
	MNC digit3 if present (UTF-8 encoded)


3GPP Type: 18

Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3

SGSN address value: text

This is the UTF-8 encoding of the RAI MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS 29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters between the MCC and MNC.

19 - 3GPP-Teardown Indicator
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 19

	2
	
	3GPP Length= 3

	3
	
	spare
	TI


3GPP Type: 19

Length: 3

If the value of TI is set to "1", then all PDP contexts that share the same user session with the PDP context identified by the NSAPI included in the Delete PDP Context Request Message shall be torn down. Only the PDP context identified by the NSAPI included in the Delete PDP context Request shall be torn down if the value of TI is "0".

20 -3GGP- IMEISV
	Bits

	Octets
	8
	7
	6
	5
	4
	3
	2
	1

	1
	3GPP Type = 20

	2
	3GPP Length = 18

	3
	IMEISV digits 1 - n


3GPP Type: 20

n = 16 where TAC = 8 digits  SNR = 6 digits & SVN = 2 digits
21 - 3GPP-RAT-Type
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 21

	2
	
	3GPP Length= 3

	3
	
	RAT


3GPP Type: 21

The 3GPP-RAT-Type attribute indicates which Radio Access Technology is currently serving the UE. 
RAT field: Radio Access Technology type values. It shall be coded as specified in TS 29.060 [24]
22 - 3GPP-User-Location-Info
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 22

	2
	
	3GPP Length= m

	3
	
	Geographic Location Type 

	4-m
	
	Geographic Location


3GPP Type: 22

Length=m, where m depends on the Geographic Location Type



m= 11 in the CGI and SAI types.

Geographic Location Type filed is used to convey what type of location information is present in the 'Geographic Location' field. The geographic loction type values and coding are as defined in TS 29.060 [24].

Geographic Location filed is used to convey the actual geographic information as indicated in the Geographic Location Type. The coding of this field is as specified in TS 29.060 [24]

23 - 3GPP-MS-TimeZone
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 23

	2
	
	3GPP Length= 4

	3
	
	Time Zone 

	4
	
	Daylight Saving Time


3GPP Type: 23

Length=4

The Time Zone field and the Dyalight Saving Time fields are used to indicate the offset between universal time and local time in steps of 15 minutes of where the MS current resides. Both fields are coded as specified in 3GPP TS 29.060 [24].

24 - 3GPP-Camel-Charging-Info
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 24

	2
	
	3GPP Length= m

	3-m
	
	CAMEL Charging Information Container


3GPP Type: 24

Length=m

m depends  on the size of the CAMELInformationPDP IE.

The CAMEL Charging Information Container field is used to copy the CAMELInformationPDP IE including Tag and Length from the SGSN's CDR (S‑CDR). The coding of this field is as specified in 3GPP TS 29.060 [24]
25 - 3GPP-Packet-Filter
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 25

	2
	
	3GPP Length= n

	3-z
	
	Packet Filter


3GPP Type: 25

Length: n

Each 3GPP-Packet-Filter attribute contains only one packet filter. Multiple 3GPP-Packet-Filter attributes can be sent in one RADIUS Accounting Request message. 

When the GGSN sends the packet filter information, the RADIUS message shall carry ALL (or none) of the packet filters.
Packet Filter Value:

	
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	Packet filter identifier 
	Octet 1

	
	Packet filter evaluation precedence 
	Octet 2

	
	Length of Packet filter contents 
	Octet 3

	
	Direction of Packet Filter
	Octet 4

	
	Packet filter contents 
	Octet 5

Octet m


Direction Value:

00000000: Downlink

00000001: Uplink

The packet filter content is defined below:

	Type
	Value

	1: IPv4 address type
	Contains the source address if the direction value is set to Downlink, and the destination address if the direction value is set to Uplink.

shall be encoded as a sequence of a four octet IPv4 address field and a four octet IPv4 address mask field. The IPv4 address field shall be transmitted first

	2: IPv6 address type
	Contains the source address if the direction value is set to Downlink, and the destination address if the direction value is set to Uplink.

shall be encoded as a sequence of a sixteen octet IPv6 address field and a sixteen octet IPv6 address mask field. The IPv6 address field shall be transmitted first

	3: Protocol identifier/Next header type
	shall be encoded as one octet which specifies the IPv4 protocol identifier or IPv6 next header

	4: Single destination port type
	shall be encoded as two octet which specifies a port number

	5 : Destination port range type
	shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first

	6 : Single source port type 
	shall be encoded as two octet which specifies a port number

	7: Source port range type
	shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first

	8: Security parameter index type (IPv6)
	shall be encoded as four octet which specifies the IPSec security parameter index

	9: Type of service/Traffic class type
	shall be encoded as a sequence of a one octet Type-of-Service/Traffic Class field and a one octet Type-of-Service/Traffic Class mask field. The Type-of-Service/Traffic Class field shall be transmitted first

	10: Flow label type (IPv6)
	shall be encoded as three octets which specify the IPv6 flow label. The bits 8 through 5 of the first octet shall be spare whereas the remaining 20 bits shall contain the IPv6 flow label


Note:  The sending of this attribute is not recommended for an inter-operator interface for security reason
26 - 3GPP-Negotiated-DSCP

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 26

	2
	
	3GPP Length= 3

	3
	
	Negotiated DSCP


3GPP Type: 26

Length:  3

Negotiated DSCP value: String

The DSCP value is converted into an octet string.

****************Next Modification************************************
16.4.8
Accounting Request Interim-Update (sent from GGSN to 3GPP AAA server)

Table 8 describes the attributes of the Accounting-Request Interim-Update message.

Table 8: The attributes of the Accounting-Request Interim-Update message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username provided by the user (extracted from the PCO field of the Create PDP Context Request message) or PPP authentication phase (if PPP PDP type is used). If no username is available a generic username, configurable on a per APN basis, shall be present. If the User-Name has been received in the Access-Accept message, this user-name shall be used in preference to the above
	String
	Optional

	4
	NAS-IP-Address
	IP address of the GGSN for communication with the 3GPP AAA server. 
	IPv4
	Conditional

Notes 1 and 3

	95
	NAS-IPv6-Address
	IP address of the GGSN for communication with the 3GPP AAA server. 
	IPv6
	Conditional

Notes 1 and 3

	32
	NAS-Identifier
	Hostname of the GGSN for communication with the 3GPP AAA server.
	String
	Conditional

Note 1

	6
	Service-Type
	Indicates the type of service for this user
	Framed
	Optional

	7
	Framed Protocol
	Indicates the type of protocol for this user 
	7 (GPRS PDP Context)
	Optional

	8
	Framed-IP-Address
	User IP address
	IPv4
	Conditional Note 3

	97
	Framed-IPv6-Prefix
	User IPv6 address
	IPv6
	Conditional Note 3

	96
	Framed-Interface-Id
	User IPv6 Interface Identifier
	IPv6
	Conditional

Notes 3 and 4

	25
	Class
	Received in the access accept
	String
	Optional (Note 2)

	30
	Called-Station-Id
	Identifier for the target network
	APN (UTF-8 encoded)
	Mandatory

	31
	Calling-Station-Id
	This attribute is the identifier for the MS, and it shall be configurable on a per APN basis.
	MSISDN in international format according to 3GPP TS 23.003 [40], UTF-8 encoded. (Note 6)
	Optional

	40
	Acct-Status-Type
	Indicates the type of accounting request
	Interim-Update
	Mandatory

	41
	Acct-Delay-Time
	Indicates how many seconds the GGSN has been trying to send this record for, and can be subtracted from the time of arrival on the 3GPP AAA server to find the approximate time of the event generating this Accounting-Request
	Second
	Optional

	42
	Acct-Input-Octets
	GGSN counted number of octets sent by the user for the PDP context
	32 bit unsigned integer
	Optional

	43
	Acct-Output-Octets
	GGSN counted number of octets received by the user for the PDP context
	32 bit unsigned integer
	Optional

	44
	Acct-Session-Id
	User session identifier. 
	GGSN IP address (IPv4 or IPv6) and Charging-ID concatenated in a UTF-8 encoded hexadecimal. 

(Note 5)
	Mandatory

	45
	Acct-Authentic
	Authentication method
	RADIUS or LOCAL
	Optional

	46
	Acct-Session-Time
	Duration of the session 
	Second
	Optional

	47
	Acct-Input-Packets
	GGSN counted number of packets sent by the user
	Packet
	Optional

	48
	Acct-Output-Packets
	GGSN counted number of packets received by the user
	Packet
	Optional

	61
	NAS-Port-Type
	Port type for the GGSN
	As per RFC 2865 [38]
	Optional

	26/10415
	3GPP Vendor-Specific
	Sub-attributes according to subclause 16.4.7.
	See subclause 16.4.7
	Optional except sub-attribute 3 which is conditional

	NOTE 1:
Either NAS-IP-Address or NAS-Identifier shall be present. 

NOTE 2:
The presence of this attribute is conditional upon this attribute being received in the Access-Accept message

NOTE 3: 
Either IPv4 or IPv6 address/prefix attribute shall be present. The IP protocol version for end-user and network may be different.

NOTE 4: 
Included if the prefix alone is not unique for the user. This may be the case, for example, if address is assigned using stateful address autoconfiguration or if a static IPv6 address.

NOTE 5:
The GGSN IP address is the same as that used in the GCDRs.

NOTE 6:
There are no leading characters in front of the country code.


****************Next Modification************************************
16.4.9
Disconnect Request (optionally sent from 3GPP AAA server to GGSN)

Table 9 describes the attributes of the Disconnect-Request message.

Table 9: The attributes of the Disconnect-Request message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username provided by the user (extracted from the PCO field of the Create PDP Context Request message) or PPP authentication phase (if PPP PDP type is used). If no username is available a generic username, configurable on a per APN basis, shall be present. If the User-Name has been sent in the Access-Accept message, this user-name shall be used in preference to the above
	String
	Optional

	8
	Framed-IP-Address
	User IP address
	IPv4
	Conditional Note 2

	97
	Framed-IPv6-Prefix
	User IPv6 address
	IPv6
	Conditional Note 2

	96
	Framed-Interface-Id
	User IPv6 Interface Identifier
	IPv6
	Conditional

Notes 1and 2

	44
	Acct-Session-Id
	User session identifier. 
	GGSN IP address (IPv4 or IPv6) and Charging-ID concatenated in a UTF-8 encoded hexadecimal. 

(Note 3)
	Mandatory

	26/10415
	3GPP Vendor-Specific
	Sub-attributes according to subclause 16.4.7.
	See subclause 16.4.7
	Optional 

	NOTE 1: 
Included if the prefix alone is not unique for the user. This may be the case, for example, if address is assigned using stateful address autoconfiguration or if a static IPv6 address.

NOTE 2: 
Either IPv4 or IPv6 address/prefix attribute shall be present. See subclause 16.3.4.
NOTE 3:
The GGSN IP address is the same as that used in the GCDRs.


****************Last Modification************************************
18.3
Interconnecting the Presence Network Agent and the GGSN

The Presence Network Agent may be directly attached to the GGSN or via a Radius Proxy.
If the GGSN needs to connect both to a 3GPP AAA server and a Presence Network Agent for the same APN, but supports only a single RADIUS interface, the GGSN can be directly attached to the 3GPP AAA server. The Presence Network Agent can in turn be attached to the 3GPP AAA server, which acts as a RADIUS proxy. If the 3GPP AAA server is configured as a RADIUS Proxy between the Presence Network Agent and the GGSN, the Radius Profile for the Pk Reference Point shall be applicable on the interface between the Presence Network Agent and the 3GPP AAA server.
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