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	Reason for change:
	For the Identification response by the MS, the current TS 24.008 states:

“An MS that has been attached to GPRS shall be ready to respond to an IDENTITY REQUEST message at any time.

Upon receipt of the IDENTITY REQUEST message the MS sends back an IDENTITY RESPONSE message. The IDENTITY RESPONSE message shall contain the identification parameters as requested by the network.”

For the Authentication and ciphering response by the MS, the current TS 24.008 states:

“In A/Gb mode, a MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION_AND_CIPHERING REQUEST message at any time. 

In UMTS, an MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION_AND_CIPHERING REQUEST message at any time whilst a PS signalling connection exists..”

The condition “that has been attached to GPRS” and “that is attached to GPRS” is confusing for UE implementation. Note that when a UE in GMM-DEREGISTERED initiates the GPRS attach procedure by sending an ATTACH REQUEST message to the network, it will enter state GMM-REGISTERED-INITIATED. During the GPRS attach procedure, the network can initiate the GMM identification and GMM authentication and ciphering procedure which means for the UE in state GMM-REGISTERED-INITIATED, it can receive the IDENTITY REQUEST messag or AUTHENTICATION_AND_CIPHERING REQUEST message from the network. However, for a UE in state GMM-REGISTERED-INITIATED, we cannot say the UE has been attached to GPRS services. Only after receiving the ATTACH ACCEPT message from the network, the UE enters state GMM-REGISTERED and sets the GPRS update status to GU1 UPDATED, we can say the UE has been attached to GPRS services.
Similarly, the UE initiated detach procedure can be collided with NW initiated common procedure for which TS 24.008 has specified:
“
GPRS detach containing other causes than "power off" and containing other detach types than "IMSI detach":

…
-
If the MS receives an AUTHENTICATION AND CIPHERING REQUEST or IDENTITY REQUEST message, before the GPRS detach procedure has been completed, the MS shall respond to it as described in subclauses 4.7.7 and 4.7.8 respectively.”
Once the UE sends out the DETACH REQUEST message, it will enter the state GMM-DEREGISTERED-INITIATED for which cannot say the UE is still “that has been attached to GPRS”.
Hence, the condition “that has been attached to GPRS” and “that is attached to GPRS” may provide the wrong guidance for the UE implementaton to respond the GMM identification and GMM authentication and ciphering procedure, e.g. it can be interpreted by the UE implementation that, a UE that has NOT been attached to GPRS (e.g. in state GMM-REGISTERED-INITIATED) will NOT respond the received IDENTITY REQUEST messag or AUTHENTICATION_AND_CIPHERING REQUEST message which is wrong.
Furhthermore, when seeing the condition specified in TS 24.301 for UE response to network initiated EMM identification and EMM AKA procedure, the similar condition does not exist:

“A UE shall be ready to respond to an IDENTITY REQUEST message at any time whilst in EMM-CONNECTED mode.
Upon receipt of the IDENTITY REQUEST message the UE shall send an IDENTITY RESPONSE message to the network. The IDENTITY RESPONSE message shall contain the identification parameters as requested by the network.”
“The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 5.4.2.6, the UE shall process the authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.”
Furthermore, if the UE does support CS services only, i.e. do not support GPRS, then such UE cannot be in the GMM connected mode anymore due to the UE will not send the initial GMM NAS message to move the UE from the idle to the connected mode. Note that the IDENTITY REQUEST messag or AUTHENTICATION_AND_CIPHERING REQUEST message can only be received from the SGSN in the connected mode.
Henece, it proposes to remove the conditions “that has been attached to GPRS” and “that is attached to GPRS” applied to the UE for the response of network initiated GMM identification and GMM authentication and ciphering procedure.



	
	

	Summary of change:
	It proposes to remove the conditions “that has been attached to GPRS” and “that is attached to GPRS” applied to the UE for the response of network initiated GMM identification and GMM authentication and ciphering procedure.

	
	

	Consequences if not approved:
	The condition “that has been attached to GPRS” and “that is attached to GPRS” may provide the wrong guidance for the UE implementaton to respond the GMM identification and GMM authentication and ciphering procedure.
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* * * * First Change * * * *

4.7.7.2
Authentication and ciphering response by the MS

In A/Gb mode, an MS shall be ready to respond upon an AUTHENTICATION_AND_CIPHERING REQUEST message at any time. 

In UMTS, an MS shall be ready to respond upon an AUTHENTICATION_AND_CIPHERING REQUEST message at any time whilst a PS signalling connection exists.

If a SIM is inserted in the MS, the MS shall ignore the Authentication Parameter AUTN IE if included in the AUTHENTICATION_AND_CIPHERING REQUEST message and perform the GSM authentication challenge. It shall not perform the authentication of the network described in subclause 4.7.7.5.1.

In a GSM authentication challenge, if the AUTHENTICATION_AND_CIPHERING REQUEST message includes the authentication parameters RAND and GPRS CKSN, then upon receipt of the message, the MS processes the challenge information and sends an AUTHENTICATION_AND_CIPHERING RESPONSE message to the network. The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION_AND_CIPHERING RESPONSE message. A GSM authentication challenge will result in the SIM/USIM passing a SRES and a GPRS GSM ciphering key to the ME. The new GPRS GSM ciphering key calculated from the challenge information shall overwrite the previous one and any previously stored GPRS UMTS ciphering and GPRS UMTS integrity keys shall be deleted. The calculated GSM ciphering key shall be stored on the SIM/USIM together with the GPRS ciphering key sequence number before the AUTHENTICATION_AND_CIPHERING RESPONSE message is transmitted.

In a UMTS authentication challenge, if the AUTHENTICATION_AND_CIPHERING REQUEST message includes the UMTS authentication parameters GPRS CKSN, RAND and AUTN, then upon receipt of the message, the MS verifies the AUTN parameter and if this is accepted, the MS processes the challenge information and sends an AUTHENTICATION_AND_CIPHERING RESPONSE message to the network. The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION_AND_CIPHERING RESPONSE message. A UMTS authentication challenge will result in the USIM passing a RES, a GPRS UMTS ciphering key, a GPRS UMTS integrity key and a GPRS GSM ciphering key to the ME. The new GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM ciphering key calculated from the challenge information shall overwrite the previous ones. The new GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM ciphering key shall be stored on the USIM together with the GPRS ciphering key sequence number before the AUTHENTICATION_AND_CIPHERING RESPONSE message is transmitted. Furthermore, in A/Gb mode if a GEA ciphering algorithm that requires a 128-bit ciphering key is taken into use, then a new GPRS GSM Kc128 shall also be calculated as described in the subclause 4.7.7.3a.
Furthermore, in A/Gb mode, if the network has indicated a GIA integrity algorithm to be taken into use, then a new GPRS GSM Kint shall also be calculated from the new UMTS security context derived from AKA as described in the subclause 4.7.7.3b. The new GPRS GSM Kint shall be used to check and verify the message authentication code recived in the AUTHENTICATION AND CIPHERING REQUEST message as described in Annex H in 3GPP TS 43.020 [13]. The MS shall check if the replayed MS Network Capability received in the AUTHENTICATION AND CIPHERING REQUEST message has not been altered compared to the latest MS Network Capability that the MS sent to the network. If the replayed MS Network Capability received in the AUTHENTICATION AND CIPHERING REQUEST message is not the same as the latest MS Network Capability that the MS sent to the network, the the MS shall reject the authentication and ciphering procedure.

In A/Gb mode, in a UMTS authentication challenge, if the MS has indicated support for integrity protection in MS Network Capability to the network, then if the network does not activate integrity protection by indicating a GIA integrity algorithm and does not include a message authentication code to the MS in AUTHENTICATION AND CIPHERING REQUEST message, then the MS shall reject the authentication and ciphering procedure.

In A/Gb mode, in a UMTS authentication challenge, if the AUTHENTICATION AND CIPHERING REQUEST message requests integrity protection by including a GIA integrity algorithm and if the check and verification of the message authentication code included in the AUTHENTICATION AND CIPHERING REQUEST message is successful in the MS, then the MS shall integrity protect the AUTHENTICATION AND CIPHERING RESPONSE message by calculating an message authentication code at the GMM layer using the new integrity key GPRS GSM Kint as described in Annex H in 3GPP TS 43.020 [13] and include the new message authentication code into the AUTHENTICATION AND CIPHERING RESPONSE message.
In Iu mode, an MS not capable of A/Gb mode shall ignore the Ciphering Algorithm IE in the AUTHENTICATION_AND_CIPHERING REQUEST message. An MS capable of both Iu mode and A/Gb mode shall store the received value in the Ciphering Algorithm IE in the AUTHENTICATION_AND_CIPHERING REQUEST message until entering state GMM-DEREGISTERED, in order to use it at an inter system change to A/Gb mode.

If the AUTHENTICATION_AND_CIPHERING REQUEST message does not include neither the GSM authentication parameters (RAND and GPRS CKSN) nor the UMTS authentication parameters (RAND, AUTN and GPRS CKSN), then upon receipt of the message, the MS replies by sending an AUTHENTICATION_AND_CIPHERING RESPONSE message to the network.

In A/Gb mode, in the case of an established UMTS security context, if integrity protection is requested without authentication, then the AUTHENTICATION AND CIPHERING REQUEST message shall include the new GPRS GSM integrity protection algorithm that shall be taken into use. When the MS receives this AUTHENTICATION AND CIPHERING REQUEST message without requiring a new authentication, then a new GPRS GSM Kint shall be calculated using the GPRS UMTS ciphering key and the GPRS UMTS integrity key from the already established UMTS security context stored in the ME as described in the subclause 4.7.7.3b and the MS replies by sending an AUTHENTICATION AND CIPHERING RESPONSE message to the network.

NOTE:
If only a change of integrity algorithm is requested without authentication, then the MS shall not integrity protect the AUTHENTICATION AND CIPHERING RESPONSE message at GMM layer and therefore not calculate and include a message authentication code into the AUTHENTICATION AND CIPHERING RESPONSE message at GMM layer.
In A/Gb mode, the GMM layer shall notify the LLC layer if ciphering shall be used or not and if yes which GSM ciphering algorithm and GPRS GSM ciphering key that shall be used (see 3GPP TS 44.064 [78a]).

In A/Gb mode, the GMM layer in the MS shall notify the LLC layer after it has sent off the AUTHENTICATION AND CIPHERING RESPONSE message to the network if integrity protection shall be used or not and if yes which GIA integrity algorithm and GPRS GSM Kint integrity key that shall be used (see 3GPP TS 43.020 [13] and 3GPP TS 44.064 [78a]).

A ME supporting UMTS authentication challenge shall support the following procedure:

In order to avoid a synchronisation failure, when the mobile station receives an AUTHENTICATION_AND_CIPHERING REQUEST message, the mobile station shall store the received RAND together with the RES returned from the USIM in the volatile memory and associate it with the PS domain. When the MS receives a subsequent AUTHENTICATION_AND_CIPHERING REQUEST message, if the stored RAND value for the PS domain is equal to the new received value in the AUTHENTICATION_AND_CIPHERING REQUEST message, then the mobile station shall not pass the RAND to the USIM, but shall immediately send the AUTHENTICATION_AND_CIPHERING RESPONSE message with the stored RES for the PS domain. If, for the PS domain, there is no valid stored RAND in the mobile station or the stored RAND is different from the new received value in the AUTHENTICATION_AND_CIPHERING REQUEST message, the mobile station shall pass the RAND to the USIM, shall override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3316.

The RAND and RES values stored in the mobile station shall be deleted and timer T3316, if running, shall be stopped:

-
upon receipt of a SECURITY MODE COMMAND (Iu mode only),

SERVICE_ACCEPT (Iu mode only),

SERVICE_REJECT (Iu mode only),

ROUTING_AREA_UPDATE_ACCEPT

or AUTHENTICATION_AND_CIPHERING REJECT message;

-
upon expiry of timer T3316;

-
if the mobile station enters the GMM states GMM-DEREGISTERED or GMM-NULL; or

-
if the mobile station enters PMM-IDLE mode (Iu mode only).
* * * * Next Change * * * *

4.7.8.2
Identification response by the MS

An MS shall be ready to respond to an IDENTITY REQUEST message at any time.

Upon receipt of the IDENTITY REQUEST message the MS sends back an IDENTITY RESPONSE message. The IDENTITY RESPONSE message shall contain the identification parameters as requested by the network. 

* * * * End of Change * * * *
