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Abstract of the contribution: CT1 has asked what approach should be used for protecting XML attributes. This discussion document contains two options for protecting XML attributes
1
Introduction

In several cases, 3GPP CT1 specifications specify transport of an MCPTT ID and of an MCPTT Group ID in a value of an XML attribute of an XML element of an XML document included in a SIP message. 3GPP CT1 wishes to preserve the transport of an MCPTT ID and of an MCPTT Group ID in a value of an XML attribute.

However, 3GPP CT1 identified that TS 33.179 states:

----------------

NOTE:
Only encryption of XML simple content is supported. Encryption of XML tags, attributes and elements is not supported.

----------------

Thus, as of today, an MCPTT ID and an MCPTT Group ID transported in the cases above cannot be confidentiality protected. 
The following example is used:
<doc>

  <element uri="user@secret">content</element>
</doc>

Based on the current specification, encryption of content is possible but this does not protect the attribute. For example:

<doc>

  <element uri="user@secret">
    <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'

         Type='http://www.w3.org/2001/04/xmlenc#Content'>

          <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>

          <ds:KeyInfo>

            <ds:KeyName>base64XpkId</KeyName>

          </ds:KeyInfo>

          <CipherData>

            <CipherValue>A23B45C56</CipherValue>

          </CipherData>

    </EncryptedData>
  </element>

</doc>

This discussion document considers ways to protect XML attributes.

2
Options

2.1
Option 1: Protecting the whole element
The simplest approach is to encrypt the entire XML element, including XML attribute. For example:
<doc>

  <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'

         Type='http://www.w3.org/2001/04/xmlenc#Element'>

          <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>

          <ds:KeyInfo>

            <ds:KeyName>base64XpkId</KeyName>

          </ds:KeyInfo>

          <CipherData>

            <CipherValue>A23B45C56</CipherValue>

          </CipherData>

        </EncryptedData>

</doc>

In this solution, there is no information at all about the encrypted element in the document, including the type and value of the attribute. However, this approach was rejected in SA3#82.
2.2
Option 2: Encrypting the attribute directly

To align with the IETF specifications, the type of the attribute cannot be changed. Hence should the attribute be encrypted, there would be no way to indicate this to the receiving party.  

For example:

<doc>

  <element uri = "">

    content

  </element>

</doc>

In this example, how can the receiving party know whether the attribute above is encrypted or not? Additionally, the value may not conform to IETF's XML schema. There is a clear risk of confusion. Furthermore, the use of encryption is now hidden to the operator. Finally, the approach is non-standard and is not supported by W3c's security groups. Hence it is recommended that SA3 does not define this approach.

2.3
Option 3: Converting the attribute to an element
Converting the XML attribute to an XML content within an XML element would allow encryption. For example:

<doc>

  <element uri="user@secret">content</element>

</doc>

Could become:

<doc>

  <element>

    <uri>user@secret</uri>

    <content>content</content>

  </element>

</doc>

Which can then be encrypted.
This requires no work for SA3 as the approach can be defined by CT1. However, this solution does not meet the requirement from CT1 of aligning with the IETF specification.

2.4
Option 4: Cross-Referencing

One could add a cross reference to the attribute value, pointing to content described elsewhere. However, in this case, the attribute name should be specifically for this purpose. For example: 
<doc>

  <element uriRef="#ref2EncryptedData">content</element>

  <uriRef id="ref2EncryptedData">

    <EncryptedData           
           xmlns='http://www.w3.org/2001/04/xmlenc#'

           Type='http://www.w3.org/2001/04/xmlenc#Content'>

      <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>

      <ds:KeyInfo>

        <ds:KeyName>base64XpkId</KeyName>

      </ds:KeyInfo>

      <CipherData>

        <CipherValue>A23B45C56</CipherValue>

      </CipherData>

    </EncryptedData>
   </uriRef>

</doc>
This requires no work for SA3 as the approach can be defined by CT1. However, this approach does not fully meet the requirement from CT1 of aligning with the IETF schemas, and is not a standardised mechanism 
3
Conclusion

Assuming the decisions made in SA3#82 are maintained, there is no possible mechanism to directly define confidentiality protection of XML attributes as requested. Hence we cannot fulfil CT1's request.
However, there may be options available to CT1 for protecting XML attributes, possibly by redefining the attributes as XML elements, or possibly by referencing from attributes to XML elements.
