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1. Introduction

In C1A160090, CT1 informed SA3 that CT1 will not define separate pair of the NAS COUNT for NAS data PDUs. As a result, the CIoT data PDUs and the EMM/ESM NAS messages will be sent via the same NAS signalling connection using the same pair of the NAS COUNT.  As a consequence of using a single NAS COUNT for both the CIoT data PDUs and the EMM/ESM NAS messages, the EMM/ESM NAS message transfer at the time when a transmission of NAS data PDUs is ongoing would be delayed. The delay depends mainly on the number of user data PDUs which are already encrypted in the NAS layer and queued in the lower layers, and the transmission data rate over the air. In order to supervise the corresponding NAS procedures using well-defined NAS timers the NAS layer needs to know the amount of time of the delay as precise as possible.
C1-161786 listed up the following NAS messages which could be sent during transferring the CIoT data PDUs and hence suggested to handle such messages with higher priority. 

EMM messages:

- GUTI reallocation

- Authentication

- Security mode control

- Identification

-TAU

ESM messages:

- Default EPS bearer context activation;

- Dedicated EPS bearer context activation;

- EPS bearer context modification;

- EPS bearer context deactivation.

- PDN connectivity procedure;

- PDN disconnect procedure;

- Bearer resource allocation procedure;

- Bearer resource modification procedure.

In view of this, CT1 needs to decide how to handle the NAS message with ongoing user data PDUs transmission and hence the proper (default) NAS timer values.  
2. Proposal

Let’s consider the following use case.

1. UE initiates scheduling the CIoT data packets as requested by the application. Assume a total number of N CIoT data PDUs needs to be sent via MME, the UE NAS encrypts the N PDUs and forwards them to the lower layers. The NAS COUNT equal to n is used for the encryption of the n-th pdu.
2. At the point of time for instance, after the encryption of the N PDUs or before the encryption of the N packets is done, a NAS message (e.g. a uplink response message) needs to be sent by the UE. 
In this case, the question is how long would the UE take to send out the NAS message? In other word, what is a reasonable value of the NAS supervision timer in the MME in anticipation of the response NAS message from the UE?
It is desirable that CT1 should design the NAS protocol to ensure that the UE can respond to downlink NAS signalling in a timely manner. This requires to consider kind of principle as to how the CIoT PDUs and the NAS message should be sent to the lower layers.
The following is proposed.

In NB-S1 mode, the UE shall NOT start the ciphering of the user data using the NAS COUNT equal to N+1 until the transmission of the user data or the NAS message with the NAS COUNT equal to N at the lower layers is started.

NOTE:
How the NAS knows that the lower layers start to transmit is implementation specific. 

By doing so, the UE/NAS can limit the number of the encrypted NAS data PDUs to maximal two at the time when the transmission of a NAS message is requested. At extreme coverage with 300 bits/s transmission data rate over the air as indicated in R1-160228 and the 1500 octets maximum PDU size for application layer in indicated R2-163123 (about 1532Octets including header), it would take about 82seconds to transmit the NAS message. The network/MME can then take this transmission time into account in order to ensue that the UE can respond to downlink NAS signalling in a timely manner.
3. Conclusion

CT1 is kindly asked to discuss the issue and to make a corresponding decision. 

