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1. Introduction
This P-CR introduces modifications to TS 24.379 to introduce identity hiding.
2. Reason for Change
There are deployments of MCPTT where a MCPTT operator uses the SIP core of a carrier operator, but does not want to allow sensitive MCPTT identity information to be shown in the clear to the SIP provider. SA3 have come up with a method of encrypting XML content. 
3. Proposal

It is proposed to agree the following changes to 3GPP TS  24.379 v.1.1.0.
Note: The actual changes to procedures will provided at the next meeting as the XML content containing the MCPTT identities is still to be agreed.
* * * First Change * * * *
4.x
Protection of sensitive application data.
In certain deployments, for example, in the case that the MCPTT operator uses the underlying SIP core infrastructure from the carrier operator, the MCPTT operator can prevent certain sensitive application data from being visible in the clear to the SIP layer. The following data are classed as sensitive application data:
-
MCPTT ID

-
MCPTT Group ID

-
user location information

-
emergency, alert and imminent-peril indicators and related data

access token (containing the MCPTT ID)
The above data is transported as XML content in SIP messages. 3GPP TS 33.179 [xx] describes a method to provide confidentiality protection of sensitive application data by using XML encryption (i.e. xmlenc). Integrity protection can also be provided by using XML signatures (i.e. xmlsig).
Protection of the data relies on a shared XML protection key (XPK) used to encrypt and sign data:

-
between the MCPTT client and the MCPTT server, the XPK is a client-server key (CSK); and

-
between MCPTT servers and between MCPTT domains, the XPK is a SIP protection key (SPK).

The CSK and a CSK-ID are generated from keying material provided by the key management server. Identity based public key encryption based on MIKEY-SAKKE is used to transport the CSK between SIP end-points. The encrypted CSK is transported from the MCPTT client to the MCPTT server when the MCPTT client performs service authorisation as described in clause 7 and is also used during service authorisation to protect the access token. 
The SPK and an SPK-ID are directly provisioned within MCPTT servers.
Configuration in the MCPTT client and MCPTT server is used to determine whether encryption and decryption is required. 
The following example shows how confidentiality and integrity protection shall be represented in the procedures in this document at the originating client side
IF confidentiality protection of application data is required
THEN

    encrypt data element using the CSK as specified in 3GPP TS 33.179 [xx];
    include encrypted data and XPK-ID into XML MIME body using the <EncryptedData> element as 

      specified in 3GPP TS 33.179 [46];
ELSE

    include data into XML body in clear text.

ENDIF;

IF integrity protection of application data is required

THEN

    sign the data using a method to hash the content as specified in 3GPP TS 33.179 [xx];
    include the hashing method, the reference to the content and the XPK-ID in an XML MIME using  

      the <Signature> XML element as specified in 3GPP TS 33.179 [46];
ENDIF;

The following example shows how confidentiality and integrity protection shall be represented in the procedures in this document at the server side when receiving encrypted and signed content:
IF the XML content contains <EncryptedData> elements
THEN

   decrypt the data elements using the CSK as specified in 3GPP TS 33.179 [xx];
ENDIF;

IF the XML content contains <Signature> elements

THEN

   verify the signature of the content using the CSK

ENDIF;
The content may be re-encrypted and signed again using the SPK between MCPTT servers.
The following example shows the difference between normal and encrypted data content. In this example consider the MCPTT client initiating a pre-arranged group session. The following XML content shows the mcptt-info body represented with data elements in the clear:
Content-Type: application/vnd.3gpp.mcptt-info+xml

<?xml version="1.0"?>

<mcptt-info>

  <mcptt-Params>

   <session-type>prearranged</session-type>

   <mcptt-request-uri xsd:type=Normal>sip:group123@mcpttoperator1.com</mcptt-request-uri>

  </mcptt-Params>

</mcptt-info>
The following XML content shows the mcptt-info body represented with the <mcptt-request-uri> encrypted:
Content-Type: application/vnd.3gpp.mcptt-info+xml

<?xml version="1.0"?>

<mcptt-info>

  <mcptt-Params>

   <session-type>prearranged</session-type>

    <mcptt-request-uri xsd:type=Encrypted>

      <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'

       Type='http://www.w3.org/2001/04/xmlenc#Content'>

       <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>

       <ds:KeyInfo>

         <ds:KeyName>base64XpkId</KeyName>

          </ds:KeyInfo>

        <CipherData>

          <CipherValue>A23B45C5657689090</CipherValue>

        </CipherData>

      </EncryptedData>

    </mcptt-request-uri>
  </mcptt-Params>

</mcptt-info>
* * * End Changes * * * *
