3GPP TSG CT WG1 Meeting #96





C1-161092
Jeju (Korea), 15-19 February 2016

3GPP TSG SA WG3 (Security) Meeting #82
S3-160252
1-5 February 2016 Dubrovnik (Croatia)


Title:
Reply LS on Remote UE identities available to the UE-to-Network Relay UE
Release:
Rel-13
Work Item:
eProSe-Ext
Source:
SA3 
To:
CT1
Cc:
SA3-LI
Contact person:
Vesa Lehtovirta

Vesa Lehtovirta (at)ericsson(dot)com
Send any reply LS to:
3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org
Attachments:
-
1
Overall description
SA3 would like to thank CT1 on the LS on Remote UE identities available to the UE-to-Network Relay UE. SA3 has discussed the issue and would like to provide the following answers.

CT1 had the following requests:

CT1 has started to define the NAS procedure to transfer Remote UE information from UE-to-Network Relay UE to the MME. It is however not clear what types of Remote UE identities are available to the UE-to-Network Relay UE to be included in this signalling.
"In particular, CT1 would like to know if the identity used for Legal Intercept purposes will be the identity sent by the Remote UE in the Direct Communication Request message, or whether the Relay UE will fetch a different type of identity for the Remote UE in a subsequent procedure once the direct link between the Remote UE and the Relay UE has been established."
The entity that authenticates the Remote UE is the ProSe Key Management Function (PKMF) and therefore the PKMF is the only entity that can provide an authenticated Remote UE identity to the UE-to-Network Relay. This can happen in the signalling between the UE-to-Network Relay and the PKMF when the security for the direct link is being established. 
The PKMF may have access to the IMSI of the Remote UE. However, IMSI should not be sent outside of the operator network in order to protect user privacy. The UE-to-Network Relay cannot be regarded as a network entity in the traditional sense e.g. as an eNB. On the other hand, the PKMF may have sufficient level of trust on a UE-to-Network Relays to provide the IMSI. Therefore, SA3 would like leave the decision of sending or not sending an IMSI to be based on the PKMF policy.
Alternatively, the PKMF can send a 128-bit string to the UE-to-Network Relay instead of the IMSI. The string shall be such that the MME map the character string to a wanted Remote UE identity (e.g. IMSI) but that the UE-to-Network Relay cannot deduce the Remote UE identity. How this mapping is done in the MME has not been specified bySA3.
The MSISDN may also be available to the PKMF via the Zn/Zpn interface from the BSF. SA3 would like to note that all Remote UEs may not have an MSISDN.
SA3 has specified that the PKMF provides exactly one of the above 3 to the UE-to-network relay.

IMEI is not available to the PKMF or the UE-to-network relay using the signalling that SA3 specifies. It should also be noted that the IMEI is not an authenticated identity and hence seems to be a less useful identifier for LI. If CT1 specify that IMEI is sent form the Remote UE to the UE-to-network relay, then any such request for IMEI shall be integrity protected and the IMEI shall only be sent once ciphering has been started.
Therefore, in summary the UE-to-network relay should send the Remote UE identity that it receives from the PKMF. If the UE-to-network relay gets the 128-bit string, then the UE-to-network relay should provide the PKMF address in order to uniquely identify the Remote UE (i.e. the PKMF address provides the MME with the information on how to undo the mapping – note SA3’s expectation is that the mapping information is pre-provisioned into the MME).
The rationale for choosing a 128-bit string is that if the PKMF uses an encryption algorithm and key known to the MME, then an identity, e.g. IMSI, of the Remote UE could be mapped into the string by encrypting the identity with suitable (random) padding. The MME would then need to decrypt the string to retrieve the sent identity of the Remote UE. Such an approach has not been standardised by SA3.
2
Actions
To CT1 

ACTION: 
SA3 kindly asks CT1 to take the above information into account.
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