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1. Introduction

Considering the SA2 response in S2-016906 to CT1 LS in C1-160784, this paper proposes the way of designing the NAS procedure/message in support of CIoT data via the MME transport.

2. Discussion and Proposal

2.1	 Since multiple connections (UE-SCEF and PDN connections) can co-exist, a unique ID is needed to distinguish the connections between the UE and the MME in order to correctly deliver the data.  

Proposal 1: Introduce a new ESM message containing the EPS bearer ID to serve this purpose. 

2.2	The Data via MME PDU embedded in the NAS message is both integrity protected and encrypted and the EPS bearer ID is used as one of the input parameters in the security operations. 

Proposal 2: The EPS bearer ID must NOT to be encrypted.

2.3	The NAS message to carry the data is similar to the initial NAS message, that is, it is the first message sent by the UE in EMM-Idle mode. This means that the message header has to contain an eKSI to cope with the case that the UE and network have got out-of-sync, which is same as designed for the Attach Request message.

Proposal 3: The message header of the NAS message carrying the CIoT dada must contain the eKSI.

2.4	Items 2) and 3) above lead to the consideration of adding an additional message part with one Octet containing the EPS bearer ID and the eKSI in the NAS message header. As a consequence, the existing security protected NAS message type (see Clause 9.1 of 3GPP TS24.301) needs to be modified accordingly.

Proposal 4: It is proposed to modify the existing security protected NAS message type as follows.

2)	if the message is a security protected NAS message:
a)	protocol discriminator;
b)	security header type;
c)	message authentication code;
c1)	NAS key set identifier;
c2)	EPS bearer identity;
d)	sequence number;
e)	plain NAS message, as defined in item 1.

The organization of a security protected NAS message is illustrated in the example shown in figure 9.1.2.
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Figure 9.1.2: General message organization example for a security protected NAS message

2.5	Because of the modification of the existing security protected NAS message type and the inclusion of the eKSI and the EPS bearer ID, a new security header type is needed.

[bookmark: _GoBack]Proposal 5: It is proposed to add a new security header type as follows.

Table 9.3.1: Security header type
	Security header type (octet 1)
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	0
	0
	0
	0
	Plain NAS message, not security protected

	
	
	
	
	

	
	
	
	
	Security protected NAS message:

	0
	0
	0
	1
	Integrity protected

	0
	0
	1
	0
	Integrity protected and ciphered

	0
	0
	1
	1
	Integrity protected with new EPS security context (NOTE 1)

	0
	1
	0
	0
	Integrity protected and ciphered with new EPS security context (NOTE 2)

	0
	1
	0
	1
	Integrity protected and ciphered for data via MME
 

	
	
	
	
	Non-standard L3 message:
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	Security header for the SERVICE REQUEST message 
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	These values are not used in this version of the protocol.
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	If received they shall be interpreted as '1100'. (NOTE 3)
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	All other values are reserved.

	

	NOTE 1:	This codepoint may be used only for a SECURITY MODE COMMAND message.
NOTE 2:	This codepoint may be used only for a SECURITY MODE COMPLETE message.
NOTE 3:	When bits 7 and 8 are set to '11', bits 5 and 6 can be used for future extensions of the SERVICE REQUEST message.




3. Conclusion

CT1 is kindly asked to discuss and agree on the proposals.
