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	Other comments:
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***** Next change *****
[bookmark: _Toc430934473]4.1.1.6A	Specific requirements for the MS when receiving non-integrity proctected reject messages
This subclause specifies the requirements for an MS that is not configured to use timer T3245 (see 3GPP TS 24.368 [135] or 3GPP TS 31.102 [112]) and receives a LOCATION UPDATING REJECT, CM SERVICE REJECT, ABORT, ATTACH REJECT, ROUTING AREA UPDATE REJECT or SERVICE REJECT message without integrity protection.
NOTE 1:	Additional MS requirements for this case and requirements for the case when the MS receives a successfully integrity checked reject message are specified in subclauses 4.4.4.7, 4.5.1.1, 4.7.3.1.4, 4.7.3.2.4, 4.7.5.1.4, 4.7.5.2.4 and 4.7.13.4.
The requirements of the present subclause are also applicable, if the MS receives any of these messages in A/Gb mode, or if the MS receives the message in Iu mode with a message authentication code before the network has activated integrity protection.
The MS may maintain a list of PLMN-specific attempt counters and a list of PLMN-specific PS-attempt counters. The maximum number of possible entries in each list is implementation dependent.
Editor’s note [WI TEI13; CR#2917]:	The management and handling of these lists of counters is FFS.
Additionally, the MS may maintain one counter for "SIM/USIM considered invalid for non-GPRS services" events and one counter for "SIM/USIM considered invalid for GPRS services" events.
If the MS receives a LOCATION UPDATING REJECT message without integrity protection before the network has activated the integrity protection for the CS domain, the MS shall start timer T3247 with a random value uniformly drawn from the range between 30 minutes to 60 minutes, if the timer is not running, and take the following actions:
a)	if the MM cause value received is #2, #3, or #6, the MS shall either
1)	proceed as specified in subclause 4.4.4.7. If the MS maintains a counter for "SIM/USIM considered invalid for non-GPRS services" events, and the counter has a value less than a MS implementation-specific maximum value, the MS shall increment this counter; or
2)	the MS shall delete any LAI, TMSI and ciphering key sequence number stored in the SIM/USIM, reset the location update attempt counter, and set the update status to ROAMING NOT ALLOWED (and store it in the SIM/USIM according to subclause 4.1.2.2). Additionally, the MS shall reset the location update attempt counter. The MS shall store the current LAI in the list of "forbidden location areas for roaming"; and
	the MS shall search for a suitable cell in another location area or a tracking area according to 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98] or 3GPP TS 36.304 [121];
b)	if the MM cause value received is #12, #13 or #15, the MS shall additionally proceed as specified in subclause 4.4.4.7;
c)	if the MM cause value received is #11 and the MS is in its HPLMN or EHPLMN, the MS shall additionally proceed as specified under list item a2) above;
d)	if the MM cause value received is #11 and the MS is not in its HPLMN or EHPLMN, the MS shall additionally proceed as specified in subclause 4.4.4.7.
	Furthermore, if the MS maintains a list of PLMN-specific attempt counters and the PLMN-specific attempt counter for the PLMN sending the reject message has a value less than an MS implementation-specific maximum value, the MS shall increment the PLMN-specific attempt counter for the PLMN.
If the MS receives a CM SERVICE REJECT or ABORT message with MM cause value #6 without integrity protection before the network has activated the integrity protection for the CS domain, the MS shall start timer T3247 with a random value uniformly drawn from the range between 30 minutes to 60 minutes, if the timer is not running, and either
f)	proceed as specified in subclauses 4.5.1.1 or 4.3.5.2, respectively. If the MS maintains a counter for "SIM/USIM considered invalid for non-GPRS services" events, and the counter has a value less than a MS implementation-specific maximum value, the MS shall increment this counter; or
g)	the MS shall proceed as specified under list item a2) above.
If the MS receives an ATTACH REJECT or ROUTING AREA UPDATE REJECT message without integrity protection before the network has activated the integrity protection for the PS domain, the MS shall start timer T3347 with a random value uniformly drawn from the range between 30 minutes to 60 minutes, if the timer is not running, and take the following actions:
h)	if the GMM cause value received is #3, #6, #7, or #8, the MS shall either
1)	proceed as specified in subclauses 4.7.3.1.4, 4.7.3.2.4, 4.7.5.1.4, 4.7.5.2.4 and 4.7.13.4. If the MS maintains a counter for "SIM/USIM considered invalid for non-GPRS services" events and a counter for "SIM/USIM considered invalid for GPRS services" events, the MS shall additionally,
-	if the counter for "SIM/USIM considered invalid for GPRS services" events has a value less than an MS implementation-specific maximum value, increment this counter; and
-	if due to the receipt of the reject message the MS considers the SIM/USIM invalid for non-GPRS services, and the counter for "SIM/USIM considered invalid for non-GPRS services" events has a value less than a MS implementation-specific maximum value, increment this counter; or
2)	set the GPRS update status to GU3 ROAMING NOT ALLOWED (and shall store it according to subclause 4.1.3.2) and shall delete any RAI, P-TMSI, P-TMSI signature and GPRS ciphering key sequence number. The MS shall delete the list of equivalent PLMNs. Additionally, if a GPRS attach or routing area updating procedure was performed, the MS shall reset the GPRS attach attempt counter or the routing area updating attempt counter respectively.
	The MS shall store the current LAI in the list of "forbidden location areas for roaming", and enter the state GMM-DEREGISTERED.LIMITED-SERVICE;
	if S1 mode is supported in the MS, the MS shall handle the EMM parameters EMM state, EPS update status, GUTI, last visited registered TAI, TAI list, KSI and attach attempt counter or tracking area updating attempt counter as specified in 3GPP TS 24.301 [120] for the case when the procedure is rejected with the EMM cause with the same value in a NAS message without integrity protection; and
	the MS shall search for a suitable cell in another location area or in another tracking area according to 3GPP TS 43.022 [82] and 3GPP TS 25.304 [98] or 3GPP TS 36.304 [121].
i)	if the GMM cause value received is #12, #13 or #15, the MS shall additionally proceed as specified in subclauses 4.7.3.1.4, 4.7.3.2.4, 4.7.5.1.4, 4.7.5.2.4 and 4.7.13.4;
j)	if the GMM cause value received is #11 or #14 and the MS is in its HPLMN or EHPLMN the MS shall additionally proceed as specified under list item h2) above;
k)	if the GMM cause value received is #11 and the MS is not in its HPLMN or EHPLMN, the MS shall additionally proceed as specified in subclauses  4.7.3.1.4, 4.7.3.2.4, 4.7.5.1.4, 4.7.5.2.4 and 4.7.13.4.
	Furthermore, if the MS maintains a list of PLMN-specific attempt counters and the PLMN-specific attempt counter for the PLMN sending the reject message has a value less than an MS implementation-specific maximum value, the MS shall increment the PLMN-specific attempt counter for the PLMN; and
l)	if the GMM cause value received is #14 and the MS is not in its HPLMN or EHPLMN, the MS shall additionally proceed as specified specified in subclauses 4.7.3.1.4, 4.7.3.2.4, 4.7.5.1.4, and 4.7.5.2.4.
	Furthermore, if the MS maintains a list of PLMN-specific PS-attempt counters for the PLMN sending the reject message has a value less than an MS implementation-specific maximum value, the MS shall increment the PS-attempt counter for the PLMN.
If the MS receives a SERVICE REJECT message without integrity protection with GMM cause value #3, #6, #7, #8, #11, #12, #13 or #15 before the network has activated the integrity protection for the PS domain, the MS shall start timer T3347 with a random value uniformly drawn from the range between 30 minutes to 60 minutes, if the timer is not running, and proceed as specified under items h), i), j), and k) above.
Upon expiry of timer T3347, the MS shall:
-	erase the list of "forbidden location areas for regional provision of service" and the list of "forbidden location areas for roaming";
-	if the MS does not maintain a counter for "SIM/USIM considered invalid for GPRS services" events and a counter for "SIM/USIM considered invalid for non-GPRS services" events, set the SIM/USIM to valid for non-GPRS and GPRS services;
-	if the MS maintains the counter for "SIM/USIM considered invalid for GPRS services" events and this counter has a value less than an MS implementation-specific maximum value, set the SIM/USIM to valid for GPRS services;
-	if the MS maintains the counter for "SIM/USIM considered invalid for non-GPRS services" events and this counter has a value less than an MS implementation-specific maximum value, set the SIM/USIM to valid for non-GPRS services;
-	if the MS maintains a list of PLMN-specific attempt counters, for each PLMN-specific attempt counter that has a value greater than zero and less than an MS implementation-specific maximum value, remove the respective PLMN from the forbidden PLMN list;
-	if the MS maintains a list of PLMN-specific PS-attempt counters, for each PLMN-specific PS-attempt counter that has a value greater than zero and less than an MS implementation-specifc maximum value, remove the respective PLMN from the "forbidden PLMNs for GPRS service" list. If the resulting "forbidden PLMNs for GPRS service" list is empty and the MS is supporting S1 mode, the MS re-enables the E-UTRA capability as specified in 3GPP TS 24.301 [120] for the case when timer T3247 expires;
-	if the MS is supporting S1 mode, handle the list of "forbidden tracking areas for regional provision of service" and the list of "forbidden tracking areas for roaming" as specified in 3GPP TS 24.301 [120] for the case when timer T3247 expires; and
-	initiate a location updating procedure, GPRS attach procedure or routing area updating procedure, if still needed, dependent on MM state and update status, and GMM state and GPRS update status.
If the MS maintains a list of PLMN-specific attempt counters, when the MS is switched off, the MS shall, for each PLMN-specific attempt counter that has a value greater than zero and less than the MS implementation-specific maximum value, remove the respective PLMN from the forbidden PLMN list. When the SIM/USIM is removed, the MS should perform this action.
NOTE 2:	If the respective PLMN was stored in the extension of the "forbidden PLMNs" list, then according to 3GPP TS 23.122 [14] the MS will delete the contents of this extension when the SIM/USIM is removed.
[bookmark: _GoBack]If the MS maintains a list of PLMN-specific attempt counters and a list of PLMN-specific PS-attempt counters, these lists are erased when the MS is switched off or the SIM/USIM is removed. If the MS maintains a counter for "SIM/USIM considered invalid for GPRS services" events and a counter for "SIM/USIM considered invalid for non-GPRS services" events, these counters are reset when the UE is switched off or the USIM is removed.
***** Next change *****
[bookmark: _Toc438044413]11.2	Timers of mobility management
Table 11.1/3GPP TS 24.008: Mobility management timers - MS-side
	TIMER
NUM.
	MM
STATE

	TIME
OUT
VAL.
	CAUSE FOR START
	NORMAL STOP
	AT THE EXPIRY

	T3210
	
LOCATION UPDATING INITIATED
	20s
	-	LOCATION UPDATING REQUEST sent
	-	LOCATION UPDATING ACCEPT
-	LOCATIONG UPDATING_REJECT
-	AUTHTICATION _REJECT
-	Lower layer failure
	

Start T3211

	T3211
	
MM IDLE, 
	15s
	-	LOCATION UPDATING REJECT with  other cause values as described in section 4.4.4.9
-	lower layer failure or RR connection released after RR connection abort during location updating procedure
	-	cell change
-	request for MM connection establishment
-	change of LA

	Restart the location updating procedure.

	T3212
	
MM IDLE
	Note 1
	-	termination of MM service or MM signalling
	-	initiation of MM service or MM signalling
	initiate periodic updating

	T3213
	
LOCATION UPDATING INITIATED
	4s
	-	location updating failure
	-	change of BCCH parameter
	new random attempt

	T3214
	
LOCATION UPDATING INITIATED

WAIT FOR OUTGOING MM CONNECTION

IMSI DETACH INITIATED
	20s
	AUTHENTICATION FAILURE
Cause = ‘MAC failure’ or ‘GSM authentication unacceptable’ sent

	-	AUTHENTICATION REQUEST received
-	AUTHENTICATION REJECT received
-	Lower layer failure
	Consider the network as ’false’ (see 4.3.2.6.1)

	T3216
	
LOCATION UPDATING INITIATED

WAIT FOR OUTGOING MM CONNECTION

IMSI DETACH INITIATED
	15s
	AUTHENTICATION FAILURE
Cause = Synch failure sent


	-	AUTHENT REQUEST received
-	AUTHENTICATION REJECT received
-	Lower layer failure
	Consider the network as ’false’ (see 4.3.2.6.1)

	T3218
	
LOCATION UPDATING INITIATED

WAIT FOR OUTGOING MM CONNECTION

IMSI DETACH INITIATED
	20s
	-	RAND and RES stored as a result of of a UMTS authentication challenge
-	RAND and SRES stored as a result of of a GSM authentication challenge


	-	CIPHERING MODE COMMAND received (A/Gb mode only)
· SECURITY MODE COMMAND received (Iu mode only) 
· CM SERVICE ACCEPT received 
· CM SERVICE REJECT received
-	LOCATION UPDATING ACCEPT received
-	AUTHENTICATION REJECT received
-	AUTHENTICATION FAILURE sent
-	enter MM IDLE or NULL
	Delete the stored RAND and either RES (if it was a UMTS authentication challenge) or SRES (if it was a GSM authentication challenge) 

	T3220
	
IMSI DETACH INITIATED
	5s
	-	IMSI DETACH


	-	release from RM-sublayer
	enter Null or Idle, ATTEMPTING TO UPDATE

	T3230
	
WAIT FOR OUTGOING MM CONNECTION

WAIT FOR ADDITIONAL OUTGOING MM CONNECTION

WAIT FOR REESTABLISH
	15s
	-	CM SERVICE REQUEST

CM RE-ESTABLISHMENT REQUEST

	-	Cipher mode setting
-	CM SERVICE REJECT received
-	CM SERVICE ACCEPT received
-	CM SERVICE ABORT sent

	provide release ind.

	T3240
	
WAIT FOR NETWORK COMMAND

LOCATION UPDATE REJECTED
	10s
	see subclause 11.2.1

	see subclause 11.2.1
	abort the RR connection

	T3241
	RR CONNECTION RELEASE NOT ALLOWED
	300s
	see subclause 11.2.1

	see subclause 11.2.1
	abort the RR connection

	T3242
	All except NULL
	12 hours
	eCall only MS enters MM IDLE state after an emergency call
	-	Removal of eCall only restriction
	Perform eCall Inactivity procedure in subclause 4.4.7

	T3243
	All except NULL
	12 hours
	eCall only MS enters MM IDLE state after a test/reconfiguration call
	-	Removal of eCall only restriction
	Perform eCall Inactivity procedure in subclause 4.4.7

	T3245
	All except NULL
	Note 2
	
see subclause 4.1.1.6 (A/Gb or Iu mode only)
see subclause 5.3.7a in 3GPP TS 24.301[120] (S1 mode only)
	- SIM/USIM is removed

	
see subclause 4.1.1.6 (A/Gb or Iu mode only)
see subclause 5.3.7a in 3GPP TS 24.301[120] (S1 mode only)


	T3246
	LOCATION UPDATING INITIATED 

WAIT FOR OUTGOING MM CONNECTION

WAIT FOR ADDITIONAL OUTGOING MM CONNECTION

WAIT FOR REESTABLISH
	Note 3
	LOCATION UPDATING REJECT or CM SERVICE REJECT received with a timer value for T3246; "Extended wait time" for CS domain from the lower layers
	-	paging
-	see subclause 4.1.1.7

	Restart the Location update procedure or CM service request procedure, dependent on MM state and update status


	T3247
	All except NULL
	Note 4
	see subclauses 4.1.1.6A, 4.3.2.5 and 4.7.7.5 (A/Gb or Iu mode only)
see subclauses 5.3.7B and 5.4.2.5 in 3GPP TS 24.301 [120] (S1 mode only)
	SIM/USIM is removed or the MS is switched off
	see subclause 4.1.1.6A (A/Gb or Iu mode only)
see subclause 5.3.7B in 3GPP TS 24.301 [120] (S1 mode only)

	NOTE 1:	The timeout value is broadcasted in a SYSTEM INFORMATION message or received in a LOCATION UPDATING ACCEPT message.
NOTE 2: 	The MS starts the timer with a random value, uniformly drawn from the range between 12h and 24h.
NOTE 3: 	The timer value is provided by the network in a LOCATION UPDATING REJECT or a CM SERVICE REJECT message or as an "Extended wait time" value by the lower layers, or chosen randomly from a default value range of 15 – 30 minutes.
NOTE 4: 	The MS starts the timer with a random value, uniformly drawn from the range between 30 minutes and 60 minutes.



Table 11.2/3GPP TS 24.008: Mobility management timers - network-side
	TIMER
NUM.
	MM
STATE
	TIME
OUT
VAL.
	CAUSE FOR START
	NORMAL STOP
	AT THE EXPIRY
	AT THE SECOND EXPIRY

	T3250
	TMSI REALLOCATION INITIATED
	12s
	TMSI REALLOCATION COMMAND or LOCATION UPDATING ACCEPT with new TMSI sent
	TMSI REALLOCATION COMMAND received
	Optionally Release RR connection
	

	T3255
	
	Note 2
	LOCATION UPDATING ACCEPT sent with"Follow on Proceed"
	CM SERVICE REQUEST
	Release RR Connection or use for mobile station terminating call
	

	T3260
	AUTHENTICATION INITIATED
	12s
	AUTHENTICATION REQUEST sent
	AUTHENTICATION RESPONSE received

AUTHENTICATION FAILURE received
	Optionally Release RR connection

	

	T3270
	IDENTIFICATION INITIATED
	12s
	IDENTITY REQUEST sent
	IDENTITY RESPONSE received
	Optionally Release RR connection
	



NOTE 2:	The value of this timer is not specified by this recommendation.
