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1. Overall Description:	
SA3 thanks CT1 for the LS S3-152207 (C1-153998). SA3 would like to provide answers to the questions asked in the LS.
Q1: If the 3GPP AAA server rejects UE's access via untrusted WLAN due to HSS not providing authentication vectors for the UE to 3GPP AAA server, does the ePDG send its identity, a certificate, and the AUTH parameter to the UE so that the UE can authenticate the ePDG? 

ANSWER: Yes. IKE_AUTH Response governed by the RFC 7296 will transport the EAP payload EAP-Request/AKA-Notification, and shall also contain the CERT and AUTH fields. This would allow the UE to verify the ePDG as IKEv2 Responder and process AKA-Notification further. 
Q2: If the answer to Q1 is yes, should the ePDG behaviour be captured in SA3 specs or in the CT1 specs?

ANSWER: The SA3 defines Stage 2 specifications which cover expected success cases. Handling of error cases is done in Stage 3 documents. In SA3 assumption, CT1 should address error case handling specific for 3GPP. The error cases covered by other standards used by 3GPP, e.g. IETF RFCs, and not specific to 3GPP, should not be re-defined or duplicated by 3GPP in order to avoid potential mis-alignments. In this specific case, if CT1 defines 3GPP-specific handling of the error codes delivered using RFC 4187 within RFC 7296, the SA3 specifications should not reflect this. 
Furthermore, RFC 4187, section 10.19, offers choices regarding the AT_NOTIFICATION attribute to be sent in the EAP-Request/AKA-Notification payload. Selection of the proper attribute to identify failure due to inability to conduct authentication is the prerogative of the CT1. Simply to clarify expected process governed by the IETF RFC4187, in scenarios where the EAP Server detects an error, or e.g. if there is no AV from the HSS for any reason, 
a)    The EAP Server first initiates an EAP-Request/AKA-Notification message towards the EAP Supplicant with AT_NOTIFICATION code that implies failure. This is to terminate the EAP exchange. This EAP payload is transported in IKEv2 IKE_AUTH Response to the IKEv2 Initiator and EAP Supplicant in the UE. 
b)      The EAP Supplicant responds with the EAP-Response/AKA-Notification packet. This provides an option for the client in the UE to show the notification message to the user, if required.
c)      In response to this the EAP Server issues the EAP Failure payload, which is recognized by the EAP Authenticator / IKEv2 Responder at the ePDG, and terminates EAP and, consequently, IKEv2.

2. Actions:
To C1 group:
ACTION: 	SA3 kindly asks C1 group to take into account the above responses.

3. Date of Next SA3 Meetings:
SA3#82	1-5 February 2016 	Dubrovnik (Croatia)
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