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1. Abstract

This document discusses the proposed mechanisms that the ProSe UE-to-network relay UE delivers Remote UE Report(e.g remote UE’s user Info, remote UE’s prefix info) to MME. 

2. Discussion
In the SA2 #111 meeting SA2 WG decided to support Lawful Interception feature in EPC following request from SA3-LI WG. So Remote UE Report delivery steps are incorporated in the ProSe UE-to-network relay procedure (S2-153658; CR0195R4) as the following Figure1. 

[image: image1.emf] 

   

Remote   

UE  

ProSe  

UE  -  to  -  NW   

Relay  

eNB   MME   S  -  GW   P  -  GW  

3. Establishment of connection    For one - to - one Communication    

Model A  

Model B  

2.  Discovery Procedure  

OR  

4 .  IP  address /prefix   allocation    

1 .  E - UTRAN Ini tial Attach and/or UE requested PDN connectivity  

Relayed traffic   

3 .  Relay  UE may establish a new PDN connection for Relay    

5. Remote UE R eport(Remote User ID, IP info )  

6. Remote UE R eport(Remote User ID, IP info )  


Figure 1: ProSe UE-to-Network Relay
In step 5, the ProSe UE-to-network relay delivers Remote UE Report messages containg Remote UE’s User info(which is included in the PC5 diret link establishment request message) and the remote UE’s IP address information(which would be  IPv6 prefix because SA2 WG assumes that the available PDN type in ProSe UE-to-network relay service is IP version 6 only. And, especially the NAS message for step 5 is in charge of CT1 WG.  
In the view that the Remote UE Report’s contents are related to the ProSe UE-to-network relay’s PDN connection used for relaying, Remote UE Report delivery is assumed  to be an ESM procedure.
Observation 1. Remote UE Report delivery in STEP 5 is relized by an ESM procedure.
We may consider 3 kinds of candidate ESM procedures such as 1) ESM STATUS procedure, 2) ESM Information procedure, and 3)  a brand-new ESM procedure, which is seemingly not appropriate or effective approach because it is used only for ProSe UE-to-network relay feature and the Remote UE Report is just a kind of report to the network so that other existing ESM message such as ESM STATUS  or ESM Information messages could be reused.
Observation 2. Using some existing ESM messages such as ESM STATUS  or ESM Information messages is more appropriate method for Remote UE Report delivery in STEP 5.

When the ProSe UE-to-network relay transmits the Remote UE Report message to the MME, the multiple remote UEs information can be delivered at once.  These information is to be forwarded to the S-GW and P-GW for lawful interception. 

Hence, if the transmission fails and the ProSe UE-to-network relay can not recognize the failure, the Lawful Interception for the corresponding remote UEs can not be supported well. So, some ackwledgement message in response to the Remote UE Report message in STEP 5 and some timer executions are necessary.
Observation 3. Some acknowledgement mechanism to the Remote UE Report delivery in STEP 5 is necesary.
Based on the above  Observations, we should revise  the existing ESM procedure either ESM STATUS or ESM Information messages.
Alternative 1. Using ESM STATUS message.
· Analysis on the current ESM STATUS message

1. Both UE-initiated and NW-initiated messaging is possible.

2. There is no acknowledgement mechanism(e.g. ack message, timer, etc) for each ESM STATUS message. 
3. It is used at any time for certain error conditions detected upon receipt of ESM protocol data.
· Based on the above analysis, we need to revise ESM STATUS procedure considering the followings ;
1. ESM STATUS is allowed to include Remote UE Report information.( an ESM cause value could be used to indicate Remote UE Report delivery)

2. In case of Remote UE Report delivery, a timer need to start to wait for an acknowledgement from MME.

3. an acknowledgement message is needed. And, it could be an ESM STATUS message from MME.
4. A new triggring for ESM STATUS should be added. E.g. a status change on the connection with the remote UEs (e.g. a PC5 Direct link establishment/release)
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Figure 2: Alt1. Mechainsm using ESM STATUS messages
Alternative 2. Using ESM information procedure.
· Analysis on the current ESM information procedure

1. Only NW-initiated messaging is possible. But, UE may trigger the ESM information request procedure by adding ESM information transfer flag in the ESM message(especially PDN CONNECTIVITY REQUEST message may have the ESM information transfer flag.)

2. We may use the existing timers and response message for ESM information request procedure. when there is a status change on the connection with the remote UEs (e.g. a PC5 Direct link establishment/release), creation and/or modification of EPS bearers of the PDN connection used for relaying is followed. Hence, in those situations, UE has opportunity to send ESM messages. (i.e, ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT, ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT, MODIFY EPS BEARER CONTEXT ACCEPT) 
· Based on the above analysis, we need to revise ESM information request procedure considering the followings ;
1. ProSe UE-to-network relay UE is allowed to include the ESM information transfer flag in the ESM messages the UE sends ( i.e., ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT, ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT, MODIFY EPS BEARER CONTEXT ACCEPT) 
2. ProSe UE-to-network relay UE is allowed to include the Remote UE Report information in the ESM information response message, when the UE receives an ESM information request message in response to the ESM information transfer flag, 

[image: image3.emf]UE

Network

ESM Information response(Remote UE Report)

ESM Information request

Start T3489

Stop T3489

ACTIVATE DEFAULT/DEDICATEDEPS BEARER CONTEXT ACCEPT or 

MODIFY EPS BEARER CONTEXT ACCEPT(

ESM Information transfer flag)

UE-requested ESM messages

ACTIVATE DEFAULT/DEDICATEDEPS BEARER CONTEXT REQUEST or

MODIFY EPS BEARER CONTEXT REQUEST


Figure 3: Alt2. Mechainsm using ESM information messages
In detail, the proposed mechanisms are described in the CRs C1-154396(Alt1) and C1-154397(Alt2) .

In the procedural view, the Alt2 may use the existing ESM procedures, but the Alt1 makes a new procedure especially in the network side(e.g. to use ESM STATUS message as an acknowledgement) even if we have the ESM message to use. 
3. Proposal

It is proposed that CT1 WG would decide a better approach b/w Alternative 1 and 2. 
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