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1. Abstract
This paper discusses the proposed liveness check corrections.
2. Discussion
2.1 History and current state in 3GPP and GSMA

GSMA RILTE sent a LS C1-151019 [1] to CT1 giving the following action to CT1:

----------------------------------------------------------------------------------------------------------------

ACTIONS to 3GPP CT1: Networks Group RILTE kindly requests 3GPP CT1 to:

1)
Confirm to RILTE whether or not the liveness check defined in RFC 5996 is mandated by the relevant 3GPP documents.

2)
Update the relevant specifications regarding the liveness check and the relevant timers as found appropriate by CT1.

----------------------------------------------------------------------------------------------------------------
CT1 agreed a CR C1-152441 [2] defining the liveness check, including two methods for configuration of the timeout period for liveness check - by pre-configuration and by using IKEv2 configuration attribute. Support of both methods is mandatory in the UE. If a UE is pre-configured with a value and receives another value via IKEv2 configuration attribute, then the UE uses the value received via the IKEv2 configuration attribute. Support of either method is optional in the network.
CT1 did not discuss and did not agree any default values for the timeout period for liveness check. There were no proposals for a default value.
CT1 also sent a LS C1-152376 [3] informing GSMA RILTE that the action given to CT1 was done.

Observation-1: ePDG can control signalling load caused by liveness check performed by UEs compliant to the current TS 24.302 Rel-13 baseline.
Observation-2: The current TS 24.302 Rel-13 baseline contains a technically correct and complete solution for liveness check, including its configuration.

In GSMA RILTE, a CR RILTE#46 Doc 018 [6] proposed to endorse the 3GPP work, to make UE support of the IKEv2 configuration attribute optional; and to set the timeout period for liveness check to default value of 120 seconds (the default value is to be used when the UE is not pre-configured by the operator). The CR RILTE#46 Doc 018 [6] was NOT agreed - see RILTE#47 Doc 101 [7].

Observation-3: The GSMA RILTE CR attempted to make optional a UE functionality which is mandatory in the current TS 24.302 Rel-13 baseline, but this GSMA RILTE CR was NOT agreed.
No further CR or LS were agreed in GSMA. No further CR or LS were agreed in CT1.

Observation-4: GSMA did NOT agree to have a mandatory liveness check based on a fix timer value. GSMA did NOT agree to make the IKEv2 configuration attribute optional.
2.2 Impacts of the IKEv2 configuration attribute being optional
It was claimed by an operator in GSMA that enabling early deployed UEs to NOT support the IKEv2 configuration attribute can speed up early deployments.
Observation-5: It was claimed by an operator in GSMA that UEs not supporting the IKEv2 configuration attribute could be deployed earlier than those supporting the IKEv2 configuration attribute.
However, missing support of IKEv2 configuration attribute will come with a cost - if the IKEv2 configuration attribute is not supported by the UE, then the UE uses the pre-configured value according to TS 24.302. If the pre-configured value is short, this will have a negative impact on the signalling load on ePDG. Moreover, a timer value in the range of seconds or minutes can cause a LOT of signalling load on ePDG - e.g. if the UE uses the value of 120 seconds (i.e. the default value proposed in GSMA), then *each UE* not receiving any downlink IPSec or IKEv2 packet will send 30 INFORMATIONAL requests *per hour* to ePDG and ePDG needs to respond to them with an INFORMATIONAL response.
If ePDG is a reliable one or if UE's PDN connection is to a PDN where ePDG reliability is not considered critical, then this is a LOT of unnecessary signalling load.
Conclusion-1: UE not supporting the IKEv2 configuration attribute can be pre-configured with a low timer value. When this value is in range of minutes or seconds, this can generate a lot of unnecessary signalling load on ePDG.
2.3 Differences between Ericsson CR C1-153892 [4] and alternative CR C1-153893 [5]
Both Ericsson CR C1-153892 [4] and alternative CR C1-153893 [5] propose to make the UE support of the IKEv2 configuration attribute optional.

Ericsson CR C1-153892 [4] further requires the UE supporting the IKEv2 configuration attribute to indicate so to the ePDG. ePDG can use this indication e.g. as follows:
1)
if the UE supports the IKEv2 configuration parameter, then the ePDG can provide the IKEv2 configuration attribute to the UE and be sure that the UE follows the timeout period indicated in the IKEv2 configuration attribute.

2)
if the UE does not support the IKEv2 configuration parameter, and the UE supports configuration of the timeout period for liveness check using some other mechanism (e.g. using any UE vendor specific reconfiguration mechanism), the ePDG may attempt to re-configure the UE using the other mechanism.

3)
if an ePDG consists of several hardware boxes and is able to move load between those boxes, then the ePDG could distribute the UEs to those boxes depending on whether the UE supports the IKEv2 configuration parameter (or not). 
4)
if the UE does not support the IKEv2 configuration parameter, the ePDG already accepted the IKEv2 tunnel setup from the UE, and ePDG gets under high signalling load, then the ePDG can first delete IKEv2 SA from the UEs not supporting the the IKEv2 configuration parameter (as those generate more signalling load than other UEs).

5)
if the UE does not support the IKEv2 configuration parameter, and ePDG is under high signalling load, then the ePDG can reject the IKEv2 tunnel setup from the UE (as it generates more signalling load than other UEs).

6)
if the UE does not support the IKEv2 configuration parameter, the UE does not support configuration of the timeout period using some other mechanism (e.g. using any UE vendor specific reconfiguration mechanism), and such UEs are known to overload the ePDG with INFORMATIONAL requests then operator can configure ePDG to reject the IKEv2 tunnel setup from the UE.

Conclusion-2: Ericsson CR C1-153892 [4] enables the network (ePDG) to take control and perform counter measures when the UE does not support IKEv2 configuration attribute, both in normal situations and under high load. 
Conclusion-3: Alternative CR C1-153893 [5] does NOT enable the network (ePDG) to take any counter measures when the UE does not support IKEv2 configuration attribute, both in normal situations and under high load.
Ericsson CR C1-153892 [4] further enables inclusion of the IKEv2 configuration attibute into CFG_SET. This is for future compatibility if we need to introduce change of the timeout period for liveness check during duration of IKEv2 tunnel. CFG_SET is used when an ePDG pushes a new configuration to the UE, e.g. as in TS 24.302 Rel-13 subclause 7.4.2.1.
2.3 Reactive ePDG behaviour

It was suggested that ePDG can monitor INFORMATIONAL requests sent by UE and can act if there are too many of them. 

If the ePDG monitors INFORMATIONAL requests sent by UE and acts if there are too many of them, then ePDG accepts the IKEv2 tunnel establishment and releases it a few minutes later on. This will generate a lot of signalling higher in the UE stack - e.g. if the PDN connection is for IMS, then the UE would:

1) create a new IKEv2 tunnel via untrusted WLAN (which triggers IMS PDN connection creation);

2) register with IMS via the untrusted WLAN; and

3) get its IKEv2 tunnel released by ePDG due to UE sending too many INFORMATIONAL requests. This also triggers IMS PDN connection release.

The step 1) - 3) can possibly be repeated several times. When the UE gives up in non-3GPP access, then the UE would:

4) create IMS PDN connection via 3GPP access; and

5) register with IMS via 3GPP access again.

Steps 1, 3 and 4 will generate load on P-GW. Steps 2 and 5 will generate load on IMS.
Conclusion-4: ePDG monitoring INFORMATIONAL requests sent by UE and acting if there are too many of them, will cause additional load on P-GW and IMS and thus, if possible, should be avoided.
3. Conclusions

Observation-1: ePDG can control signalling load caused by liveness check performed by UEs compliant to the current TS 24.302 Rel-13 baseline.
Observation-2: The current TS 24.302 Rel-13 baseline contains a technically correct and complete solution for liveness check, including its configuration.

Observation-3: The GSMA RILTE CR attempted to make optional a UE functionality which is mandatory in the current TS 24.302 Rel-13 baseline, but this GSMA RILTE CR was NOT agreed.
Observation-4: GSMA did NOT agree to have a mandatory liveness check based on a fix timer value. GSMA did NOT agree to make the IKEv2 configuration attribute optional.
Observation-5: It was claimed by an operator in GSMA that UEs not supporting the IKEv2 configuration attribute could be deployed earlier than those supporting the IKEv2 configuration attribute.
Conclusion-1: UE not supporting the IKEv2 configuration attribute can be pre-configured with a low timer value. When this value is in range of minutes or seconds, this can generate a lot of unnecessary signalling load on ePDG.

Conclusion-2: Ericsson CR C1-153892 [4] enables the network (ePDG) to take control and perform counter measures when the UE does not support IKEv2 configuration attribute, both in normal situations and under high load. 

Conclusion-3: Alternative CR C1-153893 [5] does NOT enable the network to take any counter measures when the UE does not support IKEv2 configuration attribute, both in normal situations and under high load.
Conclusion-4: ePDG monitoring INFORMATIONAL requests sent by UE and acting if there are too many of them, will cause additional load on P-GW and IMS and thus, if possible, should be avoided.
4. Proposal

It is proposed to agree CT#95 revision of the Ericsson CR C1-153892 [4].
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