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1. Introduction
Several MCPTT service requirements in TS 22.179 mandate a specific handling of identities between the MCPTT application and the IMS/SIP core and general principles are described in TS 23.179 clause 8, even if some wording is still under discussion.
The decoupling between the MCPTT application level identity and the IMS/SIP core identities does not relate only to security issues due to a lack of trust between the operator of the MCPTT application and the operator of the IMS/SIP core, but it provides the tools for proper handling of shareable UEs and routing management for mutual aid use cases.
2. MCPTT SIP URIs mapping and hiding
2.1
Definitions
Mapping is a one-to-one relation between SIP URIs in two different planes (SIP signalling and application). The use of an IMS/SIP core identity in the SIP requests is required to identify the SIP-level subscription and perform the required authentication and to properly route the requests to the designated application server(s).
This one-to-one mapping may be the identical mapping (mapping one identity to itself and therefore be static) only if the three following conditions are met:

There is a trust relationship between the operator of the MCPTT application (and its users) and the operator of the IMS/SIP core
A MCPTT user is always using the same SIM and there is a static one-to-one mapping between his(her) MCPTT identity and the identity contained in the SIM. It means that shareable units are not supported.

The application server handling the request is statically defined and thus mutual aid routing, i.e. using local IMS/SIP core identities to be considered as a local MCPTT user, is not possible.
Even when the SIP core is managed by the MCPTT operator, the fulfilment of these conditions  is unlikey for the mission critical case. It is more likely to be the case for business critical services.
Hiding is replacing a SIP URI by a modified URI which cannot reveal the original content of the hidden URI when received by a functionnal entity which does not belong to the trust domain of the entity having performed the hiding transformation. Therefore, a URI in a header cannot be used for the routing of the SIP request by entities not belonging to the trust domain of the hiding entity. So, it cannot apply to the URI in the request line.
2.2
Handling mechanisms
TS 24.229 provides a basic mechanism that can easily be adapted to hiding, i.e. URI tokenisation. Although initialy designed for the hiding of network topology information, it provides a simple tool for obscuring those SIP headers which contain sensitive URI information, without requiring S/MIME when the body information is not sensitive. The cryptographic part itself is described in clause 6.4 of TS 33.203. This mechanism should be used at the border between the SIP core/IMS domain and the MCPTT application domain when there is no trust relationship. It may be omitted otherwise, i.e. when the SIP core is trusted or when it is not used for the routing of the application level signalling between different application servers..
The mapping is a rewriting of the URI which is replacing the SIP core/IMS level identity. It maps the identity used by the Registrar function with the application level identity. The data used for this mapping may only be obtained by an out-of-band method, i.e. as outlined in TS 23.179 clause 10.3 pending further analysis by SA3. The SIP core/IMS identity may come from the SIM for most cases, but may also use pool allocation mecharnism as outlined in Annex X.4 of TS 33.203. This case may be used for the support of specific mutual aid migration cases.
In the inbound direction, the mapping performed by the first application server on the signaling path allows to identify the requesting user from the signalling messages routed through the IMS core. The mapping is one-to-one.

In the outbound direction, the mapping may be one to many as several devices with different SIP core/IMS identity may have registered using the same MCPTT application level identity. This may be used to perform actual call forking as several contacts may be linked to the same MCPTT application level identity (even if they correspond to different adress of record entries in the Registrar location function).

The two mechanisms above do not provide a solution for the protection of body contents, as for example NOTIFY bodies. The same rules shall apply as for URI hiding, i.e. hiding when there is no trust relatioship, but the mechanism available in this case is the use of S/MIME encrypted (and probably signed) bodies.
3. Proposal

It is proposed to consider the above mechanisms as prefered ones for the management of relationship between MCPTT application and SIP core/IMS identities.
